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1. INTRODUCTION

In July 2019, the Minister of Foreign Affairs of the Netherlands sent a letter to 
Parliament with the title ‘The international legal order in cyberspace’.1 Letters to 
Parliament are by no means extraordinary, but this letter was significant as it equally 
served a foreign policy purpose: to publicly state the Dutch position on the appli-
cation of international law in the cyber domain. The Netherlands thus joined a 
handful of states who had previously taken a public position on this subject. Since 
then, a number of states have followed suit, but so far, most states have not publicly 
formulated a clear position on international law in the cyber domain.2 

This is most likely not due to a lack of interest. Indeed, the question of how 
states should behave in cyber space is a highly political and hotly debated issue, 
which is currently the object of discussion of not one, but two UN groups. The 
Group of Governmental Experts on developments in the field of information and 
telecommunications in the context of international security (UNGGE) consists of 
25 geographically represented state experts who are appointed by the UN Office 
for Disarmament Affairs. The Open-ended Working Group on developments in the 
field of information and telecommunications in the context of international security 
(OEWG) is a group with full UN Member State participation. Six UNGGEs have 
been established to discuss this issue; the first UNGGE was established as early as 
2004; the current UNGGE was set up only in 2018. Not all UNGGEs have man-
aged to adopt a consensus report. The OEWG is the first of its kind and was also 
set up in 2018. The fact that there are two groups discussing essentially the same 
topic in itself indicates the geopolitical importance of the discussion: indeed, the 
OEWG was established by a UN General Assembly (UNGA) resolution sponsored 
by Russia, whereas the 2019-2020 UNGGE was established by a US-sponsored 
UNGA resolution.

The geopolitical importance of the discussion lies mainly in the question how 
the internet and digital traffic are to be governed: as a free and open multi-stake-
holder managed space, with states adhering to existing international legal 
obligations and voluntary norms, or as a fragmented space where states each gov-
ern their local internet as they wish, in the name of national sovereignty, and where 

1 Netherlands Minister of Foreign Affairs, ‘Letter to the parliament on the international legal 
order in cyberspace’, 5 July 2019, with Appendix, both available at <https://www.government.
nl/documents/parliamentary-documents/2019/09/26/letter-to-the-parliament-on-the- 
international-legal-order-in-cyberspace>.

2 See for example: P.C. Ney, Jr., Speech: DOD General Counsel Remarks at U.S. Cyber Com-
mand Legal Conference, 2020, 2 March 2020, available at <https://www.defense.gov/
Newsroom/Speeches/Speech/Article/2099378/dod-general-counsel-remarks-at-us- 
cyber-command-legal-conference/>; Attorney General J. Wright QC MP, Speech: ‘Cyber 
and International Law in the 21st Century’, 23 May 2018, available at <https://www.gov.uk/
government/speeches/cyber-and-international-law-in-the-21st-century>; K. Kaljulaid, Presi-
dent of the Republic of Estonia, Speech at the opening of Cycon, the International Conference 
on Cyber Conflict, Tallinn, 29 May 2019, available at <https://president.ee/en/official-duties/
speeches/15241-president-of-the-republic-at-the-opening-of-cycon-2019/>.
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international obligations of states are unclear at best, allowing them to operate in 
a ‘grey area’ to pursue their foreign policy objectives by cyber means. This funda-
mental divide influences every discussion taking place in the UNGGE and OEWG 
and, for instance, has led to the failure of the fifth UNGGE to adopt a consensus 
report in 2017.

Aside from the geopolitical context, the debate regarding responsible state behav-
iour and the need for clarification on the application of international law in 
cyberspace is of very tangible and immediate relevance: as a powerful response 
against the numerous and highly destabilising harmful state-sponsored cyber oper-
ations that take place around the world on a daily basis. Recent cyber operations 
against healthcare sectors that are struggling to cope with the COVID-19 pandemic 
are a sad example.

Against this background, states’ positions on the applicability of international 
law in cyberspace are important markers and indicate where the discussion is head-
ing; hence the relevance of the Netherlands Government’s letter to Parliament. The 
present authors were the primary drafters of this letter and are active participants 
in the current international debate. Naturally, drafting a governmental position on 
a highly sensitive political subject means drafting under a number of constraints. 
This meant, inter alia, that a number of interesting legal discussions had to be left 
aside or touched upon only very lightly. The current publication is intended to 
somewhat make up for those restrictions, in order to allow the authors to share and 
discuss with other experts and the wider public the most interesting legal debates 
that are currently taking place at the international level. This publication is not a 
comprehensive examination of all aspects of state behaviour in cyberspace, but 
rather offers a deeper analysis of a selection of the subjects covered in the parlia-
mentary letter. Most chapters can therefore easily be read as self-standing analyses. 
The chapters sometimes show some overlap, but this is maintained to allow the 
reader to read the chapters separately.

It should be emphasised that, despite the highly political context against which 
this publication was written, it is a legal analysis, not a political one. All opinions 
expressed are those of the authors in their personal capacity. Nonetheless, as legal 
practitioners rather than academics, the authors have endeavoured to present a 
practical perspective, focusing on the applicability in real (political) life of the 
various legal topics discussed.

For reasons of expediency, the report will not discuss the definition of the con-
cepts ‘cyberspace’, ‘cyber domain’ or ‘cyber context’. A broad and flexible 
understanding is applied, covering more or less the colloquial use of these terms.

2. SOVEREIGNTY PRINCIPLE

The principle of sovereignty, i.e. that states are equal and independent and hold 
the highest authority within their own borders, is one of the fundamental principles 
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of international law.3 Other central rules of international law, such as the prohibi-
tion of the use of force, the principle of non-intervention and the right of self-defence 
stem from this principle.

The sovereignty principle means that states have the supreme authority over all 
persons, property and events within their territory, within the limits of their obliga-
tions under international law, such as those relating to diplomatic privileges and 
immunities, and those arising from human rights conventions. This is the internal, 
or territorial aspect of sovereignty.4 Secondly, the sovereignty principle implies 
that states may freely, independently and on an equal footing determine their own 
foreign policy and enter into international obligations and relations, provided they 
respect the rules of international law. This is the external aspect of sovereignty, or 
the principle of sovereign equality.5

Both aspects of sovereignty are relevant and applicable in the cyber context, as 
recognised inter alia by the 2013 and 2015 UNGGE, whose reports were unani-
mously endorsed by the United Nations (UN) General Assembly.6 This means that 
states have the supreme authority over the physical, human and immaterial (logical 

3 Island.of.Palmas.case (United.States.of.America.v..The.Netherlands), PCA 4 April 1928, UN 
Reports of International Arbitral Awards, Vol. II, pp. 829-871, at p. 838, where Judge Huber 
describes the principle as ‘the point of departure in settling most questions that concern in-
ternational relations.’ See also Corfu.Channel.case (United.Kingdom.v..Albania), ICJ 9 April 
1949, ICJ Reports 1949, p. 4, at p. 35, where the International Court of Justice points out that 
‘[b]etween independent states, respect for territorial sovereignty is an essential foundation of 
international relations.’

4 Harriet Moynihan, The.Application.of. International.Law. to.State.Cyberattacks..Sovereignty.
and.Non-intervention, London, Chatham House 2019, at p. 12; Robert Jennings and Arthur 
Watts KCMG QC (eds.), Oppenheim’s.International.Law:.Volume.1.Peace, 9th ed., Oxford, 
Oxford University Press 2017, at para. 169; Michael N. Schmitt (ed.), Tallinn.Manual.2.0.on.
the.International.law.applicable.to.cyber.operations, Cambridge, Cambridge University Press 
2017 (hereinafter the ‘Tallinn Manual 2.0’), rule 2; The.Case.of.the.S.S..‘Lotus’ (France.v..Tur-
key), Permanent Court of International Justice 7 September 1927, PCIJ Series A, No. 10, ICGJ 
248, at para. 47; Island.of.Palmas.case, supra.n. 3, at pp. 838-839; Military.and.Paramilitary.
Activities.in.and.against.Nicaragua (Nicaragua.v..United.States.of.America), ICJ 27 June 1986, 
ICJ Reports 1986, p. 14, at para. 212.

5 Tallinn Manual 2.0, supra.n. 4, Rule 3; UNGA Resolution 2625 (XXV), ‘The Declaration on 
Principles of International Law concerning Friendly Relations and Co-operation among States 
in accordance with the Charter of the United Nations’, UN Doc. A/RES/2625(XXV) 24 Octo-
ber 1970; Moynihan, supra.n. 4, at p. 12.

6 Report of the Group of Government experts on Development in the Field of Information and 
Telecommunications in the Context of International Security, UN Doc. A/68/98, 24 June 2013 
(UNGGE Report 2013), at para. 20: ‘State sovereignty and international norms and princi-
ples that flow from sovereignty apply to State conduct of ICT-related activities, and to their  
jurisdiction over ICT infrastructure within their territory.’ See also the Report of the Group of 
Governmental Experts on Developments in the Field of Information and Telecommunications 
in the Context of International Security, UN Doc. A/70/174, 22 July 2015 (UNGGE Report 
2015), at para. 26, where the UNGGE identifies ‘as of central importance the commitments of 
States to the following principles of the Charter and other international law: sovereign equal-
ity.’ Moreover, in para. 27 the UNGGE states that ‘State sovereignty and international norms 
and principles that flow from sovereignty apply to the conduct by States of ICT related activi-
ties and to their jurisdiction over ICT infrastructure within their territory.’
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or software-related) aspects of cyberspace within their territory.7 Within their ter-
ritory states may, for example, set rules concerning the technical specifications of 
mobile networks, take measures to protect critical national infrastructure against 
cyberattacks and fight cybercrime. In addition, and in line with the external aspect 
of sovereignty, they may independently pursue foreign ‘cyber’ policy and enter 
into treaty obligations in the area of cybersecurity.

2.1 Respect for sovereignty as a legally binding rule

The fact that states have certain rights by virtue of their sovereignty would logically 
imply that there is a corresponding duty on other states to respect these rights. This 
is indeed generally understood to be the case, as has been confirmed in both juris-
prudence and academic writing, as well as by the UN General Assembly and the 
UN Security Council. States are not allowed, for instance, to carry out activities 
or establish a military presence in the territory of another state without the latter’s 
consent,8 or exercise state power or authority in another state’s territory.9

There is no apparent reason to conclude that the duty to respect or not to violate 
sovereignty would not exist in relation to the cyber context, and a number of states 
have explicitly recognised the existence of a binding obligation to respect sover-
eignty.10 This position has recently been challenged, however. In 2017, senior 
lawyers of the US Department of Defense published an article arguing that the 
fundamental principle of sovereignty underlies many binding obligations in inter-
national law, such as the duty of non-intervention and the prohibition of the threat 
or use of force, but does not constitute a self-standing binding obligation for states. 
According to these authors: 

the differences in how sovereignty is reflected in international law with respect to 
the domains of space, air, and the seas further supports the view that sovereignty 
is a principle, subject to adjustment depending on the domain and the practical im-
peratives of states rather than a hard and fast rule.11

7 Tallinn Manual 2.0, supra.n. 4, Rule 2.
8 ICJ, Nicaragua.v..U.S., 1986,.supra.n. 4, at paras. 213-214; ICJ, Corfu.Channel.case, supra.

n. 3, at pp. 32-35; Certain.Activities.Carried.Out.by.Nicaragua.in.the.Border.Area.(Costa.Rica.
v..Nicaragua).and.Construction.of.a.Road.in.Costa.Rica.along.the.San.Juan.River.(Nicaragua.
v..Costa.Rica), ICJ 16 December 2015, ICJ Reports 2015, p. 665, at para. 92.

9 S.S. ‘Lotus’, France.v..Turkey,.supra.n. 4, at p. 18; UN Security Council Resolution 138 (1960), 
‘Question relating to the case of Adolf Eichmann’, S/RES/138, 23 June 1960. For a more gen-
eral description of duties flowing from the sovereignty principle, see the UNGA Declaration on 
Friendly Relations, supra.n. 5. See also Jennings and Watts, supra.n. 4, at paras. 385-386.

10 Netherlands letter to Parliament, Appendix,.supra.n. 1, at p. 2; République Française, Ministère 
des Armées, ‘International Law applied to Operations in Cyberspace’, 2019, at p. 6. See also 
Duncan B. Hollis, ‘Improving Transparency. International Law and State Cyber Operations. 
Fourth Report’, Rio de Janeiro, OAS 2020, CJI/doc. 603/20 rev.1, para. 52, which makes clear 
that this view is shared by, among others, Bolivia, Guatemala, and Guyana.

11 Gary P. Corn and Robert Taylor, ‘Sovereignty in the Age of Cyber’, 111 AJIL.Unbound (Ameri-
can.Journal.of.International.Law) (2017) pp. 207-212, at p. 210.
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Even though this position has so far received little endorsement from legal scholars,12 
the fact that it has been embraced by the United Kingdom (UK) Attorney General 
in his speech on the UK’s position on cyber and international law,13 which in turn 
has received sympathy from the United States (US),14 shows that, at least, it deserves 
serious consideration.

The present authors remain to be convinced of the merits of the argument that 
sovereignty does not confer an independent obligation upon states. First, as said 
before, ordinarily, a right comes with a corresponding duty, which means that logic 
speaks in favour of a legally binding obligation on states to respect other states’ 
territorial sovereignty. After all, no-one would argue that being sovereign within 
a particular territory is not a right that sovereign states have. Logic dictates that 
this right is accompanied by a corresponding duty on other states to respect it. 
Second, the obligation to respect the sovereignty of other states is recognised in 
academic writing, jurisprudence and in resolutions of both the UN Security Coun-
cil and the UN General Assembly. Third, it seems far-fetched to infer from the 
existence of certain specific regimes for aviation, space and air that there is no 
general obligation to respect sovereignty. If anything, these regimes prove that 
such an obligation exists, premised as they are on the notion that more specific 
rules or exceptions with respect to territorial sovereignty must be regulated by 

12 See e.g. Moynihan, supra.n. 4, at p. 19; Michael N. Schmitt and Liis Vihul, ‘Respect for Sov-
ereignty in Cyberspace’, 95(7) Texas.Law.Review (2017) pp. 1639-1670, available at <https://
texaslawreview.org/respect-sovereignty-cyberspace/>; Sean Watts and Theodore Richard, 
‘Baseline Territorial Sovereignty and Cyberspace’, 22(3) Lewis.&.Clark.Law.Review (2018) 
pp. 771-840; Wolff Heintschel von Heinegg, ‘Territorial Sovereignty and Neutrality in Cyber-
space’, US Naval War College, 89 International. Law. Studies. Series (201, pp. 123-156, at 
pp. 128-129; Katharina Ziolkowski, ‘Peacetime Cyber Espionage – New Tendencies in Pub-
lic International Law’, in Katharina Ziolkowski (ed.), Peacetime.Regime.for.State.Activities.
in.Cyberspace..International.Law,.International.Relations.and.Diplomacy,.NATO CCD COE 
Publication, Tallinn 2013, pp. 425-464, at p. 457.

13 J. Wright,.supra.n. 2: ‘Sovereignty is of course fundamental to the international rules-based 
system. But I am not persuaded that we can currently extrapolate from that general principle a 
specific rule or additional prohibition for cyber activity beyond that of a prohibited interven-
tion. The UK Government’s position is therefore that there is no such rule as a matter of current 
international law.’

14 P.C. Ney, supra n. 2: ‘For cyber operations that would not constitute a prohibited intervention 
or use-of-force, the Department believes there is not sufficiently widespread and consistent 
State practice resulting from a sense of legal obligation to conclude that customary interna-
tional law generally prohibits such non-consensual cyber operations in another State’s territory. 
[…] The DoD OGC view, which we have applied in legal reviews of military cyber operations 
to date, shares similarities with the view expressed by the U.K. Government in 2018. We rec-
ognize that there are differences of opinion among States, which suggests that State practice 
and opinio.juris are presently not settled on this issue.’ However, the DOD General Counsel is 
more ambiguous than the UK Attorney General, where he states that: ‘[a]s a threshold matter, 
in analyzing proposed cyber operations, DoD lawyers take into account the principle of State 
sovereignty. States have sovereignty over the information and communications technology in-
frastructure within their territory. The implications of sovereignty for cyberspace are complex, 
and we continue to study this issue and how State practice evolves in this area, even.if.it.does.
not.appear.that.there.exists.a.rule.that.all.infringements.on.sovereignty.in.cyberspace.neces-
sarily.involve.violations.of.international.law.’ (emphasis added).
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treaty. As the International Court of Justice (ICJ) pointed out in the Nicaragua 
case, conventions such as the Chicago Convention on International Civil Aviation 
and the Geneva Convention on the Territorial Sea and the Contiguous Zone ‘merely 
respond to firmly established and longstanding tenets of customary law’, i.e. the 
‘duty of every state to respect the territorial sovereignty of others’.15 Fourth, even 
if one considers territorial sovereignty to be a fundamental principle of international 
law rather than a specific rule, one should still accept that it is binding and appli-
cable in practice, unless one can put forward convincing reasons to the contrary. 
After all, the general principles of international law, such as proportionality, acting 
in good faith, pacta.sunt.servanda, etcetera, are generally understood to be binding 
and are indeed as such applied by states and international courts.

This report therefore proceeds from the position that respect for the sovereignty 
of other states is a binding obligation, whose violation, in turn, may constitute an 
internationally wrongful act. In the cyber context, this means that states should 
respect both the internal and external sovereignty of other states with regard to 
cyber matters and that they may not conduct cyber operations that violate the 
sovereignty of another country.

2.2 Application of respect for sovereignty in cyber context

This is not to say that applying this obligation in practice is without difficulty. The 
precise boundaries of which cyber operations are permissible and which are not 
have yet to fully crystallise in international law. This is due to the firmly territorial 
and physical connotations of the traditional concept of sovereignty. The principle 
was traditionally aimed at protecting a state’s authority over property and persons 
within its own national borders. In cyberspace, the concepts of territoriality and 
physical tangibility are often less clear. It is possible, for example, for a single 
cyber operation to be made up of numerous components or activities initiated from 
or deployed via different countries in a way that cannot always be traced. In addi-
tion, there are various ways of masking the geographic origin of activities performed 
in cyberspace. What is more, data stored using a cloud-based system is often moved 
from one location to another, and these locations are not always traceable. It is by 
no means always possible to establish whether a cyber operation involves a cross-
border component and thus violates a country’s sovereignty. Even if the origin or 
route of a cyber operation can be established, these kinds of operations do not 
always have a direct physical or tangible impact.

The issue here is not so much the question how to fit the personal and physical 
aspects of cyberspace in the framework of territorial sovereignty, which can be 
treated like any other persons or objects. The fundamental problem is rather that 
the internet, cyberspace, information and communications technologies (ICTs) all 
work with one commodity: information. Information is capable of ‘traveling’ 

15 ICJ, Nicaragua.v..U.S., 1986,.supra.n. 4, at paras. 212-213. See also Watts and Richard, supra.
n. 12, at p. 809; Schmitt and Vihul, supra.n. 12.
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through devices, systems and networks, at the speed of light. Moreover, data and 
code can be copied instantaneously and innumerable times, which means that it is 
not singular or indivisible. In many cases, it is more accurate to speak of data ‘rest-
ing’ somewhere rather than ‘being stored’ somewhere. This begs the question 
whether states can genuinely claim to have exclusive authority over information 
that rests in their territory to the same extent that they can do this over objects and 
persons present on their territory.

A practical example in the field of law enforcement may make the dilemma 
clear. In the Netherlands, the legislator struggled with the issue of territoriality and 
digital data in the discussion running up to the adoption of a new law on cybercrime, 
which grants extensive search and surveillance powers to law enforcement offi-
cers.16 As the Dutch government noted in the explanatory memorandum to their 
legislative proposal, it is now very common for law enforcement authorities to 
come across relevant information they can access – through a network, device or 
legal person located in the authorities’ territory – but that they cannot always locate. 
This would raise the risk of exercising enforcement powers on information that is 
located on another state’s territory and thus presumably of violating that state’s 
sovereignty. The government further mentioned that it is already widespread prac-
tice for numerous foreign enforcement authorities to access such information 
regardless of the potential implications for territorial sovereignty of other states 
and concluded that ‘the territoriality principle is under pressure’ in this context.17 
In the absence of international consensus on how to approach such situations, the 
Dutch government opted for a pragmatic solution, allowing law enforcement 
authorities to access information whose location cannot be established through 
devices or systems present on Dutch territory but cautioning them to make a gen-
uine effort to locate the information and to cooperate with any relevant foreign 
authorities.18

This example lays bare the limitations of the territorial understanding of sov-
ereignty in relation to the cyber domain. This is not to say that the concept of 
sovereignty or territoriality does not apply to cyberspace. Rather, it is a word of 
caution that we need an understanding of territorial sovereignty in cyberspace that 
makes sense in practice.

2.2.1. State.practice
So far, only three states have published a clear position on the application of sov-
ereignty in cyberspace, one of which, the UK, has denied the existence of a 

16 Wet van 27 juni 2018 tot wijziging van het Wetboek van Strafrecht en het Wetboek van 
Strafvordering in verband met de verbetering en versterking van de opsporing en vervolging 
van computercriminaliteit (Act.of.27.June.2018.amending.the.Criminal.Code.and.the.Code.of.
Criminal.Procedure.in.relation.to.improving.and.reinforcing.the.investigation.and.prosecution.
of.computer.crime), available at <https://wetten.overheid.nl/BWBR0041368/2019-03-01>.

17 Memorie van Toelichting (Explanatory.Memorandum), Tweede Kamer, vergaderjaar 2015-
2016, 34 372, nr. 3, at pp. 42-45.

18 Ibid., at pp. 46-50.
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binding obligation to respect sovereignty.19 The other two, France and the Neth-
erlands, on the other hand, firmly recognise a binding legal obligation to respect 
sovereignty, but shed limited light on the question how to determine when sover-
eignty is violated in the cyber context. Thus, France states that: 

Any cyberattack against French digital systems or any effects produced on French 
territory by digital means by a State organ, a person or an entity exercising elements 
of governmental authority or by a person or persons acting on the instructions of or 
under the direction or control of a State constitutes a breach of sovereignty.20

This seems to be a very broad approach, which, for instance, even includes disin-
formation campaigns, as these undoubtedly produce certain effects on the target 
state’s territory. Moreover, it is unclear what constitutes a ‘cyberattack’ in France’s 
understanding, but it may safely be assumed that France does not mean to refer to 
the international legal concept of an armed attack.

The Netherlands mainly refers to the Tallinn Manual 2.0, the leading handbook 
on the applicability of international law in cyberspace, devised by a number of 
leading academic experts. In its letter to Parliament on the matter, the Dutch Gov-
ernment states that it generally endorses the Manual’s proposed factors for 
establishing the boundaries of sovereignty in cyberspace, adding that the precise 
interpretation of these factors are a matter of debate.21 Given its unique position 
as the most elaborate discussion of the application of sovereignty to cyberspace as 
of yet, this report will discuss the Manual’s approach in more detail below.

2.2.2. Tallinn.Manual.2.0:.practical.approach
The Tallinn Manual 2.0 has approached the problem in a practical way, proposing 
a two-pronged approach for determining whether a transboundary cyber operation 
violates the principle of sovereignty. According to Rule 4 of the Manual, a violation 
of sovereignty is deemed to occur if (1) there is infringement upon the target State’s 
territorial integrity, and (2) there has been an interference with or usurpation of 
inherently governmental functions of another state. Both factors tie back to the 
fundamental understanding of sovereignty implying supreme authority (factor 2) 
over a particular territory (factor 1).

As regards the first factor: the Tallinn experts propose that a state’s territorial 
integrity is violated when a cyber operation produces either physical effects in that 
state’s territory (broken hardware, objects or worse: death or injury to persons), or 
loss of functionality (‘broken software’). Thus, they put forward an effects-based 
approach, recognising that, in addition to physical effects or loss of functionality, 
cyber operations may cause other types of effects that may be considered to con-
stitute a violation of territorial integrity. Consider the deletion of important data or 

19 This is the United Kingdom’s position: J. Wright,.supra.n. 2.
20 République Française, Ministère des Armées,.supra n. 10 at p. 7.
21 Netherlands letter to Parliament, Appendix,.supra.n. 1, at p. 3.
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the temporary unavailability of an important online service. They acknowledge 
that this latter matter is not yet ‘settled’ in international law.

The effects-based approach also comes back, albeit not as strongly, in the Man-
ual’s approach to the second factor, the interference with inherently governmental 
functions. This, according to the experts, should be assessed in light of the question 
whether a cyber operation interferes with data or services that are necessary for 
the exercise of inherently governmental functions. Physical effects are not required. 
The Manual mentions as examples ‘changing or deleting data or services so that 
it interferes with the delivery of services, the conduct of elections, the collection 
of taxes, the effective conduct of diplomacy and the performance of key national 
defense activities’.22 It places particular weight on the ‘inherently governmental’ 
function of the service interfered with. If, for instance, a cyber operation empties 
a government employee’s bank account, it does not count as a violation of sover-
eignty, as opposed to an operation that interferes with a government’s ability to 
pay out salaries to its civil servants. In addition to operations with the described 
types of effects on the exercise of inherently governmental functions, the Tallinn 
Manual 2.0 rightfully proposes that operations that constitute the exercise itself of 
inherently governmental functions on the territory of another state without that 
state’s consent are a violation of that state’s sovereignty. Here the ‘effects’ factor 
retreats somewhat into the background. The Manual mentions the example of law 
enforcement agencies in state A taking over a botnet’s command and controlling 
servers in state B in order to obtain evidence.23

These practical guidelines of the Tallinn Manual 2.0 are very useful and the first 
of their kind, providing a firm basis for any legal practitioner dealing with the 
matter. The present authors would remark, however, that the strong focus on effects 
by the Manual should not be taken to mean that the nature or quality of a particu-
lar cyber operation is not relevant. It is submitted that, particularly in cases where 
the effects of an operation are not (yet) clear or have not (yet) manifested them-
selves, the nature or quality of the operation can give valuable insight in potential 
or intended effects and should be taken into account. Only in that way the opera-
tion’s potential impact on the target state’s sovereignty can be fully appraised. For 
instance, some states may consider hacking into a system across borders as not 
violating sovereignty and even not being covered by international law when the 
intention is to collect intelligence (espionage),24 but will most definitely see it as 

22 Tallinn Manual 2.0, supra.n. 4, Rule 4, at para. 16.
23 Ibid., Rule 4, at para. 18.
24 See e.g. the speech of the then legal advisor to the US State Department, Brian Egan, held on 

10 November 2016 at Berkeley University, available at <https://www.law.berkeley.edu/wp-
content/uploads/2016/12/egan-talk-transcript-111016.pdf>, where he states: ‘Such widespread 
and perhaps nearly universal practice by States of intelligence collection abroad indicates that 
there is no per se prohibition on such activities under customary international law.’ He does 
caution, however, ‘that because ‘intelligence collection’ is not a defined term, the absence 
of a per se prohibition on these activities does not settle the question of whether a specific 
intelligence collection activity might nonetheless violate a provision of international law.’  
See further, inter. alia, David Fidler, ‘Economic Cyber Espionage and International Law: 



16

a violation of sovereignty when the aim is to position for a harmful attack at a later 
stage.25

2.2.3. Non-physical.effects
The authors are also inclined to take a stronger position vis-à-vis non-physical 
effects caused by a cross-border cyber operation than the Tallinn Manual 2.0. Given 
that non-physical effects can be as disruptive as physical effects, there is no reason 
to prevent such effects from being considered in the analysis whether territorial 
sovereignty has been violated.26 Consider the example of the 2014 Sony hack, 
which was a sophisticated attack against Sony’s corporate network that is generally 
attributed to North Korea. The attack involved the copying and subsequent deletion 
of a vast amount of company data, which was then ‘dumped’ online, causing the 
company millions of dollars in damage. Surely, such destructive action perpetrated 
by a foreign state on another state’s territory should be considered as violating the 
territorial sovereignty of that state, even if it did not cause any immediate physical 
effects or loss of functionality.27

At the same time, allowing non-physical effects into the equation does raise the 
question whether each and every non-physical effect of a cross border cyber oper-
ation could give cause to conclude that a violation of sovereignty has taken place, 
or whether a certain threshold of severity applies.28 Consider the hotly debated 
topic of disinformation: if a foreign government sends misleading or inflammatory 
messages to persons in another state through social media, one could say that there 
is a certain non-physical effect, albeit hard to measure. However, is this sufficient 
to conclude that a violation of the sovereign territory of the target state has taken 
place?29 This brings to mind an old debate that was conducted in the context of 
direct satellite broadcasting in the 1970s and 1980s. A number of states claimed 
that unauthorised broadcasting into their territory could violate their national sov-
ereignty. Essentially, they considered control over information flows into and within 
their territory as part of national sovereignty. This was disputed by other states, 
who pointed to the free flow of information as protected by the right to freedom 

Controversies Involving Government Acquisition of Trade Secrets through Cyber Technolo-
gies’, 17(10 ASIL. Insights (2013), available at <https://www.asil.org/insights/volume/17/
issue/10/economic-cyber-espionage-and-international-law-controversies-involving> ; 
Heintschel von Heinegg, supra.n. 12, at p. 136; Moynihan, supra.n. 4, at p. 18.

25 Moynihan, supra.n. 4, at p. 46.
26 See also Sections 4 and 9, where the authors propose that cyber operations with non-physical 

effects could even constitute a prohibited use of force or an armed attack.
27 Claire Sullivan, ‘The 2014 Sony Hack and the Role of International Law’, (8) Journal. of.

National.Security.Law.and.Policy (2016), pp. 437-468, at pp. 455-457.
28 Moynihan, supra.n. 4, at pp. 17-18.
29 See e.g. J. Hamer, R. van Est and L. Royakkers, Cyberspace.zonder.conflict.–.Op.zoek.naar.

de-escalatie. van.het. internationale. informatieconflict, The Hague, Rathenau Instituut 2019, 
available at <https://www.rathenau.nl/sites/default/files/2019-04/Cyberspace%20zonder%20
Conflict%20-%20Rathenau%20Instituut.pdf>, at pp. 83-84, who consider that an argument can 
be made that disinformation campaigns aimed at destabilising or influencing elections violate 
the core functions of a democratic state and therefore violate the sovereignty of that state.
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of expression, and did not consider information flows to be covered by national 
sovereignty.30 The issue was not solved in any meaningful way, only to re-emerge 
now with full force in the cyber context.

It is submitted that a certain threshold for non-physical effects should apply, if 
only to keep the concept of sovereignty practically relevant. Most likely (and hope-
fully) the contours of a threshold will become visible over time, with evolving state 
practice and opinio.iuris. The authors propose that relevant factors to be taken into 
account in this respect could include the following:

– The nature and severity of the non-physical effect(s), where effects that are com-
parable to physical effects in severity and impact should cross the threshold. 
Equally, non-physical effects that impact for instance on human rights or on 
important public services, such as healthcare or transport facilities, should carry 
relatively more weight. Furthermore, the greater the number of persons or or-
ganisations affected, the more likely the threshold will be crossed.

– The context within which the operation takes place; cyber operations that are, for 
instance, carried out in election time or during political turmoil arguably qualify 
more easily as violations of sovereignty.

– Whether the operation violates the national law of the target state, as this is a 
clear indicator of the type of behaviour which that state considers undesirable.

Undoubtedly, more factors can and will be proposed in due course. The discussion 
on this matter has only started yet and it can be expected to last for quite some time 
still.

2.2.4. Constructive.consent
A further remark should be made with regard to access by officials, in the context 
of law enforcement, to data stored in another state’s territory. As the Tallinn Man-
ual 2.0 rightly proposes, such access is unlawful unless the territorial state consents 
to it, because it involves the exercise of state authority outside of the national ter-
ritory (‘interference with inherently governmental functions’). Strict adherence to 
this rule can be complex in practice, however, as the example of the Dutch act on 
cybercrime mentioned above makes clear.

One – admittedly limited – solution, which seems to be based on state practice, 
is to assume or construct state consent, where data is accessed in a way that fully 
respects the laws of the state where the data is located. Consider the case where 
enforcement authorities in state A access information stored on servers in state B 
through a person, network or device present in their own territory, in a way that 
respects the normal, permitted use of the service in accordance with state B’s law. 

30 See UNGA Resolution ‘Principles Governing the Use by States of Artificial Earth Satellites for 
International Direct Television Broadcasting’, A/RES/37/92, adopted with a 107-13-13 vote on 
10 December1982, which inter alia imposes a duty to notify and consult upon the broadcasting 
state vis-à-vis receiving states. See more generally on the debate Sharon L. Fjordbak, ‘The in-
ternational direct satellite broadcasting controversy’, 55(4) Journal.of.Air.Law.and.Commerce 
(1990), pp. 903-938.
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By ‘normal, permitted use’ we mean a way of using the service like other, non-
governmental persons, such as through lawfully obtained login credentials or 
accessing the information through an open computer screen. In such a case, state 
B’s exclusive authority over the information is arguably fully respected, because 
there is no non-consensual entry. This would be different, however, if state A 
obtained the data through hacking into a suspect’s account stored in state B or 
through ordering a company in state B to hand over the data, as this would not be 
a normal, permitted use of the service offered by the company. The key factor here 
is the presumed, constructive consent of the state where the data is stored, which 
is inferred from the fact that their national legislation is being complied with.

At first sight, this may seem a novel approach, but note that it more or less 
conforms to the approach agreed upon by the state parties to the Budapest Conven-
tion on Cybercrime, which stipulates:

A Party may, without the authorisation of another Party:
(a) access publicly available (open source) stored computer data, regardless of 

where the data is located geographically; or
(b) access or receive, through a computer system in its territory, stored computer 

data located in another Party, if the Party obtains the lawful and voluntary con-
sent of the person who has the lawful authority to disclose the data to the Party 
through that computer system.31

It is of course debatable whether this article reflects an interpretation of the sover-
eignty principle endorsed by the state parties, or rather an exception to it, a lex.
specialis in the field of cybercrime. In any case, it shows what type and degree of 
transboundary access quite a large number of states finds acceptable with regard 
to data stored within their territory. Indeed, this type of cross-border access by law 
enforcement agencies is already standard practice,32 and this is quite understand-
able. State agents accessing information stored in another state in a way that respects 
the law of that other state does not seem very different from a situation where state 
agents enter another state’s territory in a way that respects that other state’s immi-
gration law, a scenario that is perfectly acceptable from a sovereignty standpoint. 
The only difference perhaps is that the other state can, through its immigration law, 
more easily establish that foreign state agents are entering its territory, whereas 
they will not be aware of every instance of transboundary access to data, and thus 
have a lesser degree of control over that happening. Is this sufficient reason to 
conclude that sovereignty is violated when information is accessed lawfully with-
out the other state being aware of it? In our opinion, both positions can be argued 
on the basis of contemporary law.

31 Council of Europe Convention on Cybercrime, Budapest 23 November 2001, European Treaty 
Series No. 185, Art. 32.

32 Bert-Jaap Koops and Morag Goodwin, Cyberspace,.the.cloud,.and.cross-border.criminal.in-
vestigation..The.limits.and.possibilities.of.international.law, Tilburg, Tilburg Institute for Law, 
Technology, and Society 2014, available at <https://www.wodc.nl/onderzoeksdatabase/2326-
de-gevolgen-van-cloudcomputing-voor-de-opsporing-en-vervolging.aspx?cp=44&cs=6796>.
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2.2.5. Cloud-based.data
Finally, it is noted that the Tallinn Manual 2.0 does not give any particular sugges-
tions for applying the concept of sovereignty in situations where localising data is 
difficult or where data travels between territories in a matter of seconds, which is 
often the case for cloud-based data. In such cases, the Tallinn Manual 2.0’s approach 
is not easily applicable because the connection between data and territory becomes 
very weak. Given the practical importance of this subject for law enforcement, as 
well as for human rights, it deserves careful attention.33

In this respect, it is useful to consider that sovereignty and the jurisdiction 
derived from sovereignty, are not absolute. Even in the physical world it is recog-
nised that, in certain cases, states’ jurisdiction may overlap. Jurisdiction can be 
established through a number of connecting factors, of which territoriality is admit-
tedly the strongest, but it is not the only one. In that sense, territorial sovereignty 
is relative, or a matter of degree.34

In line with this more relative understanding of sovereignty, it is not unreason-
able to assert that, in certain cases, information can have a legally relevant 
connection not only to the territory where it happens to be stored, but also to per-
sons or objects on the territory of another state. In such case, it makes sense to 
accept that both states can claim a certain degree of authority or power over that 
data.35 A good example are the cases involving national courts ordering multina-
tional companies to take down harmful or illegal content that reaches persons within 
their national territory, even where the information is generated or stored in another 
state’s territory.36

It should be noted here that the ‘relativity’ or overlap of jurisdiction is generally 
assumed to apply first and foremost to legislative and judicial jurisdiction of sov-
ereign states, not so much to enforcement jurisdiction. In other words, whereas 
states may have competing or overlapping claims of judicial or legislative jurisdic-
tion over certain persons or objects outside their territories, executive jurisdiction 
can only be exercised within the strict boundaries of the national territory.37 How-
ever, in the cyber context the problem is exactly that territorial boundaries have 

33 D. Bigo, G. Boulet, C. Bowden, S. Carrera, J. Jeandesboz and A. Scherrer, Fighting. cyber.
crime.and.protecting.privacy.in.the.cloud, Brussels, European Parliament 2012, available at 
<https://pure.uva.nl/ws/files/1732778/148157_398380.pdf>. See also Section 7.3 infra on the 
extra-territorial applicability of human rights.

34 Malcolm N. Shaw, International.Law, 8th ed., Cambridge, Cambridge University Press 2017, 
at p. 364; Moynihan, supra.n. 4, at pp. 18-19; Benedikt Pirker, ‘Territorial Sovereignty and 
Integrity and the Challenges of Cyberspace’, in Katharina Ziolkowski (ed.),. supra n. 12, 
pp. 189-216, at pp. 197-199.

35 Koops and Goodwin, supra.n. 32, at pp. 65-66.
36 See the following two recent cases before the European Court of Justice: Eva.Glawischnig-Piesc-

zek.v..Facebook.Ireland.Limited, Judgment of 3 October 2019, C-18/18, ECLI:EU:C:2019:821, 
and Google.LLC.v..Commission.nationale.de.l’informatique.et.des.libertés.(CNIL), Judgment 
of 24 September 2019, C-507/17, ECLI:EU:C:2019:772. See also Diane Rowland, Uta Hohl 
and Andrew Charlesworth, Information.Technology.Law, 5th ed., Abingdon, Routledge 2016, 
at pp. 30-32.

37 See for instance Shaw, supra.n. 34, at p. 487; Koops and Goodwin,.supra.n. 32, at p. 34. 
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lost quite a bit of meaning and in some cases hardly make sense at all. The exam-
ple outlined above with regard to the Dutch cybercrime act makes that clear. For 
that reason, a scenario with valid competing or overlapping claims of enforcement 
jurisdiction over certain information should not be ruled out beforehand.

In this respect, at the moment, an interesting discussion is taking place at the 
Council of Europe, in the context of the preparation of an additional protocol to 
the Cybercrime treaty that entered into force in 2004.38 Part of the discussion 
focuses on scenarios involving cloud-based data, considering which other connect-
ing factors than the location of data may be relevant in order to determine whether 
another state may validly claim the right to exercise enforcement authority over 
such data. One of the solutions discussed is the following. Rather than being auto-
matically understood to fall under the sovereignty of the (often unidentifiable) 
territorial state where it happens to be stored, cloud data should rather be deemed 
to fall under the power or authority of the state(s) that can claim the power of 
disposal. ‘Disposal’ in this context is defined as a factor that ‘connects any data to 
the person or persons that obtain sole or collaborative access and that hold the right 
to alter, delete, suppress or to render unusable as well as the right to exclude others 
from access and any usage whatsoever.’39 In other words, the state where the per-
son who owns the legal rights to the particular data is present, can obtain or access 
that data through such person for law enforcement purposes without violating the 
sovereignty of the state where the data is stored. The argument here is that the 
power of disposal actually constitutes a stronger link with territory (of the state 
where the person or object allowing access finds itself) than the data itself, which 
does not sound wholly unreasonable. Whereas this solution is clearly de.lege.
ferenda, solutions like these will most likely prove to be practically necessary at 
some point and the discussions in the Council of Europe are to be welcomed in 
that respect.40

3. NON-INTERVENTION PRINCIPLE 

3.1 Meaning and history

The development of advanced digital technologies has given states more opportu-
nities to exert influence outside their own borders and to interfere with the affairs 
of other states. Attempts to influence election outcomes via social media are an 
example of this phenomenon. International law restricts on this kind of activity by 
means of the non-intervention principle, which is derived from the principle of 

38 See n. 31 supra.
39 J. Spoenle, Cloud.Computing.and.cybercrime. investigations:.Territoriality. vs.. the.power.of.

disposal,. discussion paper, Council of Europe Project on Cybercrime, Strasbourg 2010, at 
p. 10.

40 See also Koops and Goodwin, supra.n. 32, at pp. 65-77, for a number of suggestions on how to 
move this discussion forward.
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sovereignty. The non-intervention principle, like the sovereignty principle applies 
only between states.

In the Nicaragua case, the ICJ stated:

A prohibited intervention must […] be one bearing on matters in which each State 
is permitted, by the principle of State sovereignty, to decide freely. One of these is 
the choice of a political, economic, social and cultural system, and the formulation 
of foreign policy. Intervention is wrongful when it uses methods of coercion in re-
gard to such choices, which must remain free ones.41

In this case, the ICJ also stated that the principle is ‘part and parcel of customary 
international law’.42

Intervention can thus be defined as interference in the internal or external affairs 
of another state with a view to employing coercion against that state. Internal or 
external affairs concern matters over which, in accordance with the principle of 
sovereignty, states themselves have exclusive authority, their so-called domaine.
réservé. The domaine.réservé involves matters which are not regulated by an 
international treaty, customary international law or other international rules, in 
other words, matters upon which the state can freely decide. National elections are 
an example of internal affairs. The recognition of states and membership of inter-
national organisations are examples of external affairs that fall within the domaine.
réservé. It should be noted that the domaine.réservé has gradually been reduced 
by the growing body of international law. Human rights law and International 
Humanitarian Law (IHL) – customary law and treaty law –, for example, have put 
restrictions on the domaine.réservé.43

3.2 The challenge of the element of coercion

Coercion is a crucial element of prohibited intervention. The ICJ has referred to it 
as forming the very essence of prohibited intervention, but the precise definition 
of coercion has not yet fully crystallised in international law.44 Coercion means 
compelling a state to take a course of action (whether an act or an omission) that 
it would not otherwise voluntarily pursue, i.e. forcing another state to take a par-
ticular course of action against its will. For coercion, one has to prove, therefore, 
the causal link between the act or omission deemed to be intervention and the 
(involuntarily) changed behaviour of the state.45 Merely influencing another state 
by using propaganda, for example, will not suffice.46 Although there is no clear 

41 ICJ, Nicaragua.v..U.S., 1986,.supra.n. 4, at para. 205.
42 Ibid. at para. 202.
43 K.S. Ziegler, ‘Domaine Réservé’, Max. Planck. Encyclopedia. of. Public. International. Law, 

Oxford, Oxford University Press (online) 2010, at para. 6.
44 ICJ, Nicaragua.v..U.S., 1986,.supra.n. 4, at para. 205.
45 Tallinn Manual 2.0, supra.n. 4, Rule 66, at para. 24. 
46 K. Mačák (ed.), International.Cyber.Law.in.Practice:.Interactive.Toolkit, ‘Prohibition of inter-

vention’, available at <https://cyberlaw.ccdcoe.org/wiki/Prohibition_of_intervention>.
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definition of the element of coercion, it should be noted that the use of force will 
always meet the threshold for coercion. Use of force against another state is always 
a form of prohibited intervention.

In practice, establishing coercion provides a challenge. An example that high-
lights this challenge would be election interference. In the generally prevailing 
interpretation, coercion can only be established if the injured state certainly would 
have taken a different course, had the interference with elections not occurred. In 
the lex.lata interpretation of coercion interference with voting equipment seems 
the only type of election interference that would fulfil this requirement. The causal 
link between tampering with voting equipment and the results of the election is 
immediate and undisputed. The state is (unknowingly and against its will) forced 
to accept a different election outcome than intended, namely the outcome of a free 
and fair election, without interference. In that situation, it can be said with certainty 
that the domaine.réservé has been affected and the injured state was forced to take 
a different course, against its will. States seem to follow this approach. The UK 
uses the phrase ‘manipulation of the electoral system to alter the results of an elec-
tion in another state’.47 The US has consistently taken the position that:

[…] the international law prohibition on coercively intervening in the core func-
tions of another State (such as the choice of political, economic, or cultural system) 
applies to State conduct in cyberspace. For example, ‘a cyber operation by a State 
that interferes with another country’s ability to hold an election’ or that tampers 
with ‘another country’s election results would be a clear violation of the rule of 
non-intervention’.48

Influencing voters by means of propaganda and fake news will most likely not 
reach the threshold for coercion, because it is impossible to conclude with certainty 
that these types of activity would have led to a different outcome in an election. In 
reality, the election interference campaigns that have recently been unmasked are 
aimed at changing the behaviour of individuals with highly targeted messaging, 
making it difficult to establish a causal link between the messages and voting 
behaviour, and consequently a causal link with involuntarily changed state behav-
iour.

3.3 Coercion and the threshold for a violation of international law

For states that do not recognise sovereignty as a rule of international law in itself, 
prohibited intervention is the lowest threshold for a breach of international law.49 
In the context of unwanted and malicious cyber operations perpetrated by other 

47 The UK AG specifically mentioned this example in his speech, J. Wright,.supra.n. 2; Répu-
blique Française, Ministère des Armées,.supra n. 10, at p. 7.

48 P.C. Ney, Jr., supra.n. 2. After the election interference in 2016, the then Legal Adviser to the 
US State Department, Brian Egan, expressed an almost identical view. B. Egan, supra n. 24.

49 See for a discussion on coercion organised by Chatham House. H. Moynihan, supra.n. 4, at 
p. 130.
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states, these states will need to make the case that at least a prohibited intervention 
took place before they can hold those states responsible for an internationally 
wrongful act, possibly with a view to taking countermeasures.50 This means that 
they will tend to favour a relatively low threshold for coercion. States that support 
the ‘sovereignty as a rule’ approach will have less incentive to develop a progres-
sive interpretation of the non-intervention principle. Their lowest threshold for a 
violation of international law is a breach of sovereignty, for which coercion is not 
a requirement.

Despite diverging views on sovereignty and the search for some states to lower 
the threshold for coercion, so far states seem to follow the traditional interpretation 
that a state acts in violation of the principle of non-intervention only when it inter-
feres, by coercive means, directly or indirectly in matters that the target state is 
permitted to decide upon freely. Australia and the Netherlands, for example, have 
described coercion as depriving another state of the ability to control, decide upon 
or govern matters of an inherently sovereign nature.51

3.4 Aligning coercion with self-determination

The argument could be made that the ICJ’s view of coercion as the essential ele-
ment of prohibited intervention cannot hold in an era where cyberspace is used for 
harmful interference that, almost by definition, cannot be established as coercive.52 
In the cyber context, it is relatively easy for States to achieve their strategic and 
political goals vis-à-vis other states without having to use the element of coercion, 
as is clearly shown by the example of election interference. The illegitimacy of 
these operations is evident to any individual who picks up a newspaper and reads 
about the numerous examples in the last decade alone. There is near unanimous 
agreement amongst states that such activities are extremely harmful and examples 
of irresponsible state behaviour. The authors’ analysis below offers a suggestion 
for an interpretation of coercion that would lower the threshold. Lowering this 
threshold, as suggested by academics and state practitioners, could prove to be 
particularly useful in the context of election interference.

50 Michael N. Schmitt, ‘Grey Zones in the International Law of Cyberspace’, 42(2). The.Yale.
Journal.of.International.Law.Online.(2017) pp. 1-21, at p. 16.

51 Australia: Australian Mission to the United Nations, ‘Australian Paper – Open Ended Working 
Group on Developments in the Field of Information and Telecommunications in the Context of 
International Security’, September 2019, available at <https://unoda-web.s3.amazonaws.com/
wp-content/uploads/2019/09/fin-australian-oewg-national-paper-Sept-2019.pdf> at p. 8; The 
Netherlands: Netherlands letter to Parliament, Appendix,.supra.n. 1, at p. 3.

52 I. Kilovaty, ‘The Elephant in the Room: Coercion’, part of Symposium.on.Dan.Efrony.&.Yuval.
Shany,.A.Rule.Book.on.the.Shelf?.Tallinn.Manual.2.0.on.Cyberoperations.and.Subsequent.State.
Practice, 113 AJIL.Unbound (American.Journal.of. International.Law) (2019) pp. 87-91, at 
p. 87.
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It has been proposed to lower the threshold for coercion by aligning the concept 
with the right to self-determination.53 Operations that are designed to influence the 
way a population, or part of it, thinks – and therefore decides or votes – could 
perhaps be seen to be coercive in the sense that it undermines the right to self-
determination of the people, against the will of the State. In effect, this would 
deprive the state of control over a matter exclusively belonging to its domain.54 
The essence of self-determination is the ‘right to authentic self-government where 
a people is really and freely able to choose its own political and economic regime’.55 
It could be argued that the will of a people to decide freely is impeded when their 
choice has been influenced by a foreign power without them being aware of it.

Applied to the case of election interference operations, this theory would focus 
on the fact that these operations not only affect the structures that are in place for 
people to decide (vote) on the formation of authority, but more particularly the 
environment that conditions and facilitates the formation of authority and will of 
the people. Coercion in the context of self-determination can manifest itself more 
acutely when a state’s authority and will are manipulated at its source; in the pro-
cess of the formation of authority and will by the people, the formation of a 
government for example.56 The operation replaces the authentic process of self-
determination with an artificially constructed process with the goal of changing 
voting results in accordance with the targeting state’s own interests and purposes. 
As a consequence, the targeting State will affect the environment within which 
authority and will are formed and possibly even the freedom of choice of the 
people. The right to self-determination as self-governance, which is protected by 
the non-intervention principle, is essentially violated by the interference campaign, 
regardless of the outcome of the election process. And this violation in itself would 
suffice to conclude that coercion took place.

Cyberspace is a domain linked to States’ political, legal, economic, social and 
cultural activities. The present authors are of the view that it could be useful to 
analyse the element of coercion from the perspective of self-determination. An 
argument against this concept could be that every influencing operation could be 
included. On the contrary, the authors believe that not every influencing or disin-
formation campaign by another State will be included in this interpretation of 

53 N. Tsagourias, ‘Electoral Cyber Interference, Self-Determination and the Principle of Non-
Intervention in Cyberspace’, in D. Broeders and B. van den Berg (eds.), Governing.Cyber-
space:.Behavior,.Power.and.Diplomacy, Lanham, Md, Rowman & Littlefield, 2020, pp. 45-64, 
at p. 49 (forthcoming version available at <https://ssrn.com/abstract=3438567> ); J. Ohlin, ‘Did 
Russian Cyber Interference in the 2016 Election Violate International Law?’, 95(7) Texas.Law.
Review (2017) pp. 1579-1598, at p. 1580.

54 Jennings and Watts (eds.), supra n. 4, at p. 428.
55 A. Cassese, Self-Determination.of.Peoples,.A.Legal.Reappraisal, Cambridge, Cambridge Uni-

versity Press 1998, at p. 137.
56 N. Tsagourias, ‘Electoral Cyber Interference, Self-Determination and the Principle of Non-

Intervention in Cyberspace’, EJIL:. Talk!. (European. Journal. of. International. Law) 2019, 
available at <https://www.ejiltalk.org/electoral-cyber-interference-self-determination-and-the-
principle-of-non-intervention-in-cyberspace/>.
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coercion. What would transform such operations into intervention, as suggested 
in the literature, is that they are designed to exert control over a sovereign matter 
(the formation and expression of authority and will by the people and by the 
government).57 In other words, it is not the (causally proven) effect that determines 
whether the threshold of coercion is met, but rather the fact that the right to decide 
freely is affected or targeted by the interference. The benefit of this theory would 
be that the causal link between the interference campaign and the outcome of the 
election no longer would be the determining factor.

As described above, newly proposed interpretations could not be described as 
lex.lata. The suggestion to align the threshold of coercion, an element of the prin-
ciple of non-intervention, with the right to self-determination could be useful in 
addressing the legality of election interference campaigns that aim to alter election 
outcomes. States could benefit from applying theories that lower the threshold for 
coercion, especially those States that that do not recognise sovereignty as a rule of 
international law in itself and for which prohibited intervention is the lowest thresh-
old for a breach of international law. It is up to states to include these proposed 
new kinds of legal interpretation in their internal discussions on how international 
law applies to cyberspace.

4. PROHIBITION OF THE USE OF FORCE 

4.1 Meaning and history

Article 2(4) of the UN Charter lays down the prohibition on the threat or use of 
force. It reads as follows: ‘All Members shall refrain in their international relations 
from the threat or use of force against the territorial integrity or political indepen-
dence of any state.’ This prohibition applies to the use of force in any form, 
regardless of the weapons or means employed.58 The 2015 UNGGE report explic-
itly reaffirms the prohibition, using the same language as Article 2(4).59

The prohibition of the use of force is virtually absolute. There are only three 
situations in which the threat or use of force does not contravene international law. 
The first is in the case of self-defence against an armed attack (Art. 51 of the UN 
Charter), discussed in Section 5 below. The second concerns certain actions imple-
menting a UN Security Council resolution under Chapter 7 of the Charter.60 The 
final exception is when the use of force takes place with the agreement of the state 
in whose territory that force will be used.

57 N. Tsagourias, supra.n. 53, at p. 19.
58 Legality.of. the.Threat.or.Use.of.Nuclear.Weapons, Advisory Opinion, ICJ 8 July 1996, ICJ 

Reports 1996 p. 226, at para. 39.
59 UNGGE Report 2015, supra.n. 6, part VI, at para. 26.
60 In international law the use of force is not the same as an armed attack. The latter term is rel-

evant in the context of the right of self-defence. This will be discussed further in Section 9.2 
infra.
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When applying the prohibition of the use of force in the context of cyberspace, 
the question arises when cyber operations can be considered ‘use of force’, given 
that no use is made of ‘weapons’ in the usual (physical) sense of the word. The 
prevailing view is that cyber operations can fall within the scope of the prohibition 
of the use of force, particularly when the effects of the operation are comparable 
to those of a conventional act of violence covered by the prohibition.61 In other 
words, the effects of the operation determine whether the prohibition applies, not 
the manner in which those effects are achieved. This position is supported by the 
case law of the ICJ, which has ruled that the scale and effects of an operation must 
be considered when assessing whether an armed attack in the context of the right 
of self-defence has taken place (see Section 5.3.1 below).62 There is no reason not 
to take the same approach when assessing whether an act may be deemed a use of 
force within the meaning of Article 2(4) of the UN Charter. A cyber operation 
would therefore be qualified in any case as a use of force if its scale and effects 
reached the same level as those of the use of force in non-cyber operations.63

4.2 Can a cyber operation with non-physical consequences qualify as a 
use of force?

For decades, the use of force was generally described as necessarily resulting in 
physical damage.64 With regard to cyber operations, both states and academics 
generally took the view that Article 2(4) would cover cyber operations with features 
and consequences closely resembling those of kinetic force.65 Coercive cyber 
operations without physical consequences perhaps could be qualified as a violation 
of international law, because they would likely reach the threshold for a prohibited 
intervention or a violation of sovereignty. They would not qualify as use of force, 
however.66 This position proceeds from the premise that certain categories of coer-
cive operations can never constitute use of force as prohibited by the UN Charter.67 
For example, states rejected economic coercion as a use of force in 1945, and in 
1975 the question whether ‘force’ included ‘all forms of pressure, including those 

61 République Française, Ministère des Armées,. supra n. 10, at p. 6; Australian Government, 
Department for Foreign Affairs and Trade, Australia’s International Cyber Engagement Strat-
egy, Australia’s position on the application of international law to state conduct in cyberspace, 
2017.

62 ICJ, Nicaragua.v..U.S., 1986,.supra.n. 4, at para. 195.
63 See e.g. République Française, Ministère des Armées, supra.n. 10, at p. 8; Netherlands letter to 

Parliament, Appendix,.supra.n. 1, at p. 4.
64 I. Brownlie, International. Law. and. the. Use. of. Force. by. States, Oxford, Clarendon Press 

(Oxford University Press) 1963, at p. 362.
65 M.C. Waxman, ‘Cyber-attacks and the Use of Force: Back to the Future of Article 2(4)’, 36(2) 

The.Yale.Journal.of.International.Law (2011) pp. 421-459, at p. 431.
66 R. Buchan, ‘Cyber Attacks: Unlawful Uses of Force or Prohibited Interventions?’, 17(2) Jour-

nal. of.Conflict.&. Security. Law (2012) pp. 211-227, at pp. 213 and 217; Y. Dinstein, War,.
Aggression.and.Self-Defence, Cambridge, Cambridge University Press 2010, at p. 88.

67 Tallinn Manual 2.0,.Rule 69, at para. 2.
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of a political or economic character’ was answered in the negative.68 In line with 
this approach, the Advisory Committee on Issues of Public International Law 
(CAVV) and the Advisory Council on International Affairs (AIV), two leading 
advisory bodies in the Netherlands, concluded in 2011 that economic, diplomatic 
or political pressure, however disadvantageous to the state affected, was not con-
sidered to be defined as force according to the aforementioned article.69 The AIV 
and CAVV also stated that for a cyber operation to be qualified as use of force it 
has to have similar effects to that of a kinetic nature, meaning it has to result in 
death or injury to persons or damage to objects or infrastructure. It is the view of 
the present authors that this interpretation risks being too narrow for modern day 
cyber operations. Operations with severe consequences of a non-physical nature 
could have severe effects on the functioning of a state and its population.

Most states seem to support the prevailing view that if the effects of the cyber 
operation are comparable to those of a conventional act of violence, it would con-
stitute a use of force.70 In 2012, Harold Koh, the then legal advisor to the US State 
Department, said:

In analyzing whether a cyber operation would constitute a use of force, most com-
mentators focus on whether the direct physical injury and property damage result-
ing from the cyber event looks like that which would be considered a use of force 
if produced by kinetic weapons. Cyber.activities. that.proximately. result. in.death,.
injury,.or.significant.destruction.would.likely.be.viewed.as.a.use.of.force.71

In the last few years, support among legal scholars for the position that in some 
cases cyber operations with non-physical consequences could reach the threshold 
of a use of force has increased.72 Equally, there are some states that do not seem 
to limit their understanding of the use of force to acts with purely physical conse-
quences. Australia, for instance, has mentioned examples of effects of a physical 
nature, such as damage or destruction to life, or injury or death to persons, or dam-

68 Documents of the UN Conference on International Organization, San Francisco 1945, Vol. III 
at pp. 251 and 253-254 and Vol. VI at pp. 334, 599 and 609, available at <https://digitallibrary.
un.org/record/1300969?ln=en>; UNGA Resolution 2625 (XXV) ‘Declaration on Principles 
of International Law concerning Friendly Relations and Co-operation among States in accor-
dance with the Charter of the United Nations’, UN Doc. A/RES/2625(XXV) 24 October 1970, 
available at <https://documents-dds-ny.un.org/doc/RESOLUTION/GEN/NR0/348/90/img/
NR034890.pdf?OpenElement>.

69 AIV/CAVV, ‘Cyber Warfare’, Advisory report no. 77, AIV/no. 22, CAVV, December 2011, 
available at <https://www.advisorycouncilinternationalaffairs.nl/documents/publications/
2011/12/16/cyber-warfare>, at p. 20.

70 République Française, Ministère des Armées,. supra n. 10, at p. 6; Australia’s International 
Cyber Engagement Strategy, supra n. 61.

71 H.H. Koh, speech at the U.S. Cyber Command Inter-Agency Legal Conference, 18 September 
2012, ‘International Law in Cyberspace’, Opinio.Juris 2012, available at <http://opiniojuris.
org/2012/09/19/harold-koh-on-international-law-in-cyberspace/>; the US position has been 
confirmed on numerous occasions; see e.g. P.C. Ney, Jr., supra.n. 2.

72 M. Roscini, Cyber.Operations. and. the.Use. of.Force. in. International.Law,.Oxford, Oxford 
University Press 2014, at p. 62.
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age to the victim state’s objects and critical infrastructure, while noting at the same 
time, that extensive damage to the victim state’s functioning could also reach the 
level for use of force.73 The Netherlands has noted that at this time it cannot be 
ruled out that a cyber operation with a very serious financial or economic impact 
may qualify as the use of force.74 France has gone even further and has stated that 
an operation causing considerable physical or economic damage could be qualified 
as an armed attack, the most serious form of the use of force.75

In the discussion on the possibility to include non-physical consequences, the 
most common example is a cyber operation with very serious economic or financial 
consequences. However, economic coercion was specifically rejected to be use of 
force in 1945 and in 1975.76 Does this mean that economic sanctions would fall 
outside the scope of use of force? Yes. Nonetheless, the authors support the view 
that a cyber operation with a very serious financial or economic impact but without 
physical consequences could qualify as the use of force. This type of operation 
would exceed the level of ‘mere economic sanctions’ and would no longer qualify 
as economic coercion. In addition, a cyber operation against a financial institution 
would not qualify as economic coercion because economic coercion does not have 
a specific objective. It is merely meant to put pressure on another state, not to select 
and cause harm to a specific target.77 A good example of a cyber operation with 
severe financial consequences would be a cyber operation that corrupts data on a 
stock exchange. Another example, not limited to financial consequences, would 
be a week-long cyber operation that shuts down the national power-supply, leaving 
millions of people without electricity, paralyzing the financial market, and prevent-
ing government communications.78

4.3 Scale and effects in the cyber context

When assessing the scale and effects of a cyber operation in order to determine 
whether it qualifies as use of force, it is necessary to examine both qualitative and 
quantitative factors. For cyber operations with non-physical consequences, the 
Tallinn Manual 2.0 offers a number of factors that could be considered in this 
regard.79 These factors build upon similar ones introduced in 1999 by Michael 
Schmitt, when the theory that non-physical effects could constitute the use of force 
was first introduced.80 The criteria mentioned below are not binding legal criteria. 
They are factors that could provide an indication that a cyber operation may qual-

73 Australia’s International Cyber Engagement Strategy, supra n. 61.
74 Netherlands letter to Parliament, Appendix,.supra.n. 1, at p. 4.
75 République Française, Ministère des Armées,.supra n. 10, at p. 8.
76 Supra.n. 68.
77 M. Roscini, supra.n. 72, at.p. 62.
78 Ibid.
79 Tallinn Manual 2.0,.supra.n. 4, Rule 69.
80 Michael N. Schmitt, ‘Computer Network and the Use of Force in International Law: Thoughts 

on a Normative Framework’, 37 The.Columbia.Journal.of.Transnational.Law (1999) pp. 885-
937, at p. 904.
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ify as a use of force. The authors endorse this approach and believe that 
non-binding factors, when applied together, could be useful in determining whether 
a cyber operation without physical consequences could be qualified as a use of 
force. The majority of the factors mentioned in the.Tallinn Manual 2.0, in particu-
lar severity, immediacy, and directness of a cyber operation could be used in the 
assessment whether or not to qualify such an operation as a use of force. It should 
be noted in this regard that a cyber operation below the threshold of use of force 
may nonetheless be qualified as a prohibited intervention or a violation of sover-
eignty. It is equally important to note that not every use of force will allow an 
injured state to respond with force.81 There are limitations to the use of force in 
self-defence, as will be discussed in Section 5 on self-defence.

The first factor on cyber operations with non-physical consequences mentioned 
in the Tallinn Manual 2.0 includes the severity of the consequences of these oper-
ations. Scope, duration and intensity of the operations are included in the assessment. 
For example, if an operation directed against an energy grid leaves half the popu-
lation of a state without electricity for a month, it would be assessed differently 
from a cyber operation that leaves one village without electricity for one hour. 
Assessing the severity of a cyber operation as proposed by the Tallinn Manual 2.0 
would provide a broader approach that better fits with 21st century cyber operations.

The second factor concerns the timeframe in which the consequences of an 
operation manifest themselves, or the immediacy of the consequences. If the con-
sequences become visible shortly after the cyber operation took place, the injured 
state will be more likely decide to qualify the operation as a use of force than if 
the consequences of the operation materialise over the course of a few months. For 
example, if a cyber operation destabilises the electricity network of 100,000 house-
holds all at once, this may be viewed differently from a cyber operation that causes 
100,000 households to be affected over the course of five years.

The third factor looks at the directness of the effects of an operation. If there is 
a direct link between the cyber operation and its effects, it will be easier to deter-
mine it is a use of force. If the effects are indirect, qualifying an operation as a use 
of force will be less likely. It might be useful to compare the following two exam-
ples in this regard. In the first example, an armed drone is hacked, the hacker makes 
the drone fire ammunition into a crowd and one or more persons die. The link 
between the cyber operation and its lethal effect is very direct. In the second 
example, a computer system is hacked which affects the phone connectivity of the 
emergency services. As a result, a 911/112-call reaches the emergency services 
with delay and a person dies as a result. The effect in the second example has a 
much lower level of directness.

The fourth factor is invasiveness. It assesses how much impact the operation 
has on the interest of the injured state, including the injured state’s cyber capa-
bilities. The Tallinn Manual 2.0.submits that.the level of security that a state uses 
for the system that is targeted could be a guiding factor in the legal analysis. If the 

81 Tallinn Manual 2.0,.supra.n. 4, Rule 69, at para. 11.
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level of security used by the injured state is extremely high, this could be included 
in the analysis whether or not to qualify a cyber operation as a use of force. The 
authors believe this factor risks putting states with less secure cyber capabilities at 
a disadvantage. Invasiveness might be better explained to be the level of intrusion 
the operation will have on a society. For example, if the operation affects websites 
where people can buy concert tickets, the level of intrusion is lower than that of 
an operation that affects a distribution centre for supermarkets. The authors are of 
the view that invasiveness could be an important factor, but it should not be assessed 
through the level of security that is used.

The fifth factor contains the degree to which it is possible to measure the effects 
of the operation. If the non-physical effects can be measured, this may help a state 
to determine the qualification of an attack. With regard to physical consequences, 
the effect of cyber operations could be measured by counting the number of deceased 
persons or destroyed objects. Examples of measurable non-physical consequences 
are the number of servers that are disabled, or in the example of the financial sec-
tor, the (digital) monetary loss.

The sixth factor takes into account the link between the cyber operation and a 
military operation. Clearly, an operation closely coordinated with a military oper-
ation is more likely to be qualified as a use of force. Secondly, a cyber operation 
directed at a state’s military capacity is more likely to qualify as a use of force than 
a similar operation directed at civilian infrastructure, because of the nature of the 
objective.82

The seventh factor looks at the extent of state.involvement in an operation. A 
cyber operation with direct involvement of a state organ will be more easily qual-
ified as use of force than an operation that cannot clearly be attributed to another 
state, for instance where a targeting state uses proxies.

Finally, the presumptive.legality of the operation should be taken into account. 
What is not forbidden in international law is permitted, with the exception of the 
IHL.83 For example, propaganda is presumptively legal. Cyber operations falling 
into this category are less likely to qualify as a use of force.

5. SELF-DEFENCE 

5.1 Meaning and history

Article 51 UN Charter states:

82 Tallinn Manual 2.0, supra.n. 4, Rule 69, at para. 9 under (f).
83 S.S. ‘Lotus’, France. v.. Turkey,. supra.n. 4, at para. 19; In International Humanitarian Law, 

the Martens clause states that anything not proscribed by the regulations of the treaty will be 
subject to international law and will therefore not necessarily be permissible. This clause was 
included in the Hague Conventions of 1899 and 1907 by Friedrich von Martens. It allows for 
IHL to keep track with the consequences of modern developments in warfare.
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Nothing in the present Charter shall impair the inherent right of individual or col-
lective self-defence if an armed attack occurs against a Member of the United Na-
tions, until the Security Council has taken the measures necessary to maintain inter-
national peace and security.

A state targeted by a cyber operation that can be qualified as an armed attack may 
therefore invoke its inherent right of self-defence and use force to defend itself. 
The use of the right to defend itself amounts to a justification for the use of force 
that would normally be prohibited under Article 2(4) UN Charter.84 For this reason, 
strict conditions are attached to the exercise of the right of self-defence, which will 
be discussed below. It should be noted that there is growing recognition that self-
defence cannot solely be invoked against states, but also against non-state actors 
when they are operating extraterritorially and their attacks cannot be attributed to 
the host state.85 The authors support this view that is evidenced by state practice 
and opinio.juris.86

5.2 Higher threshold than Article 2(4)

An armed attack is generally considered not to be identical to the use of force within 
the meaning of Article 2(4) UN Charter.87 In the Nicaragua case, the ICJ defined 
an armed attack as the gravest form of the use of force.88 This implies that not 
every use of force constitutes an armed attack. The authors support this view. The 
prohibition to use force and the right to self-defence serve different normative 
purposes.89 The ‘use of force’ standard determines whether a state has violated a 
customary rule of international law, codified in Article 2(4) UN Charter. ‘Armed 
attack’ assesses the possible right that allows a state to respond to an act with a use 
of force. This distinction is crucial. If one concludes that a use of force has occurred, 
this does not in itself justify a use of force in response, in the name of self-defence. 
Only if the requisite level of severity of an armed attack has been reached, can a 
state lawfully claim the right to use force in self-defence. Should a state take the 
decision to use self-defence within the meaning of Article 51 UN Charter, it shall 
immediately report the action taken in self-defence to the UN Security Council. 

84 See Section 4 supra, ‘Prohibition of the Use of Force’.
85 International Law Association, Committee on the Use of Force, ‘Final Report on Aggres-

sion and the Use of Force’, Sydney 2018, available at <https://www.ila-hq.org/index.php/
committees>, at p. 15.

86 An example of state practice are letters on use of force against ISIS in Syria, sent to the UN 
Security Council by eight NATO members (Canada, Turkey, the UK, the US, France, Denmark, 
Norway and Belgium) and Australia.

87 The US has taken the position that there is no difference between the threshold for use of force 
within the meaning of report 2(4) of the UN Charter and the threshold for an armed attack in 
the context of Art. 51 UN Charter.

88 ICJ, Nicaragua.v..U.S., 1986, supra.n. 4, at para. 191.
89 Noted by the International Group of Experts in Tallinn Manual 2.0, see Tallinn Manual 2.0,.

supra.n. 4, Rule 69, at para. 11.
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The notification requirement does not oblige the state that decides to take action 
in self-defence to carry out its decision.

5.3 Elements for the qualification of an armed attack

5.3.1. Scale.and.effects
To determine whether an operation constitutes an armed attack, the scale and effects 
of the operation must be considered, as the ICJ made clear in the Nicaragua case.90 
The ICJ did not further explain and specify its reasoning for applying this standard, 
nor did it give any criteria for assessing the scale and effects. It has been suggested 
that this is a failure that provided for more confusion than insight, which is par-
ticularly unhelpful in applying the concept of armed attack to cyber operations.91 
Concerning the consequences that could help determine the scale and effects, the 
generally accepted view is that consequences of an operation including a consider-
able loss of life, and/or extensive destruction of property will fulfil the conditions 
of an armed attack.92

It is clear, however, that an armed attack does not necessarily have to be carried 
out by kinetic means. This has been confirmed in the Nuclear Weapons Advisory 
Opinion of the ICJ, in which the Court concluded that the means by which an attack 
is carried out is not the decisive factor in determining whether it constitutes an 
armed attack.93 The mere fact that an armed attack does not require ‘arms’ is further 
evidenced by the recognition that chemical or biological weapons are included in 
the traditional view of methods and means that could trigger the right to self-
defence.94

At present, there is no international consensus on qualifying a cyber operation 
as an armed attack if it does not cause fatalities or injury, physical damage or 
destruction, yet nevertheless has very serious non-physical consequences. States 
are divided on the qualification of an operation with severe financial consequences. 
Some scholars and states assert that it cannot be ruled out that cyber operations 
without physical consequences could constitute an armed attack. France, for exam-
ple, has stated that ‘a cyberattack that causes damage of a significant scale or 
severity may constitute an armed attack giving entitlement to the use of self-
defence.’ According to the French position paper by the Ministry of Defence, this 
includes substantial loss of life or considerable physical or economic damage. An 
operation causing a failure of critical infrastructure would be included in this def-
inition.95 Cyber operations without physical effects that could possibly be qualified 

90 ICJ, Nicaragua.v..U.S., 1986,.supra.n. 4, at para. 195.
91 N. Melzer, Cyber.Warfare.and. International.Law, UN Institute for Disarmament Research, 

UNIDIR Resources 2011, available at <https://unidir.org/files/publications/pdfs/cyberwarfare-
and-international-law-382.pdf>, at p. 13.

92 K. Zemanek, ‘Armed attack’, Max.Planck.Encyclopedia.of.Public.International.Law, Oxford, 
Oxford University Press (online) 2010, at para. 21.

93 ICJ, Legality.of.the.Threat.or.Use.of.Nuclear.Weapons,.supra.n. 58, at para. 41.
94 N. Melzer, supra.n. 91, at p. 13.
95 République Française, Ministère des Armées,.supra n. 10, at p. 8.
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as an armed attack include the aforementioned96 operation directed against a state’s 
financial system, as well as a cyber operation targeting the stock exchange or the 
central bank, resulting in a complete collapse of the target state’s economy. Other 
examples include the incapacitation of the entire national power grid – although 
this could also lead to physical injury to persons, telecommunication network or 
air defence system.97

It should be noted that most states still take the view that cyber operations with 
consequences comparable to an armed attack (fatalities, damage and destruction) 
can justify a response with cyber weapons or conventional weapons. The Nether-
lands, Australia, the US, and Estonia are among the states that endorse this position.98 
The Dutch government has informed its view by requesting reports from indepen-
dent advisory bodies, such as the aforementioned CAVV and AIV. It has not always 
been clear, however, to what extent it aligns itself with the views expressed. For 
example, in 2018, Dutch Minister of Defence Ank Bijleveld gave a speech in which 
she referred to an independent expert report that included the notion that ‘if a 
cyber-attack targets the entire Dutch financial system or if it prevents the govern-
ment from carrying out essential tasks such as policing or taxation…it would 
qualify as an armed attack.’99 This speech led to much speculation on the Dutch 
view on the notion of armed attack, until this view was clarified in the Netherlands 
letter to Parliament, where the Dutch government stated: ‘At present there is no 
international consensus on qualifying a cyberattack as an armed attack if it does 
not cause fatalities, physical damage or destruction yet nevertheless has very seri-
ous non-material consequences.’100

It is equally relevant to note that some states are very reluctant to refer to jus.
ad.bellum in a cyber context, which is the reason why the 2015 UNGGE report 
does not mention self-defence.101 Chinese experts have stated that the focus on 
‘cyber warfare’ and on the law related to the use of force and IHL reflects western 
states’ interests and policy.102 Applying jus.ad.bellum.and jus.in.bello to cyber 
operations goes against the Chinese view that cyberspace should solely be used 

96 See Section 4 supra, ‘Prohibition of the Use of Force’.
97 N. Melzer, supra.n. 91, at p. 14.
98 Netherlands letter to Parliament, Appendix,.supra.n. 1, at p. 9; Australia’s International Cyber 

Engagement Strategy, supra n. 61; H.H. Koh, supra.n. 71; K. Kaljulaid, supra.n. 2.
99 AIV/CAVV, supra. n. 69, at p. 21; A. Bijleveld, Keynote Address: ‘We have to steer the 

cyber domain, before it steers us.’, 21 June 2018, available at <https://puc.overheid.nl/mrt/doc/
PUC_248478_11/>.

100 Netherlands letter to Parliament, Appendix,.supra.n. 1, at p. 9.
101 UNGGE Report 2015, supra.n. 6. The Report did mention the inherent right of States to take 

measures consistent with international law and as recognised in the Charter, however. This 
could be seen to refer to Art. 51 UN Charter.

102 Z. Huang, ‘International Legal Issues concerning ‘Cyber Warfare’ and Strategies for China: 
Focusing on the Field of Jus ad Bellum’, 37(5) Modern.Law.Science.(2015) pp. 145-158, at 
p. 153.
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for peaceful purposes.103 China fears that other states will invoke the right to self-
defence against cyber attacks, which would lead to the ‘militarisation’ of cyberspace.

In Section 4.3 the authors applied a set of guiding factors to analyse cyber 
operations, in particular those without physical consequences, in the context of the 
prohibition of the use of force under Article 2(4) UN Charter. Equally, for armed 
attacks, the authors support the view that it cannot be ruled out that an operation 
without physical consequences could constitute an armed attack.104 Non-physical 
effects can have severe, sometimes indirect, consequences. Since it is determined 
as the gravest form of the use of force, the threshold for an act to be characterised 
as an armed attack exceeds the threshold qualifying the act as a use of force. A 
suggested approach to distinguish the most grave forms from other uses of force 
is to not only look at quantitative factors, but to include the degree to which the 
operation reflects the specific intent of the operating state’s military or political 
leadership to violate another state’s sphere of sovereignty.105 Qualitative factors 
will equally be taken into account. 

The authors are of the view that guiding factors of a non-legally binding nature, 
for example the factors mentioned in Section 4.3, but also the abovementioned 
approach to look at intent, could help to determine whether a cyber operation with 
non-physical consequences could be qualified as an armed attack.

5.3.2. Necessity.and.proportionality
When exercising their right of self-defence, states must meet the conditions of 
necessity and proportionality. The ICJ stated that these two requirements for the 
exercise of the right of self-defence are part of customary international law. Invok-
ing the right of self-defence is justifiable only if the intention is to end the attack, 
the measures do not exceed that objective and there are no viable alternatives.106

The principle of necessity requires that self-defence must be reasonable in the 
specific circumstances, meaning that the victim state is only allowed to use force 
in self-defence if it can be considered objectively necessary to avert or stop an 
armed attack. Naturally, if the armed attack has already ended, self-defence will 
be necessary no longer nor justified.

The principle of proportionality requires an assessment to what extent the harm 
to be prevented justifies the harm done by the defensive action. In other words, it 
determines whether the means used are proportionate to the aim of the act of self-

103 B. Zhang, ‘Cyberspace and International Humanitarian Law: The Chinese Approach’, in 
S. Linton, T. McCormack and S. Sivakumaran (eds.), Asia-Pacific.Perspectives.on Interna-
tional.Humanitarian.Law,.Part III, Practice.and.Application.of. International.Humanitarian.
Law,.Cambridge, Cambridge University Press 2019, pp. 323-337, at p. 323.

104 M. Roscini, ‘World Wide Warfare – Jus ad bellum and the Use of Cyber Force’, in A. von 
Bogdandy and R. Wolfrum (eds.), 14 Max. Planck. Yearbook. of. United. Nations. Law 2010, 
pp. 85-130, at p. 116; N. Melzer, supra.n. 91, at p. 16.

105 N. Melzer, supra.n. 91, at p. 14.
106 See e.g. ICJ, Nicaragua.v..U.S., 1986,.supra.n. 4, at paras. 176 and 194; Case concerning Oil 

Platforms, Islamic.Republic.of.Iran.v..United.States.of.America, ICJ 6 November 2003, ICJ 
Reports 2003, p. 161, at paras. 43, 73-74 and 76.
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defence.107 Note that there is no requirement to respond with the same methods or 
means used by the attacking state.108 The type of force used does not determine 
whether or not the attack is proportional.

5.3.3. Cross-border.element
Lastly, the ICJ observed that an armed attack must have a cross-border character 
in order to trigger the right to self-defence.109 It should be noted that not all border 
incidents involving weapons constitute armed attacks within the meaning of Arti-
cle 51 UN Charter. This depends on the scale and effects of the incident in question.110 
A mere border incident will not qualify as an armed attack. In the cyber context, 
because of the nature of cyber operations, the cross-border element is less relevant 
for the legal analysis.

5.4 A series of cyber incidents – composite armed attack

Cyber operations are not easy to identify. They are not as easily discernible as, for 
instance, the launch of a missile on the victim state’s territory. Moreover, states are 
often targeted by numerous small cyber operations that work in unison. Thus, 
sometimes it is important to consider a collection of small incidents that individu-
ally would not meet the threshold of an armed attack, but perhaps would, if taken 
together.111 It has to come from one actor, or the actors launching the operations 
have to form a cooperative.112 It has been proposed to apply the concept included 
in the ARSIWA, where it is provided that a state can violate an international obli-
gation vis-à-vis another state ‘through a series of actions or omissions defined in 
aggregate as wrongful’ because the combination of these acts is sufficient to con-
stitute an internationally wrongful act.113 The authors see no reason not to apply 
this approach to internationally wrongful acts to a violation of the prohibition of 
the use of force that reaches the threshold of an armed attack.

5.5 Standard of proof

The standard of proof for justifiable self-defence against an armed attack is a heavy 
one. The authors support the view that ‘[n]o form of self-defence whatever may 
be exercised without adequate proof of the origin or source of the attack and with-

107 J. Gardam, Necessity,.Proportionality.and.the.Use.of.Force.by.States,.Cambridge, Cambridge 
University Press 2004, at pp. 8 and 9.

108 N. Melzer, supra.n. 91, at p. 16; concerning the requirement of a specific intent to cause harm, 
see also ICJ, Oil.Platforms,.supra.n. 106, at para. 64.

109 ICJ, Nicaragua.v..U.S., 1986,.supra.n. 4, at para. 195.
110 Ibid.
111 Tallinn Manual 2.0,.supra.n. 4, Rule 71, at para. 11.
112 Michael N. Schmitt, ‘The Use of Cyber Force and International Law’, in M. Weller et al. (eds.), 

The.Oxford.Handbook.of.the.Use.of.Force.in.International.Law, Oxford, Oxford University 
Press 2015, pp. 1110-1130, at p. 1121.

113 Art. 15 ARSIWA.
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out convincing proof that a particular state or states or organised group is 
responsible for conducting or controlling the attack’.114 States may therefore use 
force in self-defence only if the origin of the attack and the identity of those respon-
sible are sufficiently certain. In order to attribute a cyber operation, it is not required 
that a state disclose the underlying evidence.115

6. OBLIGATIONS RELATING TO ARMED CONFLICT – 
INTERNATIONAL HUMANITARIAN LAW

6.1 IHL and cyber

IHL applies to actions in the context of armed conflict. The existence of an armed 
conflict (international or non-international) is a requirement for the application of 
this specialised area of law. This chapter will highlight two issues that are currently 
subject to debate in the cyber context. Firstly, there is a politicised debate among 
states regarding the applicability of IHL to cyber operations. Secondly, there is an 
ongoing discussion among legal scholars on the notion of ‘attack’ in IHL and the 
question whether or not data should be considered an object.

6.2 The debate among states: does IHL apply to cyber operations?

The application of IHL to cyberspace has divided states in their discussions on the 
applicability of international law. IHL is notably absent from the UNGGE reports. 
The 2015 UNGGE report referred to a number of principles of international law 
that are commonly linked to IHL: ‘The Group notes the established international 
legal principles, including, where applicable, the principles of humanity, necessity, 
proportionality and distinction’.116 The UNGGE was not able to reach consensus, 
however, as to the explicit recognition that IHL applies in the cyber context.

The controversy is due to a division between the ‘East’ and ‘West’, with China, 
Russia, but also states like Cuba and South Africa, often disagreeing with Western 
States.117 The ‘Western’ view is that, as international law applies online as it does 
offline, this would include the application of IHL to cyber operations in times of 
armed conflict.118 The Dutch government observed as early as 2011 that applying 

114 AIV/CAVV, supra.n. 69, at p. 22.
115 See Sections 8.3 and 8.4 infra for a detailed analysis of the standard and means of proof for 

legal attribution.
116 UNGGE Report 2015, supra.n. 6, part VI, at para. 28(d).
117 B. Zhang, supra n. 103.
118 See e.g. République Française, Ministère des Armées,.supra n. 10, at p. 13; Netherlands letter 

to Parliament, Appendix,.supra.n. 1, at p. 5; H.H. Koh, supra.n. 71; and Australia’s Internation-
al Cyber Engagement Strategy, supra n. 61, Annex A: Supplement to Australia’s position on 
the application of international law to state conduct in cyberspace, 2019, available at <https://
www.dfat.gov.au/publications/international-relations/international-cyber-engagement- 
strategy/aices/chapters/2019_international_law_supplement.html>.
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jus.in.bello to hostilities in cyberspace is ‘technically feasible and legally required’.119 
The UK has stated that, by referring to the principles, the 2015 UNGGE report 
confirmed that the fundamental protections of IHL apply in cyberspace.120 On the 
other hand, similar to the discussion on self-defence in cyberspace, the approach 
of China and other states is that cyberspace should be used solely for peaceful 
purposes.121 Acknowledging the possibility to apply IHL would constitute a rec-
ognition of the possibility of armed conflict in cyberspace; this carries with it the 
danger of ‘militarising’ cyberspace.122 Cuba’s statement at the 2017 UNGGE reflects 
a similar view, stating that the reference ‘to the supposed applicability in the con-
text of ICT of the principles of International Humanitarian Law’ was unacceptable 
because ‘it would legitimize a scenario of war and military actions in the context 
of ICT’.123

The authors cannot concur with the view that applying the law of armed conflict 
risks militarisation of cyberspace and agree with, for example, the International 
Committee of the Red Cross (ICRC) that has taken a strong stance against this 
view. Regardless of the legality under jus.ad.bellum, jus.in.bello governs a situation 
of armed conflict with a view to protecting those most vulnerable.124 IHL protects 
civilians and civilian objects against the effects of hostilities and limits cyber 
operations during armed conflicts, just as it limits the use of any other weapon, 
means and methods of warfare in an armed conflict.125 If anything, IHL protects 
against the militarisation of cyberspace and most certainly does not facilitate or 
encourage it. Additionally, IHL includes rules that anticipate the development of 
new means and methods of warfare, presuming that IHL will apply to them.126 The 
authors see no reason not to apply this to cyber means and methods of warfare.

119 AIV/CAVV, supra.n. 69, at p. 25; Dutch Government response to the AIV/CAVV report ‘Cyber 
Warfare’, 17 January 2012. 

120 J. Wright, supra.n. 2.
121 See Section 5.3 supra for the Chinese approach to the possible abuse of the right to use force in 

self-defence.
122 X. Ma, ‘Key Issues and Future Development of International Cyberspace Law’, 2(1) China.

Quarterly.of.International.Strategic.Studies (2016) pp. 119-133, at p. 123; S. Zhong, ‘Do Not 
Treat Cyberspace as a War Theater; Avoid Harming Others and Damaging Oneself’, People’s.
Daily, Beijing, 27 February 2013.

123 M. Rodríguez, Representative of Cuba, ‘Declaration at the Final Session of Group of Govern-
mental Experts on Developments in the Field of Information and Telecommunications in the 
Context of International Security’, New York, 23 June 2017, at p. 2. Even though the UNGGEs 
take place in closed sessions, the Cuban statement was made publicly available.

124 ICRC, Commentary on the First Geneva Convention: Convention (I) for the Amelioration of 
the Condition of the Wounded and Sick in Armed Forces in the Field, 2016, paras. 186 and 
215-216.

125 ICRC, ‘International Humanitarian Law and the Challenges of Contemporary Armed Con-
flicts’, Report for the 31st International Conference of the Red Cross and Red Crescent,  
Geneva, 28 November-1 December 2011, available at <https://www.icrc.org/en/doc/assets/
files/red-cross-crescent-movement/31st-international-conference/31-int-conference-ihl- 
challenges-report-11-5-1-2-en.pdf>, at pp. 36-37.

126 Protocol Additional to the Geneva Conventions of 12 August 1949, and Relating to the Protec-
tion of Victims of International Armed Conflicts (Protocol I), 8 June 1977, Art. 36.
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6.3 What constitutes a cyber attack in the context of IHL?

Most IHL rules derive from the principles of distinction, proportionality and pre-
cautions in attack. These rules provide for general protection for civilians and 
civilian objects, but some rules solely apply to operations that qualify as an 
‘attack’.127 In IHL, ‘attack’ is defined as ‘acts of violence against the adversary, 
whether in offence or in defence’.128 This raises the question when a cyber opera-
tion carried out in the context of armed conflict can be considered to constitute an 
attack in the legal sense of the word.

The Tallinn Manual 2.0.defines ‘attack’ as a cyber operation, whether offensive 
or defensive, that is reasonably expected to cause any reasonably foreseeable injury 
or death to persons or damage or destruction to objects.129 The Tallinn Manual 2.0.
understands this definition to include serious illness and severe mental suffering 
that are tantamount to injury. This view is in line with the prohibition of acts or 
threats of violence whose the primary purpose is to spread terror among the civil-
ian population.130 It has been submitted that foreseeable consequences include both 
direct and indirect (or reverberating) effects of an attack, such as the death of 
patients in intensive-care units caused by a cyber operation on an electricity network 
that results in cutting off a hospital’s electricity supply.131 The ICRC has taken a 
progressive approach by stating that operations causing loss of functionality would 
also qualify as ‘attack’, stating that operations that significantly disrupt essential 
services – for example electricity or banking functions – without necessarily caus-
ing physical damage could constitute one of the most important risks for civilians.132

Similarly, to the ICRC, the authors are of the view that, in line with the object 
and purpose of IHL of protecting civilians and civilian infrastructure, limiting the 
definition of attack to physical effects seems overly restrictive. As was noted in 
Sections 4 and 5 above, depending on the circumstances, cyber operations with 
non-physical consequences can be qualified as prohibited use of force or armed 
attack. If it qualifies as an armed attack under jus.ad.bellum, it makes sense that 
the rules designed to regulate a use of force during armed conflict apply here as 
well.

Most states have limited their observations on IHL to the question whether IHL 
applies and have not further elaborated on, for instance, the application of ‘attack’ 
in the cyber context. France constitutes an exception by openly commenting on 

127 Additional Protocol I, supra.n. 126, Art. 49.
128 Additional Protocol I, supra.n. 126, Art. 49(1).
129 Tallinn Manual 2.0,.supra.n. 4, Rule 92, introduction and para. 5; Additional Protocol I, supra.

n. 126, at Arts. 51(5)(b), 57(2)(a)(iii) and 57(2)(b).
130 Additional Protocol I, supra.n. 126, Art. 51(2). 
131 ICRC, ‘International Humanitarian Law and Cyber Operations during Armed Conflicts’, posi-

tion paper submitted to the ‘Open-Ended Working Group on Developments in the Field of 
Information and Telecommunications in the Context of International Security’ and the ‘Group 
of Governmental Experts on Advancing Responsible State Behaviour in Cyberspace in the 
Context of International Security’ (2019), at p. 7.

132 ICRC, supra.n. 131, at p. 7.
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this issue in its analysis on the application of international law in cyberspace. Thus, 
France has taken the view that:

Contrary to the Tallinn.Manual, France considers that an attack within the meaning 
of Article 49 of [Additional Protocol] I may occur even if there is no human injury 
or loss of life, or physical damage to goods. Thus, a cyber operation constitutes an 
attack if the targeted equipment or systems can no longer provide the service for 
which they were implemented, including temporarily or reversibly, where action by 
the adversary is required in order to restore the infrastructure or the system.133

Note that, even if a cyber operation carried out in the context of an armed conflict 
does not constitute an attack, certain rules still apply to it. Pursuant to IHL, certain 
cyber objects (or cyber infrastructure), such as medical objects, are specifically 
protected. This protection applies regardless of the type of harmful operation – 
whether or not it qualifies as an attack – and extends to cyber operations in 
general.134 Cyber operations against medical units that do not reach the threshold 
for ‘attack’, such as an operation that causes a loss of internet connectivity, will 
fall under this protection, because it would interfere with their treatment of the 
wounded and sick in their care.135

6.4 Can data be considered an object?

The cardinal principle of distinction requires that belligerents distinguish at all 
times between the civilian population and combatants and between civilian objects 
and military objectives, and direct their operations only against military objectives. 
Civilian objects are protected from being the objective of an ‘attack’.136 An inter-
esting discussion in the context of cyber operations in armed conflict is the question 
what would qualify as an object. More particularly, an important question is whether 
data can be considered an object. In the Tallinn Manual 2.0,.a majority of the 
international group of experts did not believe that data could be considered an 
object. They stated that data is intangible and therefore neither falls within the 
‘ordinary meaning’ of the term object, nor comports with its explanation offered 
in the ICRC Additional Protocols 1987 Commentary.137 A minority of the experts 
stated that, for the purpose of targeting, at least certain data should be considered 
as an object.138 This minority view seems to be in line with the position taken by 

133 République Française, Ministère des Armées,.supra n. 10 at p. 13.
134 Additional Protocol I, supra.n. 126, Art. 54; Protocol Additional to the Geneva Conventions of 

12 August 1949, and Relating to the Protection of Victims of Non-International Armed Con-
flicts (Protocol II), 8 June 1977, Art. 14.

135 See e.g. the commentary to report 19 of the First Geneva Convention, ICRC Convention I 
Commentary supra n. 124, at para. 1799.

136 Additional Protocol I, supra.n. 126, Art. 52(1).
137 C. Pilloud, et.al. and ICRC, Commentary.on.the.Additional.Protocols.of.8.June.1977.to.the.

Geneva.Conventions.of.12.August.1949,.Geneva, Martinus Nijhoff Publishers 1987, at paras. 
2007-2008. In the commentary, reference is made to objects being ‘visible and tangible’.

138 Tallinn Manual 2.0, supra.n. 4, Rule 100, at para. 7.
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the ICRC. The ICRC has stated that at least some data will be protected, when it 
concerns specially protected categories, such as medical data.139 Some scholars 
have taken a more progressive approach. One view proposes to include ‘operational 
data’ as an object. This approach differentiates between content-level data (‘infor-
mation’) and operational-level data (‘code’) and states that operational data should 
be regarded as a ‘thing’ despite its intangibility, and therefore would constitute an 
object.140 The most progressive approach states that ‘all data’ would constitute an 
object, because

on the basis of a textual, systematic and teleological interpretation of the definition 
of military objectives and due to its susceptibility to alteration and destruction, data 
may be considered as an object within the meaning of Article 72(2) Additional Pro-
tocol I. According to this view, the interpretation that ‘object’ only includes tangible 
objects would not be contemporary, and in contradiction to the general spirit of pro-
tection of the body of IHL.141

The authors agree with the view that some data will be protected because of its 
protected status under IHL. This includes the obligation to respect and protect 
medical facilities. The rules of IHL and the commentary to Additional Protocol I 
are quite clear, however, on the requirement of tangibility. In the authors’ view, 
data is not tangible and although views may progress further over time, at the 
moment it would be difficult to include data in the definition of ‘object’ pursuant 
to IHL.

7. HUMAN RIGHTS

7.1 Meaning and history

Human rights are an important component of international law, which have been 
laid down in a number of instruments, such as the UN human rights treaties and 
regional instruments like the European Convention on Human Rights (ECHR) and 
the European Social Charter. Human rights include the right to life, the prohibition 
of torture and inhuman or degrading treatment, and the right to a fair trial. Some 
of these rights are now considered to be part of customary international law.142 

139 ICRC, ‘International Humanitarian Law and the Challenges of Contemporary Armed Conflict’, 
Report for the 32nd International Conference of the Red Cross and Red Crescent, Geneva 8-10 
December 2015, available at <https://www.icrc.org/en/document/international-humanitarian-
law-and-challenges-contemporary-armed-conflicts>, at p. 43.

140 H. Harrison Dinniss, ‘The Nature of Objects: Targeting Networks and the Challenge of Defin-
ing Cyber Military Objectives’, 48(1) Israel.Law.Review (2015) pp. 39-54, at p. 44.

141 K. Mačák, ‘Military Objectives 2.0: The Case for Interpreting Computer Data as Objects under 
International Humanitarian Law’, 48(1) Israel.Law.Review (2015) pp. 55-80, at paras. 14-29.

142 Shaw, supra.n. 34, at p. 217.
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This is relevant especially in relation to states that have not ratified a number of 
UN human rights treaties.

States have a duty to respect, protect and fulfil the human rights of every person 
within their jurisdiction. This implies not only a ‘negative’ duty – i.e. to refrain 
from acts in violation of human rights – but also a ‘positive’ duty to ensure that 
people can genuinely exercise their rights and defend themselves against violations 
by others.143 The latter duty is commonly seen as not entailing an obligation of 
result, but rather one of conduct, which means that states are required to do what 
is considered to be reasonable in the particular circumstances.

Most human rights are not absolute. This means that some restriction of rights 
is permissible under certain circumstances. For example, states may criminalise 
hate speech, even though doing so has implications for certain individuals in terms 
of their freedom of expression. The assessment of whether a given restriction is 
justified depends on the treaty provision concerned. In most cases, however, the 
factors to be weighed include whether the restriction serves a legitimate purpose, 
has a valid legal basis and is necessary and proportionate. In addition, in an emer-
gency situation, the observance of a limited number of human rights may be partly 
suspended for a limited period.144 One example is the introduction of a curfew 
when in a state of war.

Human rights are just as valid in cyberspace as they are in the physical domain. 
Persons have the same rights online as they do offline. This has been recognised 
by the UN Human Rights Council and the 2015 UNGGE.145 However, it is clear 
that ongoing digitalisation and technological advances raise new questions and 
present new challenges when it comes to the application of human rights. It goes 
beyond the remit of this report to exhaustively examine all relevant issues in this 
respect; rather, a number of issues that are particularly relevant from a state prac-
titioner’s perspective will be briefly discussed.

7.2 Right to internet access

It is clear that access to the internet is becoming increasingly important to the 
effective exercise of human rights, not only for human rights defenders and non-
governmental organisations (which can use social media to draw attention to human 
rights violations and mobilise support), but for everyone. Indeed, the pervasiveness 

143 UN Human Rights Committee, ICCPR, General Comment No. 31: ‘The Nature of the General 
Legal Obligations Imposed on States Parties to the Covenant’, UN Doc. CCPR/C/21/Rev.1/
Add.13 26 May 2004, at paras. 6-8. See also the two landmark cases of the European Court of 
Human Rights, that formed the start of a very elaborate system of positive and negative obliga-
tions: ECtHR,.Marckx.v..Belgium, 13 June 1979, Appl. No. 6833/74, Series A no. 31, at para. 
31, and ECtHR, Airey.v..Ireland, 9 October 1979, Appl. No. 6289/73, at para. 32.

144 Art. 4 ICCPR and Art. 15 ECHR.
145 UNGA, Human Rights Council, ‘The promotion, protection and enjoyment of human rights on 

the internet’,.A/HRC/32/L.20 27 June 2016; UNGGE Report 2015, supra n. 6, at para. 28(b).
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of the internet in everyday life even begs the question whether there is a right to 
access to the internet.146

Whereas a self-standing right to internet access has not (yet) been recognised, 
it is generally considered to be subsumed by the right to freedom of expression, 
which includes the right to seek, receive and impart information through any 
media.147 So far, it has generally been considered as a right that entails a positive 
obligation for states to ‘take all necessary steps to foster the independence of these 
new media and to ensure access of individuals thereto’.148 There is no reason to 
assume, however, that states do not also have the negative obligation to refrain 
from arbitrarily denying or closing access to the internet within their jurisdiction. 
Indeed, there is a worrying trend of autocratic states resorting to internet shutdowns 
when they consider it convenient to stifle public debate or sharing of information.149 
Whereas the freedom of expression, and therefore also the right to access to infor-
mation or to the internet, is a non-absolute right and may be subject to legitimate 
limitations, it is highly questionable whether these internet shutdowns comply with 
the requirements of legality, legitimacy, necessity and proportionality. Legal chal-
lenges are increasingly being pursued, with courts showing growing recognition 
of the illegality of shutdowns.150

7.3 Extraterritorial application of human rights

With the internet, a whole range of new threats and types of violations of human 
rights have emerged. There is now more scope for surveillance, and disinformation 
campaigns have become more widespread.151 In addition, many harmful and 

146 The European Parliament e.g. has called upon the EU and its Member States to recognise ac-
cess to the internet as a fundamental right: European Parliament, ‘Resolution of 3 May 2018 on 
media pluralism and media freedom in the European Union’, 2017/2209(INI), para. 21.

147 Art. 19(1) ICCPR and Art. 10(1) ECHR.
148 UN Human Rights Committee, ICCPR, General Comment No. 34: ‘Article 19: Freedoms of 

opinion and expression’, CCPR/C/GC/34 12 September 2011, at para. 15. See also UNGA, 
Human Rights Council, ‘Report of the Special Rapporteur on the promotion and protection of 
the right to freedom of opinion and expression, UN Doc. A/HRC/17/27 16 May 2011, at paras. 
78 and 79.

149 Access Now, ‘Targeted, Cut Off, and Left in the Dark, the #KeepItOn report on internet shut-
downs in 2019, available at <https://www.accessnow.org/cms/assets/uploads/2020/02/KeepIt
On-2019-report-1.pdf>.

150 On 25 June 2020, the ECOWAS Community Court of Justice ruled that an internet shutdown 
by the Togolese government during the 2017 election protests was illegal: Amnesty Inter-
national, ‘Togo. La décision de la Cour de justice de la CEDEAO envoie un message clair 
que les coupures volontaires d’internet violent la liberté d’expression’, available at <https://
www.amnesty.org/fr/latest/news/2020/06/togo-envoie-un-message-clair-que-les-coupures- 
volontaires-internet-violent-la-liberte/>. On 3 June 2020, the. Jakarta State Administrative 
Court ruled that Indonesia’s 2019 internet shutdowns in Papua and West Papua were illegal: 
Access Now, ‘Court rules the internet shutdowns in Papua and West Papua were illegal’, avail-
able at <https://www.accessnow.org/court-rules-the-internet-shutdowns-in-papua-and-west-
papua-are-illegal/>.

151 See e.g. Kate Jones, ‘Online Disinformation and Political Discourse: Applying a Human 
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destructive cross border cyber operations are being carried out by state actors, 
impacting on the lives of persons outside their borders. From a human rights per-
spective, this means that individuals are under an increased risk of having their 
rights violated by states other than the state under whose jurisdiction they reside. 
Examples would include cross border hacking of dissidents’ or human rights defend-
ers’ telephones or cyber attacks against hospitals with devastating consequences 
for patients. This raises the question to what extent individuals can exercise their 
human rights against foreign states.

Generally speaking, states’ human rights obligations extend as far as their juris-
diction, primarily in a territorial sense.152 Thus, Article 2(1) of the International 
Covenant on Civil and Political Rights (ICCPR) states that: ‘Each State Party to 
the present Covenant undertakes to respect and to ensure to all individuals within 
its territory and subject to its jurisdiction the rights recognized in the present Cov-
enant […].’ Similarly, Article 1 of the ECHR provides: ‘The High Contracting 
Parties shall secure to everyone within their jurisdiction the rights and freedoms 
defined in Section I of this Convention.’ The basic principle, therefore, is territorial: 
states’ human rights obligations mainly apply within their national borders. How-
ever, a limited degree of extraterritorial applicability of human rights has been 
recognised in case law, most elaborately by the European Court of Human Rights 
(ECtHR). Thus, if a state exercises control over a territory outside its national ter-
ritory, the ECtHR will accept that individuals within that foreign territory invoke 
their rights against that state; similarly, if a person is under state agents’ authority 
or control, the ECtHR considers them to be within that state’s jurisdiction, even 
outside its national borders.153 Applied to the cyber context, this case law of the 
ECtHR is of limited use for those persons whose rights are interfered with by a 
distant cyber operation of a foreign state actor, as it will be difficult to establish 
that they are under that state actor’s authority or control.154

The Human Rights Committee, which oversees compliance with the ICCPR, 
tended to follow a similar approach to that of the ECtHR’s,155 but has recently gone 

Rights Framework’, London, Chatham House 2019, available at <https://www.chathamhouse.
org/publication/online-disinformation-and-political-discourse-applying-human-rights- 
framework>, at pp. 11-17.

152 Exceptions can be found in certain specialised treaties, e.g. the International Convention on 
the Elimination of All Forms of Racial Discrimination, 7 March 1966, UNTS Vol. 660, p. 195, 
which only has territorial clauses for specific treaty obligations.

153 The Court neatly sums up (and endeavours to reconcile) its case law in this field in Al.Skeini.
and.Others.v..The.United.Kingdom, 7 July 2011, Appl. No. 55721/07, at paras. 133-137.

154 Note that there are a number of atypical cases in which the ECtHR seems to apply a broader 
approach to extraterritorial application than in its Al. Skeini case law, without admitting as 
much. It is not possible, however, to discern any clear and consistent theory from these cases. 
See for an interesting blog on a recent example: M. Milanovic, ‘Attribution, Jurisdiction, Dis-
crimination, Decapitation: A Comment on Makuchyan and Minasyan v. Azerbaijan and Hun-
gary’, EJIL:.Talk!.(European.Journal.of.International.Law) 2020, available at <https://www.
ejiltalk.org/attribution-jurisdiction-discrimination-decapitation-a-comment-on-makuchyan-
and-minasyan-v-azerbaijan-and-hungary/>.

155 UN Human Rights Committee, ICCPR, General Comment No. 31, supra n. 143, at paras. 10-
11.
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a step further. In its General Comment on the Right to Life, the Committee puts 
forward that: ‘a State party has an obligation to respect and to ensure the [right to 
life] of all persons who are within its territory and all persons subject to its jurisdic-
tion, that is, all persons over.whose.enjoyment.of.the.right.to.life.it.exercises.power.
or.effective.control’ (emphasis added). According to this approach, if a state’s 
actions impact in a direct.and.reasonably.foreseeable manner on an individual’s 
right to life, it has an obligation to respect and protect that individual’s life.156 
Applied to the cyber domain, this would mean that a victim of a cyber operation 
carried out by a foreign state could enforce their human rights against that state if 
the human rights violations suffered were a direct and reasonably foreseeable 
consequence of the operation.

This approach would indeed greatly enhance the level of protection of indi-
viduals against harmful actions carried out by foreign states, but it is still quite 
controversial, and it remains to be seen whether states and other courts and super-
visory committees will endorse it. The Inter-American Court of Human Rights 
seems to have taken a similar approach in its Advisory Opinion on the environment 
and human rights, where it interpreted the customary obligation of prevention157 
through a human rights lens, and considered that:

although the principle of prevention in relation to the environment was established 
within the framework of inter-State relations, the obligations that it imposes are 
similar to the general duty to prevent human rights violations. Therefore, the Court 
reiterates that the obligation of prevention applies to damage that may occur within.
or.outside.the.territory.of.the.State.of.origin […].158

Thus, the Inter-American Court considered that states could be held liable for 
human rights violations consisting of transboundary environmental harm caused 
by activities within their territory. It is unclear, however, whether the Court will 
extend this approach to other contexts.

Nevertheless, taken together these developments do seem to point to a move-
ment towards more generous interpretations of ‘jurisdiction’. Recently, the German 
Constitutional Court also issued an interesting judgment, stating that the funda-
mental rights in the German Basic Law (GBL) that protect against unlawful 
interception of telecommunications comprehensively bind German state authority, 
notably with regard to the interception of foreign communications on foreign ter-

156 UN Human Rights Committee, General Comment No. 36, ‘Article 6: right to life’, UN Doc. 
CCPR/C/GC/36 3 September 2019, at para. 63.

157 See Section 8.1 supra.
158 Inter-American Court of Human Rights, ‘The Environment and Human Rights, Advisory Opin-

ion OC-23/17, 15 November 2017, at para. 133 (emphasis added). See also para. 102: ‘In cases 
of transboundary damage, the exercise of jurisdiction by a State of origin is based on the un-
derstanding that it is the State in whose territory or under whose jurisdiction the activities were 
carried out that has the effective control over them and is in a position to prevent them from 
causing transboundary harm that impacts the enjoyment of human rights of persons outside its 
territory.’
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ritory.159 Even though the GBL does not contain a limiting clause regarding the 
territorial applicability of the fundamental rights contained therein, in which it 
differs from, for instance, the ICCPR and the ECHR, the judgment is still note-
worthy.160 It will be interesting to see whether other courts will follow and whether 
there is indeed a mood shifting towards greater accountability of states for their 
extra-territorial actions affecting human rights.

A slightly different but still controversial approach has been proposed by Mila-
novic, who advocates unlimited extraterritorial application only for negative human 
rights obligations (the duty not to interfere), maintaining the (mainly territorial) 
jurisdictional approach as applied by the ECtHR for positive human rights obliga-
tions.161 This would mean that states would have to respect human rights of all 
persons, wherever and whenever they acted, notably also in their cyber operations, 
but that they would only be required to protect the individuals within their jurisdic-
tion against human rights violations. There is much merit in this idea, as it seems 
both in line with the fundamental and inalienable nature of human rights and 
respecting states’ limited powers and resources. However, as said, it is not a gener-
ally accepted approach.

Despite these positive developments and proposals, as it stands individuals still 
have very limited opportunity to invoke their human rights against foreign states 
that carry out harmful cyber activities against them. A partial solution or a first step 
could be the adoption of a norm by fora such as the UNGGE or the OEWG accord-
ing to which states must respect human rights in their cross border cyber activities, 
including those outside of their jurisdiction, with the word ‘respect’ referring to 
the negative obligation to refrain from human rights violations. This would be a 
non-binding implementation of the Milanovic approach. So far, however, neither 
the UNGGE nor the OEWG has expanded on the issue of human rights, other than 
to emphasise that the same human rights that apply offline, also apply online. 
Neither has any state, so far, taken a public position on the extraterritorial appli-
cability of human rights in the cyber domain.

7.4 Increased role of non-state actors

The cyber and internet age has come with a major power shift in societies, seeing 
the rise of a range of powerful private corporate actors. Many of the actions of 
these private actors impact on human rights, both positively and negatively. The 

159 First Senate of the Federal Constitutional Court, Judgment of 19 May 2020, 1 BvR 2835/17. 
For an English summary, see the Court’s press release available at <https://www.bundesverfas
sungsgericht.de/SharedDocs/Pressemitteilungen/EN/2020/bvg20-037.html>.

160 Başak Çali, ‘Has ‘Control over rights doctrine’ for extra-territorial jurisdiction come of age? 
Karlsruhe, too, has spoken, now it’s Strasbourg’s turn’, EJIL:.Talk!.(European.Journal.of.In-
ternational.Law) 2020, available at <https://www.ejiltalk.org/has-control-over-rights-doctrine-
for-extra-territorial-jurisdiction-come-of-age-karlsruhe-too-has-spoken-now-its-strasbourgs-
turn/>.

161 M. Milanovic, Extraterritorial.Application.of.Human.Rights.Treaties:.Law,.Principles,. and.
Policy, Oxford, Oxford University Press 2011, at pp. 209-222.
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ongoing debate on the role of social media in modern society, with allegations of 
slow reactions to hate speech or disinformation, is a case in point; as is the grow-
ing public concern over private surveillance firms offering services to repressive 
regimes.

Whereas in some cases the economic and social power of these corporate actors 
matches or comes close to the power of sovereign states, they do not have the same 
obligations as state actors. Nonetheless, these actors do have certain human rights 
responsibilities, through two main avenues: 1) the positive obligations of states to 
protect the persons within their jurisdiction against human rights violations; and 
2) the UN Guiding Principles on Business and Human Rights (UNGPs), a set of 
guidelines for businesses on how to implement their responsibility to respect human 
rights.162 Whereas the latter document is not legally binding, it is unanimously 
endorsed by the UN Human Rights Council and is considered highly authoritative 
by lawyers and scholars, as well as most states. In short, it requires businesses to 
examine their business and supply chains to identify human rights violations and 
risks thereof (‘human rights due diligence’), to mitigate those risks and to have 
redress mechanisms in place. Both the UN Rapporteur on Freedom of Expression 
and the European Commission have issued detailed guidance for ICT and technol-
ogy companies on how to implement the UNGPs in their sectors.163 There is a 
general perception, however, that most corporate actors have yet to take their 
responsibility to respect human rights seriously.164

This brings us to the second avenue for corporate human rights responsibility: 
the positive obligations of states to protect against human rights violations. As 
corporate actors are considered slow to act, more and more governments and inter-
national organisations are adopting or drafting legislation to protect their citizens 
against human rights violations by corporate actors in cyberspace. The European 
Union’s and the State of California’s legislation to protect personal data are good 
examples.165 A more controversial area is that of disinformation and hate speech, 
where many states have adopted legislation that forces internet service providers 

162 UNGA, Human Rights Council, Report of the Special Representative of the Secretary-
General on the issue of human rights and transnational corporations and other business enter-
prises: ‘Guiding Principles on Business and Human Rights: Implementing the United Nations  
“Protect, Respect and Remedy” Framework’, A/HRC/17/31 21 March 2011, endorsed by the 
Human Rights Council in Resolution A/HRC/RES/17/4 on 6 July 2011.

163 See the numerous reports of the Special Rapporteur on the promotion and protection of the right 
to freedom of opinion and expression available at <https://www.ohchr.org/en/issues/freedom
opinion/pages/opinionindex.aspx>; European Commission, ICT.Sector.Guide.on.Implementing.
the.UN.Guiding.Principles.on.Business.and.Human.rights, available at: <https://op.europa.eu/
en/publication-detail/-/publication/ab151420-d60a-40a7-b264-adce304e138b>.

164 See the company report cards available at <https://rankingdigitalrights.org/>.
165 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 

on the protection of natural persons with regard to the processing of personal data and on 
the free movement of such data, and repealing Directive 95/46/EC (General Data Protection 
Regulation), OJ L 119, pp. 1-88; California Consumer Privacy Act of 2018, available at <http://
leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?lawCode=CIV&division=3.&title=
1.81.5.&part=4.&chapter=&report=>.
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to act against harmful or illegal content.166 The controversy lies mainly in the 
delicate balance states have to find between respecting the freedom of expression 
(which prohibits censorship) and implementing their positive obligation to protect 
human rights such as privacy, the prohibition of discrimination and the freedom 
of thought. Many states choose to place a large part of this responsibility with 
corporate actors themselves, which in turn has led to allegations of arbitrariness 
and a lack of transparency in how these actors acquit themselves of this responsi-
bility. Indeed, it seems questionable that those primarily responsible for respecting 
and protecting human rights, namely states, so easily transfer this responsibility to 
private actors, who by default do not act in the public interest and who are not 
democratically accountable.

Many commentators therefore call for a different approach in regulating online 
content, with a stronger emphasis on human rights, transparency and independent 
oversight as guardians of the precarious balance that governments need to strike.167 
The debate as to how to regulate technology companies in the most effective and 
rights-respecting way is clearly gaining traction, but will most likely still take quite 
some time to resolve.

A related and final point concerns the trend in the technology world towards 
monopolisation and the concentration of power with a small number of big corpo-
rate players. Due to, inter alia, the so-called network effect, companies such as 
Facebook, Apple, Google and Amazon have been able to accrue massive market 
shares with virtually no real competition of new and smaller players, who are 
routinely out priced, snapped up or simply prevented from entering the market at 
all. There is mounting concern over the detrimental effect of this market dominance 
not only on consumers, but on societies as a whole. These corporate players have 
more resources and expertise than many a state and wield an enormous amount of 
power over persons’ ordinary lives, choices and relationships,168 such that they 

166 Jones, supra.n. 151, at pp. 18-29.
167 See inter.alia UNGA, ‘Report of the Special Rapporteur on the promotion and protection of 

the right to freedom of opinion and expression’, UN Doc. A/74/486 9 October 2019; House 
of Lords, Select Committee on Democracy and Digital Technologies, Report of Session 2019-
21, ‘Digital Technology and the Resurrection of Trust’, 29 June 2020, available at <https://
committees.parliament.uk/committee/407/democracy-and-digital-technologies-committee/
news/115316/democracy-under-threat-from-pandemic-of-misinformation-online-say-lords-
committee/> ; Transatlantic High Level Working Group on Content Moderation Online and 
Freedom of Expression, ‘Freedom and Accountability: A Transatlantic Framework for Mod-
erating Speech Online’, 2020, available at <https://www.annenbergpublicpolicycenter.org/
feature/transatlantic-working-group-freedom-and-accountability/>.

168 See, e.g., this opinion article on the influence of Apple and Google over national tracking and 
tracing apps in the context of the COVID-19 pandemic: Michael Veale, ‘Privacy is not the 
problem with the Apple-Google contact-tracing toolkit’, The.Guardian 1 July 2020, available 
at <https://www.theguardian.com/commentisfree/2020/jul/01/apple-google-contact-tracing-
app-tech-giant-digital-rights>.
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have been coined ‘gatekeepers’, controlling information flows and access to indi-
viduals on the internet.169

In the field of competition law, this concern has led to a vivid debate on how to 
better protect individuals against the negative effects of market dominance on the 
internet.170 Solutions that are being put forward include various ways of forcing 
big players to better cooperate with other companies, for instance by sharing essen-
tial data, allowing more access to or compatibility with their platforms or services 
and making it easier for consumers to switch providers.171

It is submitted that the issue is not exclusively one of competition law but should 
equally be examined from a human rights point of view. Increased concentration 
of power on the internet clearly comes with an increased risk of human rights 
violations, such as shown by recent scandals around mass-scale privacy violations, 
social media induced violence against particular ethnic groups and interference in 
elections. Framed as fundamentally a problem of control over information flows 
and access to individuals, there is a clear parallel to be drawn with the principle of 
plurality of the media, which was developed in the context of the freedom of 
expression. The principle requires states to ensure a diverse and broad landscape 
of independent media, making sure that individuals have access to the broadest 
range of information as well as the broadest range of options to have their voices 
heard.172 One could argue that the concentration of power that is currently observed 
on the internet is equally harmful as a lack of plurality of traditional media, seeing 
that a few large corporate actors exert a disproportionate amount of control over 
the information that reaches individuals, sometimes with detrimental effect. In a 
recently adopted recommendation on media plurality the Council of Europe seems 
to acknowledge as much.173 However, whereas the Council of Europe seeks solu-
tions in the field of transparency, media literacy, regulation of media ownership 

169 Orla Lynskey, ‘Regulating ‘Platform Power’’, LSE Law, Society and Economy Working Papers 
1/2017, available at <http://eprints.lse.ac.uk/73404/1/WPS2017-01_Lynskey.pdf>, at pp. 12-
25.

170 See e.g. Wolfgang Kerber, ‘Updating Competition Policy for the Digital Economy? An Analy-
sis of Recent Reports in Germany, UK, EU, and Australia’ (first preliminary draft, 14 Septem-
ber 2019), available at <https://ssrn.com/abstract=3469624>, and Peter Alexiadis and Alexan-
dre de Streel, ‘Designing an EU Intervention Standard for Digital Platforms’, EUI Working 
Paper RSCAS 2020/14, available at <https://ssrn.com/abstract=3544694>.

171 Alexiadis and de Streel, supra.n. 170, at pp. 40-42; Jacques Crémer, Yves-Alexandre de Mont-
joye, Heike Schweitzer, ‘Competition Policy for the Digital Era’, Brussels, European Commis-
sion, Directorate-General for Competition, Final Report 2019, available at <https://op.europa.
eu/en/publication-detail/-/publication/21dc175c-7b76-11e9-9f05-01aa75ed71a1>, at pp. 58-
59.

172 For a good overview of the European Court of Human Rights approach, see A. Nieuwenhuis, 
‘The Concept of Pluralism in the Case-Law of the European Court of Human Rights’, 3(3) 
European.Constitutional.Law.Review (2007) pp. 367-384. See also UN Human Rights Com-
mittee, ICCPR, General Comment No. 34, supra n. 148, at paras. 14-17 and 50.

173 Council of Europe, ‘Recommendation CM/Rec(2018)1of the Committee of Ministers to 
member States on media pluralism and transparency of media ownership, 7 March 2018, 
available at <https://www.coe.int/en/web/freedom-expression/adopted-texts/-/asset_publisher/
m4TQxjmx4mYl/content/recommendation-cm-rec-2018-1-1-of-the-committee-of-ministers-
to-member-states-on-media-pluralism-and-transparency-of-media-ownership>, at paras. 6-8.
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and support of independent public service media,174 the present authors would 
argue that perhaps more interventionist approaches, such as those currently dis-
cussed in the field of competition law, are called for as well. At the very least, they 
deserve serious examination as an appropriate means for states to fulfil their posi-
tive obligation, under the freedom of expression, to ensure a pluralistic media 
landscape.

8. THE DUE DILIGENCE PRINCIPLE

8.1 Meaning and history

Taking sovereign equality as a starting point, and considering the reality that states 
share innumerable ties, interdependencies and often borders, it seems reasonable 
to expect of them that they take each other’s rights and interests into account when 
exercising their sovereignty. Indeed, it is generally understood that states have a 
customary legal obligation of paying due regard to other states’ rights and interests 
when exercising their sovereignty.175 As Judge Huber said in the Island.of.Palmas 
case:

Territorial sovereignty […] involves the exclusive right to display the activities of a 
State. This right has as corollary a duty: the obligation to protect within the territory 
the rights of other States, in particular their right to integrity and inviolability in 
peace and in war, together with the rights which each State may claim for its nation-
als in foreign territory.176

This obligation is not absolute, but rather an obligation of conduct, requiring states 
to act with due diligence when protecting legitimate interests and rights of other 
states in the exercise of their sovereign powers.177

The obligation of due diligence, which it is commonly called, appears in various 
guises and in various contexts in international law, inducing some authors to speak 
of ‘a patchwork of due diligence duties’ in international law.178 The ICJ famously 

174 Ibid., Appendix with Guidelines on media pluralism and transparency of media ownership.
175 T. Koivurova, ‘Due diligence’, Max.Planck.Encyclopedia.of.Public. International.Law, Ox-

ford, Oxford University Press (online) 2010, at para. 15; International Law Association, Study 
Group on Due Diligence in International Law, Draft Second Report, Johannesburg 2016, 
available at <https://www.ila-hq.org/index.php/study-groups?study-groupsID=63>, at pp. 5-6; 
Shaw, supra.n. 34, at p. 645.

176 Island.of.Palmas.case, supra.n. 3 at p. 839.
177 Case.of.British.Claims.in.the.Spanish.Zone (United.Kingdom.v..Spain), PCA 1 May 1925, UN 

Reports of International Arbitral Awards, Vol. II, pp. 615-742, at p. 644.
178 A. Coco and T. de Souza Dias, ‘More than Meets the Eye: A Patchwork of Cyber Due Diligence 

Duties in International Law’,.Working Paper, Virtual Workshop – Applying International Law 
in Cyberspace: Protections and Prevention, ELAC/Microsoft, 18-19 May 2020 (forthcoming).
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applied it in the Corfu.Channel.case, where it said that every state has the obliga-
tion ‘not to allow knowingly its territory to be used for acts contrary to the rights 
of other States.’179 In this case, Albania had not prevented the Corfu Channel, which 
is part of its territorial waters, from being mined, thereby causing a severe security 
threat for all ships cruising the channel. Another well-known example is the Ala-
bama arbitration case, in which the UK was found to have violated its obligation 
as a neutral state by not preventing its territory from being used to build ships for 
the Confederacy in the American Civil War.180 In the Nicaragua case, one of the 
questions examined by the ICJ was whether Nicaragua had failed to exercise due 
diligence by not preventing arms from being smuggled through its territory to 
neighbouring El Salvador.181

The obligation of due diligence has been most elaborately developed in the field 
of international environmental law, in the form of the obligation to prevent trans-
boundary harm. This entails ‘the general obligation of States to ensure that 
activities within their jurisdiction and control respect the environment of other 
States or of areas beyond national control’182 and to ‘take all appropriate measures 
to prevent significant transboundary harm or at any event to minimize the risk 
thereof.’183 It is laid down in Principle 21 of the Stockholm Declaration of 1972 
and Principle 2 of the Rio Declaration of 1992,184 and it has been elaborately 
examined by the International Law Commission in the 2001 Draft Articles on 
Prevention of Transboundary Harm from Hazardous Activities.185 Some well-known 

179 ICJ, Corfu.Channel.case,.supra.n. 3, at p. 22.
180 Alabama.claims.of.the.United.States.of.America.against.Great.Britain, Tribunal of Arbitration 

(established by the Treaty of Washington, 8 May 1871) 14 September 1872, UN Reports of 
International Arbitral Awards, Vol. XXIX, pp. 125-134.

181 ICJ, Nicaragua.v..U.S., 1986,.supra.n. 4, at paras. 156-157.
182 ICJ, Legality.of.the.Threat.or.Use.of.Nuclear.Weapons,.supra.n. 58, at para. 29; and Pulp.Mills.

on.the.River.Uruguay (Argentina.v..Uruguay), ICJ 20 April 2010, ICJ Reports 2010, p. 14, at 
para. 193. This case concerned the construction of two pulp mills on the borders of the Uruguay 
river, which Argentina claimed affected the water quality of the river and would cause signifi-
cant transboundary environmental damage.

183 UN International Law Commission, Draft.Articles.on.Prevention.of.Transboundary.Harm.from.
Hazardous.Activities,.with. commentaries, 2001, included in the Report of the International 
Law Commission on the work of the 53rd session, 23 April-10 August 2001, UN Doc. A/56/10,  
Art. 3 UNGA Resolution, UN Doc. A/RES/56/82 18 January 2001.

184 Declaration of the United Nations Conference on the Human Environment, Stockholm, 16 June 
1972, contained in the Report of the UN Conference on the Human Environment, Stockholm, 
5-16 June 1972, UN Doc. A/CONF.48/14/Rev.1; Rio Declaration on Environment and Devel-
opment, Annex I to Report of the UN Conference on Environment and Development, Rio de 
Janeiro 3-14 June 1992, UN Doc. A/CONF.151/26 (Vol. I) 12 August 1992.

185 Supra.n. 183.
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applications of this principle include the Trail.Smelter arbitral award186 and the 
Pulp.Mills judgment of the ICJ.187

8.2 Application in the cyber context

8.2.1	 Binding.obligation.or.voluntary.norm?
The strong occurrence of the obligation of due diligence in specific areas of inter-
national law, notably international environmental law, has been taken by some to 
indicate that the obligation does not exist outside these particular contexts, such 
as for instance in the cyber domain.188 Indeed, the experts participating in the 2015 
UNGGE decided to include a reference to the due diligence duty under the ‘norms’ 
section of their report, rather than under the ‘international law’ section, because 
they could not agree on its status as a binding legal obligation.189 To our knowledge, 
however, no state has so far publicly denied the existence of a legally binding 
obligation of due diligence in cyberspace, and the majority of scholars clearly 
regard this obligation to apply in the cyber context.190 That does not mean, however, 
that it is entirely clear how due diligence applies in the cyber context.

8.2.2. Substance.of.the.due.diligence.obligation.in.cyberspace
The Tallinn Manual 2.0 has taken an interesting position in this respect. According 
to Rule 6 of the Manual:

A State must exercise due diligence by not allowing its territory, or territory or cy-
berinfrastructure under its governmental control to be used for cyber operations that 
affect the rights of, and produce seriously adverse consequences for, other States.191

Thus, the Manual seems to adopt a restrictive understanding of the due diligence 
obligation, requiring there to be an internationally wrongful act against the damage 
suffering state (‘affect the rights of’) and finding that only acts of third parties, not 
the state itself, are covered (‘allow […] to be used’). The explanatory text to Rule 

186 Trail.Smelter.case (United.States,.Canada), Tribunal of Arbitration (established by the Con-
vention signed at Ottawa, 15 April 1935) 16 April 1938 and 11 March 1941, UN Reports of 
International Arbitral Awards, Vol. III, pp. 1905-1982. The case involved a smelter processing 
zinc and lead, which was operated in Canada and produced smoke that damaged forests and 
crops in the United States.

187 ICJ, Pulp.Mills.on.the.River.Uruguay, supra.n. 182.
188 Michael N. Schmitt ‘In Defense of Due Diligence in Cyberspace’, 125 The.Yale.Law.Journal.

Forum (2015) pp. 68-81, available <https://ssrn.com/abstract=2622077>.
189 UNGGE Report 2015, supra.n. 6, at para. 13(c): ‘States should not knowingly allow their ter-

ritory to be used for internationally wrongful acts using ICTs.’ See also para. 28e in the section 
on International Law, which includes a watered-down version: ‘States must not use proxies to 
commit internationally wrongful acts using ICTs, and should.seek.to.ensure.that.their.territory.
is.not.used.by.non-State.actors.to.commit.such.acts’ (emphasis added).

190 See e.g. Koivurova, supra.n. 175, at para. 15; Schmitt, supra.n. 188; Coco and de Souza Dias, 
supra.n. 178; Pirker, supra.n. 34; Heintschel von Heinegg, supra.n. 12. 

191 Tallinn Manual 2.0, supra.n. 4.
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6 confirms this impression: it is clear that the Manual experts consider the due 
diligence obligation to apply exclusively with regard to cyber operations carried 
out by a third party, that is either a non-state actor or another state.192 Moreover, 
the Manual requires the violation of a right of the victim state under international 
law in order for the due diligence obligation to apply.193

Clearly the Manual experts stayed very close to the due diligence obligation as 
formulated by the ICJ in the Corfu.Channel.case and seem to have deliberately 
chosen an interpretation that is more restrictive than the way in which the due 
diligence obligation has been elaborated in, for example, international environ-
mental law. After all, the obligation to prevent transboundary harm as applied in 
environmental law applies equally to state action and to third party action and does 
not necessarily involve the violation of a particular right of the damage suffering 
state.194 Moreover, this obligation clearly requires a degree of preventive action to 
be taken by states, whereas the Tallinn Manual 2.0 explicitly states that Rule 6 does 
not require the State to ‘take material preventive steps’ to ensure that the State’s 
territory is not used for an internationally wrongful act.195 Therefore, even though 
the ‘seriously adverse consequences’ aspect of the Tallinn Manual 2.0’s formula 
is, by its own admission, borrowed from the obligation to prevent transboundary 
harm in the environmental law context, the Tallinn Manual 2.0 seems to limit the 
principle of due diligence to the obligation as applied by the ICJ in the Corfu.
Channel.case.196 As such, the Manual takes the same approach as the 2015 UNGGE, 
who adopted a similarly restrictive wording – and even then only in the non-
binding norms section of the report.197 The few states that have publicly recognised 
a legal obligation of due diligence in the cyber domain also seem to closely follow 
the Tallinn Manual 2.0 approach, although Australia’s statement on the issue does 
seem to leave some opening for a broader understanding of due diligence in cyber-
space.198

192 Ibid., Rule 6, at para. 7.
193 Ibid., Rule 6, at para. 15.
194 Coco and de Souza Dias, supra.n. 178, at p. 5.
195 Tallinn Manual 2.0, supra.n. 4, Rule 6, at para. 5; see also Rule 7, at paras. 7-13.
196 Coco and de Souza Dias, supra.n. 178, at p. 12.
197 See Section 8.2.1 supra.
198 Australia’s International Cyber Engagement Strategy, supra n. 61, Annex A, available 

at <https://www.dfat.gov.au/publications/international-relations/international-cyber-
engagement-strategy/aices/chapters/annexes.html#Annex-A>: ‘To the extent that a state en-
joys the right to exercise sovereignty over objects and activities within its territory, it necessar-
ily shoulders corresponding responsibilities to ensure those objects and activities are not used 
to.harm other states. In this context, we note it may not be reasonable to expect (or even pos-
sible for) a state to prevent all malicious use of ICT infrastructure located within its territory. 
However, in Australia’s view, if a state is aware of an internationally wrongful act originating 
from or routed through its territory, and it has the ability to put an end to the harmful activity, 
that state should take reasonable steps to do so consistent with international law.’ (emphasis 
added). Netherlands letter to Parliament, Appendix,. supra.n. 1, at p. 4, where reference is 
made to the due diligence principle as expressed by the ICJ in the Corfu.Channel.case and the 
interpretation of the Tallinn Manual 2.0; République Française, Ministère des Armées,.supra 
n. 10 at p. 6: ‘In compliance with the due diligence requirement, it ensures that its territory is 
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The present authors do not agree with this restrictive approach. From the fact 
that the due diligence principle has been interpreted as implying an obligation to 
prevent environmental transboundary harm by no means follows the conclusion 
that the due diligence principle does not require states to prevent other forms of 
transboundary harm. Note indeed that the arbitration panel in the Trail.Smelter.
case speaks of a duty that states have, at all times, to ‘protect other States against 
injurious.acts by individuals from within their jurisdiction’ (emphasis added), and 
does not limit this duty to the field of environmental harm; it even cites the Alabama 
case in support, which had nothing to do with environmental damage, as an appli-
cation of this very duty.199 Similarly, in the Certain.Activities.Carried.Out.by.
Nicaragua.in.the.Border.Area.case, the ICJ, in one breath, links together the obli-
gation to prevent transboundary harm and the obligation of due diligence as applied 
in the Corfu.Channel.case:

the principle of prevention, as a customary rule, has its origins in the due diligence 
that is required of a State in its territory. It is ‘every State’s obligation not to allow 
knowingly its territory to be used for acts contrary to the rights of other States’ 
(Corfu.Channel (United.Kingdom. v..Albania), Merits,. Judgment,. I.C.J.. Reports.
1949, p. 22). A State is thus obliged to use all the means at its disposal in order to 
avoid activities which take place in its territory, or in any area under its jurisdiction, 
causing significant damage to the environment of another State.200

Thus, it is difficult to maintain that the due diligence obligation as formulated in 
the Corfu.Channel.case is wholly separate from the obligation to prevent trans-
boundary harm as applied in several environmental law cases, as they clearly are 
applications of one and the same underlying principle, which in turn flows from 
the principle of sovereignty.201

Perhaps the restrictive approach proposed in the Tallinn Manual 2.0 and embraced 
by a number of states stems from a wish to clearly delineate the meaning of due 
diligence in order to make its application more manageable and predictable. How-
ever, in essence the due diligence obligation is an open and malleable concept, as 
it was intended to be. As for instance the Seabed Disputes Chamber of the Inter-

not used for internationally.wrongful.acts.using.ICTs. This is a customary obligation for States, 
which must (i) use cyberspace in compliance with international law, and in particular not use 
proxies to commit acts which, using ICTs, infringe the rights of other States, and (ii) ensure that 
their territory is not used for such purposes, including by non-state actors.’ (footnote omitted 
and emphasis added).

199 Trail.Smelter.case, supra.n. 186, at p. 1963.
200 ICJ, Certain.Activities.Carried.Out.by.Nicaragua.case, supra.n. 8, at para. 104.
201 This is also the majority scholarly view. Specifically for the cyber context, see e.g. Coco and 

de Souza Dias, supra.n. 178, at p. 7; Katharina Ziolkowski, ‘General Principles of International 
Law as Applicable in Cyberspace’, Katharina Ziolkowski (ed.), supra n. 12, pp. 135-188, at 
p. 166. Not all authors agree on this, however. See e.g. R. Buchan, ‘Cyberspace, Non-State Ac-
tors and the Obligation to Prevent Transboundary Harm’, available at <http://eprints.whiterose.
ac.uk/103386/>, at p. 31. This article has been accepted for publication in 21(3) Journal.of.
Conflict.&.Security.Law (2016), pp. 429-453.
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national Tribunal for the Law of the Sea states in its Activities in the Area advisory 
opinion: 

The content of “due diligence” obligations may not easily be described in precise 
terms. Among the factors that make such a description difficult is the fact that “due 
diligence” is a variable concept. It may change over time as measures considered 
sufficiently diligent at a certain moment may become not diligent enough in light, 
for instance, of new scientific or technological knowledge. It may also change in 
relation to the risks involved in the activity.202

It seems wise to respect the open-ended and flexible nature of the due diligence 
obligation and to recognise that it may entail different duties in different contexts 
at different moments in time. As for the cyber context and the question which types 
of cyber activities can trigger the due diligence obligation, this means that there is 
no reason to require the violation of a right of the damage suffering state or that 
the harmful cyber activity must stem from a third party actor.203 It should suffice 
that the damage suffering state has suffered, or is at risk of suffering, harmful 
consequences from an activity (or omission) that took place within the sovereign 
territory of another state, either perpetrated by persons within that state’s territory 
– state agents or non-state actors – or involving the use of objects, networks or 
infrastructure in their territory.

This is not to say that the due diligence obligation as developed in international 
environmental law should be transposed one on one and in all its detail to the cyber 
context; rather, it is to say that it cannot be ruled out beforehand that, in a particu-
lar cyber case, the due diligence obligation may be applied in a similar way as it 
has been applied in environmental law. All will depend on the particular context 
and circumstances of the case.

Note that it is generally accepted that not just any type of harm triggers the due 
diligence obligation: the harm or risk of harm has to reach a certain level of sever-
ity.204 It is not necessary, however, that such harm is physical. Other forms of 
damage, such as deleting or compromising data, should be included as well.205 
Coco and de Souza Dias point to ‘mis- and disinformation campaigns, especially 
those taking place during elections or public health crises’ as a pertinent example.206

202 Responsibilities. and. obligations. of. States. Sponsoring.Persons. and.Entities.with.Respect. to.
Activities.in.the.Area, Advisory Opinion, 1 February 2011, at para. 117.

203 Note that the fact that no violation of a right is required may be especially relevant for states 
that do not recognise the right to respect of sovereignty, as the threshold for a violation of due 
diligence would subsequently be relatively high for these states. See also Section 8.2.1 supra.

204 Tallinn Manual 2.0, supra.n. 4, Rule 6, at paras. 25-27.
205 Coco and de Souza Dias, supra.n. 178, at p. 15; Tallinn Manual 2.0, supra.n. 4, Rule 6, at para. 

28.
206 Coco and de Souza Dias, supra.n. 178, at p. 15.
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8.2.3. Due.diligence.and.attribution
As said, the due diligence obligation applies not only with regard to operations 
that can be attributed to the territorial state, but also those carried out by non-state 
actors or through the use of objects or systems within its jurisdiction. From a stra-
tegic point of view, this provides target states with an interesting alternative in 
cases where they cannot or will not directly attribute harmful cyber operations to 
a territorial state.207 Consider for instance the scenario where state A suffers from 
a malicious operation that it can trace back to state B’s territory. State A suspects 
that the operation is executed by a state organ or a non-state actor under the effec-
tive control of state B, but does not consider it has sufficient evidence to attribute 
the operation to state B. State A decides to notify state B of the operation and 
requests state B to end it. If state B refuses, state A can put forward a convincing 
claim that state B has committed an internationally wrongful act by violating the 
principle of due diligence. No proof of state B’s involvement in the operation itself 
is necessary in this case.

8.2.4. Knowledge.requirement
Note that the due diligence obligation only applies when the territorial state knew 
or was made aware of the particular cyber operation. It is generally understood that 
the knowledge requirement includes constructive knowledge, covering situations 
where a state should.have.known about the particular activity.208 It can be very 
difficult to prove knowledge or even only constructive knowledge. To some extent 
this can be remedied by using certain evidentiary tools, such as reversing the bur-
den of proof when a prima.facie case has been made, or by applying presumptions 
of fact. In the Corfu.Channel.case, for example, the ICJ recognised that it was near 
impossible for the UK to prove directly that Albania knew about the mining of the 
channel, exactly because the activity occurred in the territory exclusively controlled 
by Albania. It stated that in such case the victim state “should be allowed a more 
liberal recourse to inferences of fact and circumstantial evidence.”209 After review-
ing the facts, the Court concluded “that the laying of the minefield which caused 
the explosion […] could not have been accomplished without the knowledge of 
the Albanian government.”210 Specifically for the cyber context, some authors have 
proposed to apply a presumption of knowledge when a cyber operation is launched 
from infrastructure that is used exclusively by the government of the duty-bearing 
state,211 or where a state “intensively guards and patrols its cyber infrastructure, 
where it is widely reported that a state’s cyber infrastructure is infected with par-

207 Schmitt, supra.n. 188, at pp. 78-80; Buchan, supra.n. 201, at p. 4.
208 Pirker, supra.n. 34, at p. 204.; Ziolkowski, supra.n. 201, at p. 166; Heintschel von Heinegg, 

supra.n. 12, at p. 136; ILA Study Group on Due Diligence, supra.n. 175, at p. 12.
209 ICJ, Corfu.Channel.case,.supra.n. 3, at p. 18.
210 Ibid., at p. 22.
211 Pirker, supra.n. 34, at pp. 205-206; Heintschel von Heinegg, supra.n. 12, at p. 137.
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ticular malware and where a state has become a well-known sanctuary for those 
wishing to organise and launch malicious cyber operations.”212

8.2.5. Reasonably.acting.state
Which particular action must be taken by the territorial state in cases where the 
due diligence duty applies depends very much on the circumstances and context 
of the case. The generally recognised standard to be applied is that of a reasonably 
acting state.213 What is reasonable has to be determined in light of the particular 
situation in which the principle is invoked. Thus, in the ‘due’ aspect of due diligence 
the flexible and open-ended nature of the principle comes most prominently to the 
fore. This also means that it is impossible to exhaustively list the factors and argu-
ments that should inform an application of the principle in concrete cases. Still, a 
number of factors generally need to be taken into account in each case:

(1) The degree of control that the state has over the harmful activity, where ‘due 
diligence obligations are at their strictest when an activity is within a State’s 
area of territorial sovereignty or sovereign rights, and particularly when it 
is within a State’s actual physical control.’214 In the Nicaragua. case, for 
instance, the ICJ ruled that it would be unreasonable to expect Nicaragua 
to achieve something, namely putting an end to arms trafficking, that three 
other states, in combined effort and with significantly more resources, could 
not achieve.215 Note also that, the degree of control will be decidedly higher 
if the harmful activity or omission originates with the territorial state itself.

(2) The particular capacity and resources of the state.216 It is generally recog-
nised that the more states are able to do, the more they should do. Capacity 
is, of course, closely related to the degree of control that they have over the 
harmful activity.

(3) The likelihood and seriousness of the particular risk/harm.217 As the Com-
mentary to the Draft Articles on the Prevention of Transboundary Harm 
from Hazardous Activities states: ‘The required degree of care is proportion-
al to the degree of hazard involved. […] The higher the degree of inadmis-
sible harm, the greater would be the duty of care required to prevent it.’218

(4) The burden imposed on the duty-bearing state, in relation to the seriousness 
of the harm for the damage suffering state.219 Related to this, it is further-
more true that, where a state can choose between various possible courses of 

212 Buchan, supra.n. 201, at p. 17.
213 Koivurova, supra.n. 175, at para. 16; Buchan, supra.n. 201, at p. 9.
214 Koivurova, supra.n. 175, at para. 19; see also Buchan, supra.n. 201, at pp. 25-26.
215 ICJ, Nicaragua.v..U.S., 1986,.supra.n. 4, at para. 157.
216 Buchan, supra.n. 201, at pp. 22-25. This is referred to as the ‘feasibility’ factor in the Tallinn 

Manual 2.0,.supra.n. 4, at paras. 16-18 in the explanatory note to Rule 7.
217 ILA Study Group on Due Diligence, supra.n. 175, at pp. 12 and 20-21; Buchan, supra.n. 201, 

at pp. 27-28.
218 UN ILC, Draft Prevention Articles, supra.n. 183, Commentary to Art. 3, at para. 18 (p. 155).
219 ILA Study Group on Due Diligence, supra.n. 175, at p. 23.
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action, it generally has some freedom to make such choice, provided it can 
be considered reasonable.220

The application and weighing of these factors may change over time, as notions 
or convictions of what constitutes reasonable state behaviour develop. In the cyber 
context particularly, there are a number of multilateral frameworks for formulating 
and refining norms regarding responsible state behaviour, notably the UNGGE and 
the OEWG. It is not very far-fetched to expect these norms to have some bearing 
on how the principle of due diligence will be interpreted in the cyber context in 
the future.

8.2.6. Duty.to.prevent?
As was mentioned, there is some controversy as regards the question whether the 
due diligence principle may require certain forms of preventive action in particu-
lar cases. The Tallinn Manual 2.0 takes a restrictive approach, recognising only a 
duty to act where an operation is imminent (‘material steps to execute the operation 
are being taken and a reasonable state would conclude it will be carried out’).221 
Thus, purely preventive measures of a general nature are not required by the due 
diligence principle and states have no duty to monitor cyber activity within their 
territory.222 This position seems again overly restrictive. In the opinion of the pres-
ent authors, it cannot be ruled out definitively that a case may present itself in the 
future where a certain form of general preventive action may be considered to be 
what is expected from a reasonable state in the particular circumstances.223 There 
does not seem to be a convincing legal argument for excluding similar obligations 
up front. Indeed, in the field of international environmental law a number of specific 
preventive measures, such as conducting risk assessments and taking general pre-
cautionary measures in the face of a significant risk of transboundary harm have 
been recognised.224 It is quite possible that at some point similar duties will be seen 
as what can be expected of a reasonable state in the cyber context. Moreover, the 
due diligence principle clearly requires that states have the legal and policy tools 
in place to be able to act effectively against individuals that are pursuing activities 
affecting the rights of other states or causing significant transboundary harm.225 
They should be able, for example, to initiate criminal proceedings or take admin-
istrative measures. In that sense, the duty of due diligence already has a certain 
prospective effect. 

220 Tallinn Manual 2.0, supra.n. 4, Rule 7, at para. 6; Buchan, supra.n. 201, at pp. 12-13.
221 Tallinn Manual 2.0, supra.n. 4, Rule 7, at para. 3. 
222 Ibid., at paras. 7-10.
223 Coco and de Souza Dias, supra.n. 178, at pp. 12-13.
224 See for instance Ziolkowski, supra.n. 201, at pp. 166-167; Koivurova, supra.n. 175, at para. 

18; and see UN ILC, Draft Prevention Articles, supra.n. 183, Commentary to Art. 3, at para. 14 
(p. 155).

225 Koivurova,.supra.n. 175, at para. 21; Ziolkowski, supra.n. 201, at pp. 169-171; Pirker,.supra.
n. 32, at p. 207; Heintschel von Heinegg,.supra.n. 12, at pp. 135-136; Buchan,.supra.n. 201, at 
p. 11.
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Note that the due diligence principle may also require certain procedural actions, 
such as notifying the target state of potential or impeding harms and cooperating 
with other states to address the particular risk or harm.226 In the Corfu.Channel.
case, for instance, the ICJ concluded that Albania had an obligation to notify ships 
of the existence of mines, as well as an obligation to warn the approaching British 
ships of the imminent danger they were facing.227

8.2.7. Transit.states
A final word regarding a specific case that has received some scholarly attention: 
that of transit states and the question to which extent they are required to act against 
cyber operations making use of their infrastructure.228 By transit states we mean 
states with information and communications technology (ICT) infrastructure within 
their territory that is used to transport data related to a malicious activity to its 
destination in another state. States with elaborate ICT infrastructure are understand-
ably reluctant to accept any special duty to act against data passing through their 
territory. Indeed, in many cases it may be impossible to know for a state that certain 
data passes through their territory, let alone that it is part of a malicious cyber 
operation. Moreover, even if a transit state takes action and prevents the data from 
passing through its territory, the data may easily be rerouted, which would make 
their action wholly superfluous.229 However, given the flexible nature of the due 
diligence principle, and its emphasis on knowledge, reasonableness and the cir-
cumstances of the case, it seems perfectly equipped to take these factors into account 
in a particular case. Accordingly, there is no pressing reason to craft a special 
exception for transit states up-front.

9. ATTRIBUTION

9.1 Meaning and history

For a state to be held responsible under international law for a cyber operation and, 
by extension, for a target state to be able to take a countermeasure in response, it 
must be possible to attribute the operation to the state first mentioned.230 Accord-
ing to the law of state responsibility attributing a cyber operation to a state is a 

226 Koivurova, supra.n. 175, at para. 21; Ziolkowski, supra.n. 201, at p. 166.
227 ICJ, Corfu.Channel.case, supra.n. 3, at p. 22.
228 A. Reinisch and M. Beham, ‘Mitigating Risks: Inter-State Due Diligence Obligations in Case 

of Harmful Cyber-Incidents and Malicious Cyber-Activity – Obligations of the Transit State’, 
58 German.Yearbook.of.International.Law (2015) pp. 101-112, available at <https://ssrn.com/
abstract=2664322>; Schmitt, supra.n. 188, at pp. 72-73.

229 Heintschel von Heinegg, supra.n. 12, at p. 138; and see Tallinn Manual 2.0, supra.n. 4, Rule 6, 
at para. 14.

230 If a state is the victim of a violation by another state of an obligation under international law 
(i.e. an internationally wrongful act), under certain circumstances it may take countermeasures 
in response. Countermeasures are acts (or omissions) that would normally constitute a violation 
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prerequisite for invoking state responsibility for an internationally wrongful act. 
The Draft Articles on Responsibility of States for International Wrongful Acts 
(ARSIWA)231 reflect the law of state responsibility.232 The authors submit that they 
are an articulation of customary international law. Therefore, they refer to the 
ARSIWA in the context of attribution of cyber operations to states.

In the cyber context, attribution is often said to be more difficult because of the 
non-physical element of cyber activity. This is debatable, however. Attribution 
depends on evidence of a malicious act, as well as evidence linking the act to a 
state. Holding another state responsible has legal and – some would say just as 
importantly – political consequences. Here we can find one of the main reasons 
why it does not happen often. If (legal) attribution is seriously considered, states 
will want to take time to make sure that they are not making a mistake, which could 
have unpleasant consequences. For example, in the case of the downing of flight 
MH17 it took four years before the Netherlands and Australia asserted, on the 25 
May 2018, ‘the Russian Federation’s responsibility for its role in the downing of 
flight MH17 on 17 July 2014.’233 The Netherlands and Australia publicly stated 
they were holding Russia responsible for an internationally wrongful act for its 
part in downing flight MH17 without specifying the specific international obliga-
tion Russia vis-à-vis the Netherlands and Australia had been violated. In a letter 
to the Dutch Parliament the Dutch Minister of Foreign Affairs explained that ‘it 
required an in-depth analysis of the facts and the law, as well as bilateral consulta-
tions with other countries involved.’ Part of the analysis included a conclusion by 
the Joint Investigation Team that the Buk installation (the missile with which flight 
MH17 had been downed) belonged to the Russian army.

Nevertheless, a number of issues with regard to attribution in the cyber context 
merit further attention and will be discussed below.

9.2 Types of attribution

In the context of cyberspace, three forms of attribution can be distinguished:

of an obligation under international law, but which are permitted in this particular case because 
they are a response to a previous violation by another state.

231 UN International Law Commission, Draft.Articles.on.the.Responsibility.of.States.for.Interna-
tionally.Wrongful.Acts,.with.commentaries, 2001, included in the Report of the International 
Law Commission on the work of the 53rd session, 23 April-10 August 2001, UN Doc. A/56/10. 
The UNGA took note of the Draft Articles in Resolution 56/83 ‘Responsibility of States for 
internationally wrongful acts’, UN Doc. A/RES/56/83 28 January 2002.

232 For the notion of customary law, see D.D. Caron, ‘The ILC Articles on State Responsibility: 
The Paradoxical Relationship Between Form and Authority’, 96(4) American.Journal.of.Inter-
national.Law (2002) pp. 857-873, at p. 865; and J. Crawford, ‘The ILC’s Articles on Respon-
sibility of States for Internationally Wrongful Acts: A Retrospect’, 96(4) American.Journal.on.
International.Law (2002) pp. 874-890, at p. 890.

233 Letter of 25 May 2018 from the Minister of Foreign Affairs to the President of the House 
of Representatives on the state responsibility of Russia in the matter of MH17, available at 
<https://www.government.nl/documents/letters/2018/05/31/letter-from-the-minister-of- 
foreign-affairs-on-the-state-responsibility-of-russia-in-the-matter-of-mh17>.
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(1) Technical attribution – a factual and technical investigation into the possible 
perpetrators of a cyber operation and the degree of certainty with which their 
identity can be established.

(2) Political attribution – a policy consideration whereby the decision is made to 
attribute (publicly or otherwise) a specific cyber operation to an actor with-
out necessarily attaching legal consequences to the decision (such as taking 
countermeasures). The attribution need not necessarily relate to a state; it 
may also concern a private actor.

(3) Legal attribution – a decision whereby an injured state attributes an act or 
omission to a specific other state with the aim of holding that state legally 
responsible for the violation of an obligation pursuant to international law. 
To establish the responsibility of a state for an internationally wrongful act, 
two elements are required. Attribution is just one half; the other half consists 
of the internationally wrongful act (the breach of an international obligation 
of the state). The two elements are distinct. To show that conduct is attribut-
able to the state says nothing about the legality of that conduct, and rules of 
attribution should not be formulated in terms which imply otherwise.234 

In the case of legal attribution, a distinction must be made between operations 
carried out by or on behalf of a state and operations carried out by non-state actors. 
An act by a government body in its official capacity (for example a state’s National 
Cyber Security Centre) is always attributable to the state. In principle, an act by a 
non-state actor is not attributable to a state. The situation is different, however, if 
a state has effective control over the act, as laid down in Article 8 ARSIWA.235 In 
that case, the non-state actor (in the cyber context the term ‘proxy’ is more com-
monly used) carries out the operation on the instructions of, or under the direction 
or control of that state. The threshold for establishing effective control is high. A 
financial contribution to the activities of a non-state actor, for example, is not suf-
ficient as the ICJ pointed out in the Nicaragua case.236 In this case the ICJ used 
the words ‘complete dependence’ of the non-state actor to describe the situation 
of effective control.237 The ICJ has been consistent in its case law where it had to 
determine whether a state incurred responsibility under the rule of customary inter-
national law set out in Article 8 ARSIWA.238 

234 UN ILC, Draft Articles, supra n. 231, at p. 38.
235 UN ILC, Draft Articles, supra n. 231, Art. 8 (Conduct directed or controlled by a State). The 

effective control test was first introduced by the ICJ, see.ICJ, Nicaragua.v..U.S., 1986,.supra.
n. 4, at paras. 110-115. 

236 ICJ, Nicaragua.v..U.S., 1986,.supra.n. 4, at paras. 115, 277.
237 Ibid., at para. 110.
238 Application.of. the.Convention.on. the.Prevention.and.Punishment.of. the.Crime.of.Genocide 

(Bosnia.and.Herzegovina.v..Serbia.and.Montenegro), ICJ 26 February 2007, ICJ Reports 2007, 
p. 43, at para. 404.
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The second option for an act of a non-state actor to be legally attributable to a 
state is when the state accepts it as its own act after the fact.239 The example that 
comes to mind when we talk about adopting responsibility following a non-state 
actor’s conduct is the Teheran.Hostages.case. In this case, the ICJ distinguished 
between two legal situations with regard to the seizure of the US Embassy, its 
Consulate, and its personnel in Tehran. With respect to the seizure, the militants 
were purely non-state actors. The situation changed, however, when the Iranian 
State issued by a decree that expressly approved and maintained the situation after 
it had started.240 The Iranian State thus endorsed the actions of the militants and 
as a result facilitated the unlawful situation remaining unchanged. As a result of 
the policy of endorsing the hostage situation with public statements, Iran had 
transformed the legal nature of the situation created by the occupation of the 
Embassy and the detention of its diplomatic and consular staff as hostages and was 
now itself legally accountable for prolonging the hostage situation.241

In the cyber context, Article 8 ARSIWA is important because states frequently 
use non-state actors to conduct cyber operations, and subsequently deny their own 
involvement. For example, cyber hacking groups, or Advanced Persistent Threat 
(APT) groups, have become a central part of Russia’s malicious cyber engage-
ment.242 ‘While direct links to the Russian government are difficult to prove 
conclusively, there are a number of groups whose activities closely align with the 
Kremlin and Russian military objectives.’243 Chinese hackers have played a crucial 
role in stealing research related to the COVID-19 pandemic. The US recently 
decided to prosecute two individuals suspected of spying on US companies doing 
coronavirus research.244 According to the indictment, the hackers ‘worked with, 
were assisted by, and operated with the acquiescence of’ the Chinese Ministry of 
State Security.245 The Chinese government called the accusations (and its alleged 
role in the matter) absurd.246

239 Included the ARSIWA in Art. 11 (Conduct acknowledged and adopted by a State as its own); 
see UN ILC, Draft Articles, supra n. 231, at p. 52.

240 United.States.Diplomatic.and.Consular.Staff.in.Tehran, (United.States.of.America.v..Iran), ICJ 
24 May 1980, ICJ Reports 1980, p. 3.

241 Ibid., at para. 74.
242 M. Connell and S. Vogler, ‘Russia’s Approach to Cyber Warfare’, CNA.Occasional. Paper.

.Series (2016), available at <https://apps.dtic.mil/sti/pdfs/AD1019062.pdf>, at p. 7.
243 Ibid.
244 E. Geller and B. Woodruff Swan, ‘DOJ says Chinese hackers targeted coronavirus vaccine 

research’, Politico 21 July 2020, available at <https://www.politico.com/news/2020/07/21/doj-
chinese-hackers-coronavirus-research-375855>.

245 US Department of Justice, Press Release, ‘Two Chinese Hackers Working with the Ministry 
of State Security Charged with Global Computer Intrusion Campaign Targeting Intellectual  
Property and Confidential Business Information, Including COVID-19 Research’, 21 July 2020, 
available at <https://www.justice.gov/opa/pr/two-chinese-hackers-working-ministry-state-
security-charged-global-computer-intrusion>.

246 BBC News, ‘US charges Chinese Covid-19 research ‘cyber-spies’, 21 July 2020, available at 
<https://www.bbc.com/news/world-us-canada-53493028>.
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9.3 Standard of proof

Under international law there is no fixed standard concerning the specific evidence 
a state must present for legal attribution. In their advice on ‘cyber warfare’ the 
CAVV and the AIV rightly observe as follows in this regard: ‘International law 
does not have hard rules on the level of proof required but practice and case law 
require sufficient certainty on the origin of the attack and the identity of the author 
of the attack before action can be taken.’247

In the Corfu.Channel.case the ICJ gave an indication of what it required in this 
respect when it said that statements attributed by a witness to third parties ‘can be 
regarded only as allegations falling short of conclusive evidence’ and also that ‘[a] 
charge of such exceptional gravity against a State would require a degree of cer-
tainty that has not been reached here’.248 In the Oil.Platforms case, the ICJ did not 
explain the standard of proof to be met, but it did say:

The Court does not have to attribute responsibility for firing the missile that struck 
the Sea.Isle.City, on the basis of a balance of evidence, either to Iran or to Iraq; if at 
the end of the day the evidence available is insufficient to establish that the missile 
was fired by Iran, then the necessary burden of proof has not been discharged by the 
United States.249

It has been submitted that it may have something to do with the fact that the ICJ 
has judges from a civil background as well as judges from a common-law back-
ground that the Court has been reluctant to be more specific.250 In the case 
concerning Armed.Activities.on.the.Territory.of.the.Congo, the ICJ noted that:

These findings of fact necessarily entail an assessment of the evidence. The Court 
has in this case been presented with a vast amount of materials proffered by the 
Parties in support of their versions of the facts. The Court has not only the task of 
deciding which of those materials must be considered relevant, but also the duty to 
determine which of them have probative.value with regard to the alleged facts.251

In the Bosnia.Genocide case, the ICJ stated:

The Court has long recognized that claims against a State involving charges of 
exceptional gravity must be proved by evidence that is fully conclusive (cf..Corfu.

247 AIV/CAVV, supra.n. 69, at p. 22; and see Netherlands letter to Parliament, Appendix,.supra.
n. 1, at p. 7.

248 ICJ, Corfu.Channel.case, supra.n. 3, at p. 17.
249 ICJ, Oil.Platforms. (Islamic.Republic.of. Iran.v..United.States.of.America), ICJ 6 November 

2003, ICJ Reports 2003, p. 161, at para. 57 (emphasis added).
250 R. Higgins, President of the ICJ, Speech to the Sixth Committee of the UN General Assembly, 

2 November 2007, available at <https://www.icj-cij.org/files/press-releases/3/14123.pdf>, at 
p. 5.

251 Armed.Activities.on.the.Territory.of.the.Congo (Democratic.Republic.of.the.Congo.v..Uganda), 
ICJ 19 December 2005, ICJ Reports 2005, p. 168, at para. 58.
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Channel.(United.Kingdom.v..Albania),.Judgment,.I.C.J..Reports.1949,.p. 17). The 
Court requires that it be fully convinced that allegations made in the proceedings, 
that the crime of genocide or the other acts enumerated in Article III have been 
committed, have been clearly established. The same standard applies to the proof of 
attribution for such acts.252

To sum up, the standard for evidence that the ICJ applies is a standard of probative 
value, a reasonable degree of certainty, unless a claim involves charges of excep-
tional gravity, in which case the ICJ requires the evidence to be fully conclusive. 
In assessing the evidence, the ICJ attaches great importance to relevant information 
of public international organisations.253 From its case law, it can be asserted that 
the Court also considers relevant the type of evidence that can be ‘corroborated by 
impartial, neutral sources’.254

The Netherlands, for example, has taken the view that ‘the burden of proof will 
indeed vary in accordance with the situation, depending on the seriousness of the 
act considered to be in breach of international law and the intended 
countermeasures.’255

9.4 Means of proof

In order to attribute a cyber operation, it is not required that a state disclose the 
underlying evidence. Evidence in the legal sense becomes relevant only if legal 
proceedings are instituted. A state that takes countermeasures or relies on its inher-
ent right of self-defence in response to a cyber operation may eventually be held 
to account for its actions, for example if the matter is brought before the ICJ. In 
such a situation, the state must be able to provide evidence justifying the counter-
measure or the exercise of the right of self-defence. This can include both 
information obtained through regular channels and intelligence gathering.

It could be that a state has an internal policy that requires information to be 
gathered by its own agencies. A reason may be that the classified nature of some 
of the information that is shared by third parties may pose a problem. If information 
obtained from a third source is classified, it might not be possible for it to be dis-
closed publicly in order to be used in legal proceedings, certainly not without 
permission of the source. States therefore need open source information or infor-
mation that can be declassified if they foresee that they will need to prove the 
legality of an attribution in future legal proceedings.

International law does not require the evidence to consist of independently 
gathered information, which is especially relevant for states that lack a high level 
of cyber capabilities. However, information received from other sources (third 

252 ICJ, Bosnia.and.Herzegovina.v..Serbia.and.Montenegro,.supra.n. 198, at para. 209.
253 Art. 34(2) of the ICJ Statute states: ‘The Court […] may request of public international organi-

zations information relevant to cases before it, and shall receive such information presented by 
such organizations on their own initiative.’

254 ICJ, Congo.v..Uganda, supra.n. 251, at para. 298.
255 Netherlands letter to Parliament, Appendix,.supra.n. 1, at p. 7.
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states or non-state actors) might not always be completely trustworthy or verifiable, 
leaving doubt as to the conclusiveness of the evidence.

In conclusion, for the purpose of legal attribution, states need evidence they can 
rely upon in court, should it ever reach that stage. States therefore seem to prefer 
independently gathered information, combined with open-source information and 
third-party evidence.

9.5 Multi-stakeholder model

Cyber is a multi-stakeholder domain, involving inter.alia states, corporate actors, 
academics and civil society. The valuable contribution some of these stakeholders 
can make to the process of attribution is sometimes overlooked. Large IT compa-
nies have stressed the importance of technical attribution with a view to holding 
both state and non-state actors accountable for malicious acts in cyberspace. Pro-
posals have been put forward to set up attribution mechanisms, attribution councils 
and all sorts of variations thereto. In 2016, Microsoft was one of the first IT com-
panies to put forward the idea of establishing an independent body not aligned with 
any particular nation that could help make technical attribution judgments when 
circumstances call for it.256 The International Attribution Organization, proposed 
in the Microsoft Digital Geneva Convention, would group together the public and 
private sector, civil society, and academia in an effort to investigate and serve as 
an information sharing entity.257 The proposal suggested it could resemble the 
International Atomic Energy Agency. It raises many issues; especially the over-
arching idea of a Digital Geneva Convention received a lot of criticism from the 
international legal community.258 The main argument underlying this criticism is 
that a basic international legal framework already exists to protect civilians in war 
and peacetime. The value of the existing Geneva Conventions – in addition to its 
content – lies in their almost unique universality and largely customary law status. 
196 states have signed the Conventions.259 The authors are of the view that it is 
very doubtful that a new treaty will enjoy a similar positive result. In any case, it 

256 Scott Charney et al., ‘From Articulation to Implementation: Enabling progress on cybersecurity 
norms’, Microsoft Corporation, white paper, June 2016.

257 ‘An attribution organization to strengthen trust online’, Microsoft Corporation, policy paper, 
available at <https://www.microsoft.com/en-us/cybersecurity/content-hub/an-attribution-
organization-to-strengthen-trust-online>.

258 See e.g. T. Minárik and K. van der Meij, ‘Geneva Conventions Apply to Cyberspace: No Need 
for a ‘Digital Geneva Convention’, NATO Cooperative Cyber Defence Centre of Excellence 
(CCDCOE) [18 July 2017], available at <https://ccdcoe.org/news/2017/geneva-conventions-
apply-to-cyberspace-no-need-for-a-digital-geneva-convention/>; and S. Feldstein and D. Sul-
livan, ‘Protecting Civilians in Cyberspace: Ideas for the Road Ahead’, Just Security 3 July 
2018, available at <https://www.justsecurity.org/58838/protecting-civilians-cyberspace-ideas-
road/>.

259 See e.g. the list of signatories to Convention (IV) relative to the Protection of Civilian Persons 
in Time of War, Geneva, 12 August 1949, UNTS Vol. 75, p. 287, available at <https://ihl-data
bases.icrc.org/applic/ihl/ihl.nsf/States.xsp?xp_viewStates=XPages_NORMStatesParties&xp_
treatySelected=380>.
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will require a lot of time and energy from the states involved, which perhaps, at 
this stage, may be better spent in clarifying the existing legal framework. At the 
moment, there is no need for new law. Rather, there is need for better understand-
ing of how the law applies in the cyber context. In this regard, it is regrettable that 
most states have not even clarified their views on the application of existing inter-
national law to cyberspace.

Tech companies may not be best placed to opine on the possible need for new 
treaty law, but they could play an important role in the process of technical attribu-
tion, i.e. the factual analysis needed in order to proceed with legal attribution. Many 
of these companies have highly sophisticated capabilities, which could especially 
assist states with underdeveloped cyber capacity. For example, iSight, a private 
company with over 200 cyber threat analysts, would rank in the top 10 if it ‘were 
a government-run cyber intelligence agency’.260 Some states have indeed adopted 
policies that include consultations with non-governmental stakeholders.261

Thus far, governments have chosen to attribute malicious acts publicly, not with 
a view to establishing legal responsibility. They seem to attribute in a political 
sense to both state and non-state actors alike.262 For example, in their statements 
on the attribution of the WannaCry Malware Attack to North Korea or North Korean 
actors, the US and UK did not mention state responsibility or international law.263 
On the other hand, such statements often do mention the importance of adhering 
to international law. WannaCry affected between 230,000 and 300,000 computers 
in over 150 countries.264 The UK was said to have been hit the hardest. At least 81 
of the 236 trusts of England’s National Health Service were affected.265 However, 
even in the case of an injured state – the UK’s public health services were severely 
affected – attribution has been of a political nature only. At present, there are no 
instances of legal attribution of a cyber operation. One reason could be that states 

260 T. Maurer, Cyber.Mercenaries:.The.State,.Hackers,.and.Power, Cambridge, Cambridge Uni-
versity Press 2018, at p. 162.

261 The Netherlands, for example, has helped set up the Global Forum on Cyber expertise, a multi-
stakeholder community of more than 115 members and partners from all regions of the world, 
aiming to strengthen cyber capacity and expertise globally.

262 M. Mueller et al., ‘Cyber Attribution: Can a New Institution Achieve Transnational Credibil-
ity’, 4(1) The Cyber Defense Review (2019) pp. 107-121, available at <https://cyberdefense
review.army.mil/Portals/6/9_MUELLER_CDR_V4N1.pdf?ver=2019-04-30-105159-563>, at 
p. 110.

263 See White House, Press Briefing on the Attribution of the WannaCry Malware Attack to North 
Korea, 2017, available at <https://www.whitehouse.gov/briefings-statements/press-briefing-
on-the-attribution-of-the-wannacry-malware-attack-to-north-korea-121917/>. Accessed on 20 
July 2020; Foreign Office Minister condemns North Korean actor for WannaCry attacks, 2017, 
available at <https://www.gov.uk/government/news/foreign-office-minister-condemns-north-
korean-actor-for-wannacry-attacks>. Accessed on 20 July 2020. 

264 Michael N. Schmitt and Sean Fahey, ‘WannaCry and the International Law of Cyberspace’, 
Just.Security (New.York.University.School.of.Law) 22 December 2017, available at <https://
www.justsecurity.org/50038/wannacry-international-law-cyberspace/>.

265 National Audit Office, ‘Investigation: WannaCry cyber attack and the NHS’, Report by the 
Comptroller and the Auditor General, 25 April 2018, available at <https://www.nao.org.uk/
wp-content/uploads/2017/10/Investigation-WannaCry-cyber-attack-and-the-NHS.pdf>.
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do not consider they have sufficient information to link a non-state actor to a state, 
as is required by the doctrine of effective control in order to legally attribute a 
violation of international law to a state. Political attribution is not limited to states. 
It allows states to cull out hackers’ groups, while at the same timing noting that a 
state was behind it or by simply stating that state involvement is ‘highly likely’.266

Even though most states heavily rely on a certain degree of independently 
gathered information, the authors are of the view tech companies can play a crucial 
role in obtaining evidence in order to get the complete story of the cyber operation. 
Public-private partnerships could be important contributors in this regard.267 Espe-
cially less cyber-equipped states could benefit from high-level technical assistance 
and cooperation.

10. PROPOSITIONS AND POINTS FOR DISCUSSION

1. Respect for the sovereignty of other states is a binding obligation, whose 
violation, in turn, may constitute an internationally wrongful act. In the cyber 
context, this means that states should respect both the internal and external 
sovereignty of other states with regard to cyber matters and that they may not 
conduct cyber operations that violate the sovereignty of another country.

2. A cross border cyber operation with solely non-physical effects upon the ter-
ritory of another state may constitute a violation of that state’s sovereignty, 
provided inter. alia that a certain threshold of severity is attained. Such a 
threshold may be established by considering factors such as nature and severity 
of the effects, the context of the cyber operation and the question whether the 
target state’s national law was violated.

3. Operations that are designed to influence the way a population, or a part of it, 
thinks – and therefore decides or votes – could be seen to be coercive in the 
sense that it undermines the right to self-determination of the people, against 
the will of the State.

4. Operations with severe consequences of a non-physical nature could have 
severe effects on the functioning of a state and its population. Therefore, a 
cyber operation with a very serious financial or economic impact, but without 
physical consequences, could qualify as the use of force.

5. The principle of due diligence is a binding obligation, which may entail dif-
ferent duties in different contexts at different moments in time, depending 
on the circumstances of the case. In order for the principle to apply, it is not 

266 White House, Press Briefing,.supra.n. 263. The US attributed the attack to North Korea. The 
UK attributed it to North Korean actors.

267 See n. 261 supra.
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necessary to establish that the harmful activity or omission was carried out 
by an actor other than the territorial state, nor that there was a violation of a 
right of the damage suffering state.

6. In line with the object and purpose of IHL to protect civilians and civilian 
infrastructure, limiting the definition of attack – as described in Article 49 of 
Additional Protocol I to the Geneva Conventions – to physical effects seems 
overly restrictive.

7. A first step towards enhancing the protection of individuals against human 
rights violations carried out by foreign states through cross border cyber op-
erations, would be to recognise the following voluntary, non-binding norm: 
states must respect human rights in their cross border cyber activities, including 
those outside of their jurisdiction. This norm would apply only to the negative 
state obligation to refrain from human rights violations.

8. The concentration of power that is currently observed on the internet is equally 
harmful as a lack of plurality of traditional media. States have a positive ob-
ligation, therefore, to ensure better plurality of online information services, 
and should consider more interventionist measures, such as forcing large 
companies to cooperate better with other companies, for instance by sharing 
essential data, allowing more access to, or compatibility with, their platforms 
or services and making it easier for consumers to switch providers.

9. At this stage, there is no need for new international law applicable to cyber 
operations. Rather, there is need for better understanding of how existing law 
applies in the cyber context.

10. A collective of small incidents that individually would not meet the threshold 
of an armed attack could still meet this threshold, if they constitute a series of 
actions or omissions defined in aggregate as wrongful.

11. Cyber operations without physical effects that could possibly be qualified as an 
armed attack include an operation directed against a state’s financial system, 
as well as a cyber operation targeting the stock exchange or the central bank, 
resulting in a complete collapse of the target state’s economy.
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1. INTRODUCTION

This report is a reflection on the developments in cyberspace in the last twenty-five 
years from the perspective of international law. After an introductory description 
of these developments, the absence of a cyber-specific system of rules of interna-
tional law will be noted. In Section 3, cyberspace will be analysed as a common 
concern, be it because of its physical infrastructure or because of common interests 
and common threats related to international human rights and businesses in the 
(non-physical) virtual domain. The position of private parties (companies as well 
as non-governmental organizations) in furthering this common concern will be 
discussed. In Section 4, the analysis will be continued from the perspective of 
sovereign states. The so-called Balkanisation of cyberspace will be reflected upon. 
Finally, the actual threats to sovereign states will be discussed, especially regard-
ing cyber espionage, the infliction of damage in the real world and the problems 
of fake news and meddling with elections. The aim of the report is the identification 
of the most urgent steps to be taken in international law with respect to cyberspace.

1.1 What is cyberspace and how did it come about?

More than 4.5 billion people, over sixty percent of the world population, are con-
nected to the Internet. Half of them live in Asia, but the penetration rates are 
highest in North America and Europe.1 It came to pass at a staggering speed after 
the initial start of Arpanet in 1969 and the proliferation of personal computers in 
the 1980s. The proposal by Tim Berners-Lee of CERN2 in 1990 in particular to 
build a worldwide web was a break-through: a web of ‘hypertext documents’ to 
be viewed by ‘browsers’ meant that people could find and read a text on their own 
devices if it was stored elsewhere (by someone else). A similarly large step forward 
was the launch of the smartphone in 2007, when it became possible for many all 
over the world to have a computer with a camera in their back pockets.

Cyberspace is ‘the environment formed by physical and non-physical compo-
nents to store, modify and exchange data using computer networks’.3 The 
physical components consist primarily of cyber infrastructure, i.e. the communica-
tions, storage, and computing devices upon which information systems are built 
and operating. These include all kinds of interconnected devices that enable the 
exchange of data – be it wired or wireless.

The non-physical element is harder to describe. Part of it consists in technical 
standards, the rules for domain names and other protocols. But there is more to it 

1 See <https://www.internetworldstats.com/stats.htm>.
2 CERN is the Geneva based European Organization for Nuclear Research that operates the larg-

est particle physics laboratory in the world.
3 Michael N. Schmitt (ed.),.Tallinn.Manual.2.0.on.the.International.Law.Applicable.to.Cyber.

Operations, Cambridge, Cambridge University Press 2017, (glossary) (hereinafter the ‘Tallinn 
Manual 2.0’); Michael N. Schmitt (ed.), Tallinn.Manual.on.the.International.Law.Applicable.
to.Cyber.Operations, Cambridge, Cambridge University Press 2013, at p. 258.
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than that. It might be best to start with the definition of computer data in Article 
1(b) Cybercrime Convention (Budapest 2001).4 Computer data means

any representation of facts, information or concepts in a form suitable for process-
ing in a computer system, including a program suitable to cause a computer system 
to perform a function;

New data are constantly stored, modified and exchanged in an expanding domain 
of meaningful representations.

A qualitative change occurred when in 1998 Google scientists started to work 
on the idea that the queries by individual users could be used to make the search 
engine a recursive learning system that constantly improved the speed, accuracy, 
and relevance of its results. Consequently, engineers were able to build a virtual 
domain where individual preferences and collective trends could be identified based 
on statistical analyses of the data extracted from the behaviour of users – by using 
the actions of users as signals, whether it was the words in the queries or the amount 
of time between the clicks. Another big step by which the activities of individual 
users became even more relevant for international law and politics was the intro-
duction of social media, such as Facebook (2004), YouTube (2005) and Twitter 
(2006), and many other specialized platforms. The resulting network of platforms 
can be considered a global public resource. The world wide web is no longer being 
used only for sending e-mails, buying stuff and searching for information (in word, 
sound and image). Now everyone is able to upload their thoughts, pictures and 
videos for the general public without much effort and without the necessary involve-
ment of intermediary publishers and broadcasters. Thus the web made it possible 
for huge numbers of people to create new information, to improve commerce and 
to realize worldwide monetary transactions in less than the blink of an eye.5 The 
consequence is that, nowadays, the non-physical element of cyberspace can be 
considered a global resource where platforms have penetrated the heart of societ-
ies, influencing markets and labour relations, circumventing institutions, 
transforming social and civic practices, affecting democratic processes,6 and chang-
ing international relations.

4 Council of Europe Convention on Cybercrime, Budapest 23 November 2001, European Treaty 
Series No. 185.

5 Jeff Schultz, ‘How Much Data is Created on the Internet Each Day’, Micro Focus Blog 8 June 
2019, available at <https://blog.microfocus.com/how-much-data-is-created-on-the-internet-
each-day/>, mentions 3.5 billion searches via Google each minute. Every minute, Facebook 
users post 500,000 new comments, 293,000 new statuses, and 136,000 new photos; YouTube 
users are uploading more than 400 hours of video; and Twitter users are sending more than 
474,000 tweets per minute.

6 José van Dijck, Thomas Poell and Martijn de Waal, The.Platform.Society..Public.Values.in.a.
Connective.World, Oxford, Oxford University Press 2018.
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1.2 Cyberspace and international relations: the historical reality 
behind the law

1.2.1. Beginnings
The gradual formation of cyberspace caused the development of a new domain for 
international law. In order to identify the most urgent legal questions in the field, 
it might be useful to look into the empirical reality of this domain.

The first examples of digital activities with some international, political conse-
quences have to do with rebel groups trying to find international support. The most 
important example7 is the Serbian student group Otpor! that started in 1998 to 
organize protests via the web against then-president Milosevic and who broke the 
media monopoly of the president by the banned radio station B92 that broadcasted 
via the Internet. Two prominent Otpor! leaders, Srdja Popovic and Slobo Djinovic, 
started training activists in Georgia, Ukraine and Iran, who would later take part 
in what became known as the colour revolutions (Rose, Orange and Green 
respectively).8 Once the protests quieted down in Iran, however, the authorities 
embarked on a digital purge of their opponents.9 The same fate would befall many 
activists in the Arab Spring (2010-2012).

It did not take long before strategists of the major powers converged on the 
importance of the new, virtual, domain. When a pipeline burst in Bellingham, 
Washington, in 1999 as a result of software failure, the authorities started to take 
note of the vulnerabilities that had come with the quick and thorough conversion 
to digital control systems and computer-managed operations.10 An international 
aspect of these vulnerabilities was noticed when, in the late 1990s, activities from 
foreign countries on domestic soil became known. These operations, code-named 
Moonlight Maze and Titan Rain, were activities of hackers who had stolen thou-
sands of files containing technical research, military maps, U.S. troop configurations, 
military hardware designs, encryption techniques from the Pentagon, as well as 
unclassified material concerning sensitive technologies, for example from Lockheed 
Martin and NASA. The operations originated in Russia and China, but the respec-
tive governments denied any responsibility.

Not only the United States, but also China and Russia were interested in the 
development of cyberspace. The Chinese Internet had become a closed system, 
when the Golden Shield Project, launched in 1998, made it a separate network of 
service and control based on a sophisticated system of keyword filtering. From the 
beginning the Chinese authorities realized that in order to secure a ‘harmonious 
society’ the reins of Internet would have to stay in the government’s hands. On the 

7 Another early example is the rebel army of the so-called Zapatista’s (EZLN) in Chiapas, Mex-
ico, that shared their manifesto on-line with like-minded leftists in other countries in 1994.

8 Peter Pomerantsev, This.Is.Not.Propaganda,.Adventures.in.the.War.Against.Reality, London, 
Faber and Faber 2019, at pp. 59-69.

9 Evgeny Morozov, The. Net. Delusion:. The. Dark. Side. of. Internet. Freedom, New York, 
Public Affairs 2011.

10 Richard A. Clarke and Robert K. Knake, Cyber.War, New York, HarperCollins Publishers 
2010, at pp. 97-98.
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international level the possibilities to outmanoeuvre status.quo powers by using 
the Internet were appreciated early.11 China’s 2004 White Paper on National Defence 
states that ‘informationalization has become the key factor in enhancing the war 
fighting capability of the armed forces’.12 For the outside world, the major problems 
in those years supposedly coming from China had to do with the protection of 
copyrights and sensitive information.

In Russia, the idea of information war was drawing attention among geopoliti-
cal analysts. In the late 1990s, they were speculating that the Soviet Empire had 
not collapsed because of its economic policies, but because of ‘information viruses’ 
planted by western security services with ideas such as freedom of speech (Glasnost) 
and economic and political reform (Perestroika). This information war had to be 
countered according to the Information Security Doctrine (2000), which was also 
prompted by analysis of experiences in the first Chechen war. Not unlike its Chinese 
counterpart, the Russian Internet was based on the idea of ‘internet sovereignty’.13 
Externally, the Russians seem to have been among the first to use cyber capacities 
alongside kinetic lines of operations in the Estonia cyber attacks (2007), the Rus-
sia-Georgia war (2008) and Kyrgyzstan (2009)14 – although the government denied 
that it was engaged in cyber wars. In the so-called Bronze Night of 27 April 2007, 
a riot broke out between a Russian ethnic group and Estonian nationalists after the 
relocation of a Red Army soldier statue in Tallinn. Immediately thereafter, the 
servers supporting the most often utilized webpages in Estonia were flooded with 
cyber access requests after which the servers collapsed and were shut down. Esto-
nians could not use their on-line banking, their newspaper websites or their 
government’s electronic devices. This DDoS attack – distributed denial of service 
– hit hundreds of key sites in the country week after week. In the Russia-Georgia 
war, a conflict was provoked by South Ossetian rebels by staging a series of missile 
raids on Georgian villages. The Georgian army reacted by invading the region. The 
next day the Russian army moved and so did its cyber warriors – although the 
government stated that the cyber attacks were a populist response that was beyond 
the control of the Kremlin – by preventing the Georgians from learning what was 
going on by DDoS attacks on the most important media outlets and by blocking 
Georgia’s access to CNN and BBC websites.15

11 See the work of two Chinese army colonels, Qiao Liang and Wang Xiangsui, Unrestricted.
Warfare, published in 1999 and translated in 2015; see also Clarke and Knake, supra n. 10 at 
pp. 50-51.

12 Hans Bouwmeester, Hans Folmer and Paul Ducheine, ‘Cyber security and policy responses’, in 
Paul Ducheine, Frans Osinga, Joseph Soeters (eds.), Cyber.Warfare..Critical.Perspectives, The 
Hague, T.M.C. Asser Press 2012, at p. 35.

13 Pomerantsev, supra n. 8 at p. 109.
14 ‘Kyrgyzstan Under DDoS Attack from Russia’, SecureWorks 27 January 2009, available at 

<https://www.secureworks.com/blog/research-20957>; ‘DdoS attack boots Kyrgyzstan from 
net – Russian bears blamed’, The.Register 28 January 2009, available at <https://www.the
register.co.uk/2009/01/28/kyrgyzstan_knocked_offline/>.

15 Clarke and Knake, supra n. 10 at pp. 17-19.
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1.2.2. Real.damage
Interstate hacking into sensitive information and DDoS attacks in order to obstruct 
communications in the context of civil unrest or war are both new phenomena in 
interstate relations. Another level was reached when on 6 September 2007 the air 
defence network of Syria was taken over by the Israeli Air Force just before Israel 
bombed a facility that was supposed to be a nuclear reactor in Eastern Syria, referred 
to as the Al Kibar site.16 The operation was initially hushed up, but after the acknowl-
edgement of Israel in 2018 this can be considered the first example of interstate 
hacking as a collateral to actually facilitate kinetic bombing.

An even more important breakthrough was ‘Operation Olympic Games’, because 
in that case no kinetic bombs had to be used: the cyber attack brought about real 
damage. This operation was developed when US and Israeli intelligence agencies 
feared that it would not take Iran more than two years to develop a nuclear bomb, 
because of the successful nuclear enrichment programme in the facility of Natanz. 
They looked for opportunities to sabotage the programme. In order to avoid the 
risk of an all-out war by bombing the facility, Stuxnet, a piece of partially autono-
mous malware, was designed to destroy its critical equipment. Sometime in 2008, 
Natanz’s engineers began to experience the random spinning out of control of their 
centrifuges. The malware had been targeting all kinds of frequency converters, 
devices used to change an electric current. In late 2009 and early 2010, officials of 
the International Atomic Energy Agency reported that out of the 8,700 centrifuges 
in Natanz as many as 2,000 were damaged. Everything went according to the plans 
of the attackers until the hackers behind Stuxnet lost control of their creation and 
the activities became known in the summer of 2010.17

Iranian hackers responded to Stuxnet with DDoS attacks on JPMorgan, three 
other American banks and the New York Stock Exchange. More importantly, in 
2012 they struck Saudi Arabia by unleashing a wiper virus – Shamoon – onto 
30,000 Aramco computers and 10,000 servers: in their panic Saudi technicians 
physically unplugged Aramco offices all around the world.18 With these reprisals 
specific private enterprises became targets of damaging cyber operations. In early 
2014, the Iranians melted down computer equipment at the Sands Casino in Las 
Vegas, to show the owner that, if he wanted to advocate setting off a nuclear weapon 

16 Ibid. at pp. 1-11; Stephen Farrell, ‘Israel admits bombing suspected Syrian nuclear reactor in 
2007, warns Iran’, Reuters.World.News 21 March 2018, available at <https://www.reuters.com/
article/us-israel-syria-nuclear/israel-formally-acknowledges-destroying-suspected-syrian- 
reactor-in-2007-idUSKBN1GX09K> ; ‘IAEA: Syria tried to build nuclear reactor’, Associated.
Press 28 April 2011, available at <https://www.ynetnews.com/articles/0,7340,L-4062001,00.
html>.

17 Andy Greenberg, Sandworm, New York, Doubleday 2019, at pp. 96-100; David E. Sanger, The.
Perfect.Weapon, Melbourne/London, Scribe 2018, at pp. 21-36.

18 Shortly thereafter Qatar’s RasGas, one of the world’s largest producers of natural gas, became 
the second major state-owned Middle East energy company to be hit by a severe computer 
virus.

https://www.ynetnews.com/articles/0,7340,L-4062001,00.html
https://www.ynetnews.com/articles/0,7340,L-4062001,00.html
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in the Iranian desert, he had better be prepared to see his prize casino go offline 
– it was treated as a criminal act rather than as an attack on the United States.19

One of the first international examples of deliberately causing financial damage 
via the Internet is the leaked release of confidential data stolen from the film studio 
Sony Pictures in 2014. The purpose of the attack was to deter Sony Pictures from 
releasing a movie – ‘The interview’ by Seth Rogen and Evan Goldberg – which 
ridiculed North Korea’s leader. The data consisted of e-mails with embarrassing 
details about the Hollywood studio, along with five yet-to-be-released movies. 
Sony disconnected its computer systems around the world. North Korea denied all 
responsibility.20

On Christmas Eve 2015, the first attack on a civilian electric grid that resulted 
in a blackout in Ukraine took place. The Russian hackers had crossed the same 
line as Stuxnet’s creators, from digital hacking to tangible sabotage. A next black-
out, in December 2016, was followed by attacks on Ukrainian organizations, 
including banks, ministries, newspapers and electricity firms with – so called ‘(not)
Petya’ malware that has also been used as ransomware all over the world.21

Notwithstanding these examples of real damage caused by cyber operations in 
the years after 2007, the revelations of ex-NSA contractor Edward Snowden showed 
that at the same time global surveillance and espionage were reaching a higher 
level. Der Spiegel revealed NSA espionage operations on multiple diplomatic 
missions of the European Union and the United Nations Headquarters in New York. 
Huawei and several Chinese mobile-phone companies were being hacked. Even 
Germany proved to be a target. Gradually, cyber espionage had become state of 
the art. During the 2009 G-20 summit in London, the British intelligence agency 
Government Communications Headquarters intercepted the communications of 
foreign diplomats.22 Google discovered Chinese hackers inside the company’s 

19 Sanger, supra n. 17 at pp. 51-52 and 145-146.
20 Sanger, supra n. 17 at pp. 138-141.
21 Greenberg supra n. 17. Sarah Marsh, ‘US joins UK in blaming Russia for NotPetya cyber-

attack’, The.Guardian 15 February 2018: ‘The US and UK governments have publicly blamed 
Russia for a crippling cyber-attack last year that targeted and spread around the world.’

22 Sanger supra n. 17 at pp. 55-77. Laura Poitras, Marcel Rosenbach, Fidelius Schmid and Holger 
Stark, ‘NSA Spied on European Union Offices’, Spiegel. International 29 June 2013, avail-
able at <https://www.spiegel.de/international/europe/nsa-spied-on-european-union-offices-
a-908590.html>; Laura Poitras, Marcel Rosenbach and Holger Stark, ‘How America Spies 
on Europe and the UN’, Spiegel. International 26 August 2013, available at <https://www.
spiegel.de/international/world/secret-nsa-documents-show-how-the-us-spies-on-europe-and-
the-un-a-918625.html>; Laura Poitras, Marcel Rosenbach und Holger Stark, ‘Geheimdoku-
mente: NSA über wacht 500 Millionen Verbindungen in Deutschland’, Der.Spiegel.Netzwelt 
30 June 2013, available at <https://www.spiegel.de/netzwelt/netzpolitik/nsa-ueberwacht-500-
millionen-verbindungen-in-deutschland-a-908517.html>; Ewen MacAskill and Julian Borg-
er, ‘New NSA leaks show how US is bugging its European allies’, The.Guardian 30 June 
2013, available at <https://www.theguardian.com/world/2013/jun/30/nsa-leaks-us-bugging-
european-allies>; Ewen MacAskill, Nick Davies, Nick Hopkins, Julian Borger and James 
Ball, ‘GCHQ intercepted foreign politicians’ communications at G20 summits’, The.Guardian 
17 June 2013, available at <https://www.theguardian.com/uk/2013/jun/16/gchq-intercepted-
communications-g20-summits> (all retrieved 6 May 2020).
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systems in 2009 and from an outpost of the US government, the Office of Person-
nel Management (OPM), details of the lives of 22 million Americans were extracted 
in late 2013.23

Most sensitive was the break-in by two (competing) groups of Russian hackers, 
nicknamed Cozy Bear (affiliated to the Russian foreign intelligence agency SVB) 
and Fancy Bear (affiliated to the Russian military intelligence agency GRU) into 
the computers of the Democratic National Committee in the United States; they 
were listening in on telephone conversations and sometimes broadcasting them on 
YouTube. Later, operations aimed at the State Department and the White House 
were discovered, but every time the NSA’s teams of hackers cut the links, the White 
House computers began communicating with new hostile servers: instead of disap-
pearing the foreign hackers fought back. Something comparable could be seen on 
the other side. According to Modderkolk the Dutch intelligence agency AIVD had 
penetrated the security cameras of the university building off Red Square in Mos-
cow from which Cozy Bear operated.24

From then on, it was clear that cyber security had to be an important new arena 
of interest for international law. Cyberspace could, moreover, also be looked at as 
a new domain for international humanitarian law because cyberspace also became 
part of the battlefield. In the fighting that began in Ukraine in 2014, Russian mili-
tary intelligence pinpointed the smartphones of Ukrainian soldiers on the front 
lines. The soldiers received messages on their mobile phones typically saying things 
such as ‘Leave and you will live’ or ‘Nobody needs your kids to become orphans.’ 
Many messages were disguised to look as if they were coming from fellow sol-
diers.25 And when warriors of ISIS attacked Mosul in Northern Iraq in 2014, they 
came in pick-up trucks advancing quickly across the desert, armed with AK-47 
rifles, grenades and even swords. But they had die-hard fans and an army of Twit-
ter bots on their side and soon #AllEyesOnISIS became the top-trending hashtag 
on Arabic Twitter, filling the screens of millions of users, including the defenders 
and residents of the city. It is being debated whether this was one of the reasons 
why thousands of soldiers left the city leaving their weapons and vehicles behind.26

23 Sanger, supra n. 17 at pp. 100-123. See also United States Senate Committee on Armed Ser-
vices, United States Cybersecurity Policy and Threats, Hearing 29 September 2015, available 
at <https://www.armed-services.senate.gov/hearings/15-09-29-united-states-cybersecurity-
policy-and-threats>.

24 Huib Modderkolk, Het.is.oorlog.maar.niemand.die.het.ziet, Amsterdam, Uitgeverij Podium 
2019, at pp. 176-191; Sanger supra n. 17 at pp. 189-190.

25 P.W. Singer and Emerson T. Brooking, LikeWar:.The.Weaponization.of.Social.Media, Boston, 
Mariner Books 2019, at p. 59; see also Raphael Satter and Dmytro Vlasov, ‘Ukraine soldiers 
bombarded by ‘pinpoint propaganda’ texts, AP.News 12 May 2017, available at <https://ap
news.com/9a564a5f64e847d1a50938035ea64b8f/Ukraine-soldiers-bombarded-by-’pinpoint-
propaganda’-texts>.

26 Singer and Brooking, supra n. 25 at pp. 1-11; see also Mustafa Habib, ‘did they or didn’t they? 
iraqi army did not desert mosul, they were ordered to leave’, Niqash, available at <https://www.
niqash.org/en/articles/security/3461>.
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1.2.3. Influencing
The latter example shows another use of cyberspace: influencing public opinion, 
including the covert dissemination of stolen or false information. In 2013, the 
Russian chief of the General Staff, General Valery Gerasimov, was reflecting on 
the lessons of the Arab Spring and pointed to the blurring of the lines between the 
state of war and the state of peace: ‘The role of nonmilitary means of achieving 
political and strategic goals has grown […]. […] The information space opens wide 
asymmetrical possibilities for reducing the fighting potential of the enemy. In North 
Africa, we witnessed the use of technologies for influencing state structures and 
the population with the help of information networks. It is necessary to perfect 
activities in the information space, including the defense of our own objects 
[objectives].’27 In this perspective, hostile cyber operations are no longer defined 
by physical effects on power plants and equipment, but it is a spectrum ranging 
from pure propaganda, via disinformation, the publication of stolen e-mails, the 
manipulation of elections, up to physical attacks on infrastructure.28 This line of 
thinking corresponds with the Israeli idea that in any conflict there are three fronts 
at work. The physical fight, the ‘cyberspace’ fight where hackers and information 
officers are struggling, and the world of social networks. Although the Israel Defense 
Forces won every physical battle in Gaza in 2012 and was doing better in terms of 
cyber war, social media chatter grew unrelenting in its criticism of the Israeli 
military.29

Social media are not only making it possible for people to witness what is hap-
pening, but also empower people to become commentators and citizen reporters. 
Famous were the seventeen citizens who made the network ‘Raqqa is being slaugh-
tered silently’, reporting about life under ISIS. One step further is the work of 
Bellingcat, a group of worldwide operating citizens using open-source intelligence. 
The team tracked down multiple images and videos from the web that were relevant 
for identifying those who were responsible for the MH17 catastrophe. This type 
of investigative journalism based on online open source investigation and digital 
verification is also accepted by mainstream media, as is illustrated by Christiaan 
Triebert’s winning of the prestigious Pulitzer Prize 2020 on behalf of the American 
newspaper The New York Times for proving in this way that Russia had bombed 
four Syrian hospitals and that Russian pilots had attacked civilians in Syria. Accord-
ing to Singer and Brooking, both technology and international law crossed a new 
frontier when the International Criminal Court indicted Mahmoud Al-Werfalli for 
a series of mass killings in Libya solely on the basis of evidence found on social 
media.30

27 V. Gerasimov, ‘The Value of Science Is in the Foresight’, Military.Review January-February 
2016 pp. 23-29, available at <https://jmc.msu.edu/50th/download/21-conflict.pdf>.

28 Sanger, supra n. 17, at p. 158.
29 Singer and Brooking, supra n. 25 at p. 194; see also Charlemagne, ‘War Fighting in the In-

formation Age – The Israeli Way’, IMSL 16 January 2013, available at <http://intelmsl.com/
insights/in-the-news/war-fighting-in-the-information-age-the-israeli-way/>.

30 Singer and Brooking, supra n. 25 at p. 76. According to the Pre-Trial Chamber no witnesses 
were interviewed with regard to the events of 24 January 2018, despite the fact that a large 
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While social media might have given the people a specific, active role in inter-
national conflicts, their role of consumers of (dis)information is no less important. 
The disruption or modification of what a target population ‘knows’ or thinks it 
knows about itself and the world around it opens new opportunities in the interna-
tional arena. This might happen with all kinds of instruments, from anonymous 
posts in social media to the use of ‘deepfakes’ – videos of persons that have been 
manipulated with the use of artificial intelligence.31

A notorious example of international disinformation comes from the Russian 
Internet Research Agency (IRA) in St. Petersburg. From this so-called troll farm 
comments in mainstream Russian publications were sent and ordinary people who 
were normally not interested in politics were being targeted by dropping the odd 
bit of current affairs in between blog entries about astrology and movie stars.32 
The IRA reached far beyond Russia, deep into the USA, creating thousands of fake 
accounts, groups and messages, while posing as genuine Americans – right-wing 
gun-loving Americans as well as black civil rights campaigners – or as @Jenn_
Abrams, an American teen commenting on everything from Kim Kardashian’s 
clothes to the need to support Donald Trump. She not only had 70,000 followers 
on Twitter but was also quoted in serious press-media outlets, like BBC News, 
CNN, the New York Times and the Observer. Over thirty million Americans shared 
the content of IRA impersonations among their friends and relatives. According to 
an analysis by Oxford university researchers, the messages were designed to polar-
ize the US public and interfere in elections by campaigning for African American 
voters to boycott elections or follow the wrong voting procedures in 2016, and 
more recently for Mexican American and Hispanic voters to distrust US institu-
tions; encouraging extreme right-wing voters to be more confrontational; and 
spreading sensationalist, conspiratorial, and other forms of junk political news and 
misinformation to voters across the political spectrum.33 It is telling that according 
to American officials the U.S. military Cyber Command took the IRA down when 
the Americans went to the polls for the 2018 midterm election process in order to 
avert Russian interference.34

crowd of onlookers was present at the scene of the alleged crime, and no forensic examination 
of the bodies was conducted, although such an examination would have been a crucial investi-
gative step. The.Prosecutor.v..Mahmoud.Mustafa.Busayf.Al-Werfalli, ICC Pre-Trial Chamber, 
Public Second Warrant of Arrest, 4 July 2018, ICC-01/11-01/17, available at <https://www.
icc-cpi.int/CourtRecords/CR2018_03552.PDF>.

31 Robert Chesney and Danielle Citron, ‘Deepfakes and the New Disinformation War. The Coming 
Age of Post-Truth Geopolitics’, Foreign.Affairs January/February 2019, available at <https://
www.foreignaffairs.com/articles/world/2018-12-11/deepfakes-and-new-disinformation-war>.

32 Pomerantsev, supra n. 8 at p. 5.
33 Philip N. Howard, Bharath Ganesh, Dimitra Liotsiou, John W. Kelly and Camille François, The.

IRA,.Social.Media.and.Political.Polarization.in.the.United.States,.2012-2018, Oxford, Oxford 
University Press 17 December 2018, available at <https://comprop.oii.ox.ac.uk/wp-content/
uploads/sites/93/2018/12/The-IRA-Social-Media-and-Political-Polarization.pdf>; Pomerant-
sev, supra n. 8 at p. 39; Singer and Brooking , supra n. 25 at pp. 111-117.

34 Ellen Nakashima, ‘U.S. Cyber Command operation disrupted Internet access of Russian 
troll factory on day of 2018 midterms’, Washington. Post 27 February 2019, available at 



82

Spreading disinformation is to be distinguished from ‘doxing’, the practice of 
gaining unauthorized access to a computer system or digital service, such as a 
social media or e-mail account, exfiltrating non-public data, and subsequently 
leaking the data to the press. An example of this combination of espionage and 
influencing, is the operation of ‘Fancy Bear’ mentioned above. This Russian group 
gained access to the networks of the Democratic National Committee at the begin-
ning of 2016; it exfiltrated large volumes of data and subsequently released these 
documents that were supposed to accelerate the discord between the Hillary Clin-
ton and the Bernie Sanders camp. The 2017 French presidential election is another 
example of foreign electoral intervention – presumably by the same group – in 
which a number of fake documents were added to the stolen documents and the 
‘doxing’ operation changed into spreading disinformation.35

Leaving aside the legal issues regarding these actions for the moment, it suffices 
to note that steering public opinion via cyberspace is a dangerous option from an 
international point of view. A worrisome example occurred in 2016 when Pakistani 
defence minister Khawaja Asif read a false online report that Israel was threatening 
to attack his country if it intervened in Syria. Asif responded with a real threat 
about Pakistan’s willingness to retaliate with nuclear weapons.36 Of course, pro-
paganda and the manipulation of foreign news in order to win the hearts and minds 
of populations is of all times, but the magnitude as well as the worldwide effects 
of this type of influencing might work as the activities of the sorcerer’s apprentice 
– the instigation of a process that is hard to control. Even the Chinese – notwith-
standing the careful strategy of web and social engineering – seem to have problems 
keeping the online masses in control. After an international court ruling that rejected 
China’s territorial claims to the South China Sea,37 China’s social media erupted 
with hundreds of thousands of furious comments, many calling for war – the fury 
was not just directed at the United States, but also at China’s military: ‘Stop boast-
ing and fight!’ became a common refrain.38

<https://www.washingtonpost.com/world/national-security/us-cyber-command-operation-
disrupted-internet-access-of-russian-troll-factory-on-day-of-2018-midterms/2019/02/26/ 
1827fc9e-36d6-11e9-af5b-b51b7ff322e9_story.html>.

35 Jean-Baptiste Jeangène Vilmer, The. ‘Macron. Leaks’. Operation:. A. Post-Mortem, Atlan-
tic Council/Irsem, June 2019, available at <https://www.atlanticcouncil.org/wp-content/up
loads/2019/06/The_Macron_Leaks_Operation-A_Post-Mortem.pdf>.

36 Singer and Brooking, supra n. 25 at p. 135; see also Ben Westcott, ‘Duped by fake news 
story, Pakistani minister threatens nuclear war with Israel’, available at <https://edition.cnn.
com/2016/12/26/middleeast/israel-pakistan-fake-news-nuclear/index.html>.

37 Permanent Court of Arbitration 12 July 2016, The South China Sea Arbitration (The.Republic.
of.The.Philippines.v..The.People’s.Republic.of.China), PCA Case No. 2013-19.

38 Singer and Brooking, supra n. 25 at p. 216.
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2. INTERNATIONAL LAW ON CYBERSPACE: THE BASICS

International law applies in cyberspace, as has been recognized internationally and 
is also consistently argued by the Dutch government.39 However, it took until 2013 
for a Group of Government Experts of the UN (UNGGE) to agree on this rudi-
mentary threshold assumption.40 The issue of information security had been on the 
UN agenda since 1998, when the Russian Federation introduced a draft resolution 
on the subject. It was adopted without a vote by the General Assembly as resolution 
53/70.41 Since 2004, five UNGGEs have continued to study the threats posed by 
the use of information and communication technologies in the context of interna-
tional security and how these threats should be addressed.42 The World Summit on 
the Information Society in Tunis 2005 made the commitment to provide equitable 
access to information and knowledge for all, recognizing the role of Information 
and Communication Technologies (ICTs) for economic growth and development.43 
Most of the later outcomes of meetings of the UNGGEs were about crime preven-
tion and criminal justice.44 The 2013 report provided recommendations to promote 
peace and stability in state use of ICTs.45 Especially because this group of experts 
consisted of representatives of fifteen UN Member States including China, Russia 
and the USA, it seemed to be an important step ahead in the development of inter-
national law regarding cyberspace when the group endorsed the centrality of the 
UN Charter. A further step was made in the report of 2015 with norms, rules and 
principles for responsible behaviour.46 It was telling, however, that, notwithstand-
ing the recent developments in cyberspace (see Section 1.2.2 above), it was noted 
in a 2015 UNGA-Resolution, that ‘divergent views [were] held by Member States 

39 Letter of 5 July 2019 from the Minister of Foreign Affairs to the President of the House 
of Representatives on the international legal order in cyberspace. The appendix to the let-
ter discusses the main issues relating to international law. Both documents are available at 
<https://www.government.nl/ministries/ministry-of-foreign-affairs/documents/parliamentary- 
documents/2019/09/26/letter-to-the-parliament-on-the-international-legal-order-in- 
cyberspace>.

40 Report of the Group of Government experts on Development in the Field of Information and 
Telecommunications in the Context of International Security, UN Doc. A/68/98, 24 June 2013 
(UNGGE Report 2013), available at <https://undocs.org/A/68/98>.

41 UNGA Resolution 53/70, ‘Developments in the fields of information and telecommunications 
in the context of international security’, 4 January 1999, UN Doc. A/RES/53/70.

42 See <https://www.un.org/disarmament/ict-security> on developments in this area; and see the 
Report of the Group of Governmental Experts on Developments in the Field of Information and 
Telecommunications in the Context of International Security, UN Doc. A/70/174, 22 July 2015, 
available at <https://undocs.org/en/A/70/174>.

43 World Summit on the Information Society, Geneva 2003 – Tunis 2005, Tunis Agenda for the 
Information Society, Doc. WSIS-05/TUNIS/DOC/6(Rev. 1)-E, available at <https://www.itu.
int/net/wsis/docs2/tunis/off/6rev1.html>.

44 See e.g. UNGA Resolution 70/174, UN Doc. A/RES/70/174, 17 December 2015, about crime 
prevention and criminal justice, available at <https://undocs.org/en/A/RES/70/174>.

45 UNGGE Report 2013, n. 40 supra.
46 UNGA Resolution 70/237, ‘Developments in the field of information and telecommunications 

in the context of international security’, UN Doc. A/RES/70/237, 23 December 2015, available 
at <https://undocs.org/A/RES/70/237>; and see n. 40 supra for the UNGGE report.
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with respect to the process towards implementation of enhanced cooperation as 
envisioned in the Tunis Agenda. We call for continued dialogue and work on the 
implementation of enhanced cooperation.’47 The joint Russo-Chinese initiative that 
resulted in two proposals for a Code of Conduct for Information Security, submit-
ted to the UN General Assembly in 2011 and 2015, did not stand a chance,48 and 
in 2016/2017 no consensus was reached on the final report. Disagreement over the 
potential use of countermeasures was one of the main reasons of this failure.

A cyber-specific system of rules of international law is still absent, notwithstand-
ing a patchwork of regulations for cyber activities.49 These include, in particular, 
the 1992 Constitution of the International Telecommunication Union; the 2001 
Budapest Convention on Cybercrime and its 2006 Protocol on Xenophobia and 
Racism; the 2009 Shanghai Cooperation Organisation’s Information Security Agree-
ment; and the 2014 African Union’s Cyber Security Convention.50 International 
organizations with a more limited scope are making some progress. NATO’s 2010 
Lisbon Summit Declaration recognises that ‘the growing sophistication of cyber-
attacks makes the protection of the Alliance’s information and communications 
systems an urgent task for NATO, and one on which its security now depends.’ 
The Council regulation (EU) 2019/796 of 17 May 2019 formulated restrictive 
measures against cyber attacks threatening the Union or its Member States (see 
Section 4.3 below).51

Under these circumstances and based on the assumption that international law 
actually applies to cyberspace, a project undertaken under the auspices of the 
Estonia-based NATO Cooperative Cyber Defence Centre of Excellence, is highly 

47 UNGA Resolution 70/125, UN Doc. A/RES/70/125, 16 December 2015, at para. 65, available 
at <https://undocs.org/A/RES/70/125>.

48 Letter dated 12 September 2011 from the Permanent Representatives of China, the Russian Fed-
eration, Tajikistan and Uzbekistan to the United Nations addressed to the Secretary-General, 
UN Doc. A/66/359, 14 September 2011, at pp. 3-5, available at <https://undocs.org/A/66/359> ; 
Letter dated 9 January 2015 from the Permanent Representatives of China, Kazakhstan, Kyr-
gyzstan, the Russian Federation, Tajikistan and Uzbekistan to the United Nations addressed to 
the Secretary-General, UN Doc. A/69/723, 13 January 2015, at pp. 3-6, available at <https://
undocs.org/A/69/723>.

49 Kubo Mačak, ‘Is the International Law of Cyber Security in Crisis?’, 2016 NATO. CCD.
COE. Publications,. Tallinn, available at <https://ccdcoe.org/uploads/2018/10/Art-09-Is-the-
International-Law-of-Cyber-Security-in-Crisis.pdf>.

50 Constitution of the International Telecommunication Union (concluded 22 December 1992, en-
tered into force 1 July 1994) 1825 UNTS 143; Council of Europe, Convention on Cybercrime 
(signed 23 November 2001, entered into force 1 July 2004) ETS No. 185; Council of Europe, 
Additional Protocol concerning the Criminalisation of Acts of a Racist and Xenophobic Na-
ture Committed through Computer Systems (opened for signature 28 January 2003, entered 
into force 1 March 2006) ETS No. 189; Agreement between the Governments of the Member 
States of the Shanghai Cooperation Organisation on Cooperation in the Field of International 
Information Security (signed 16 June 2009, entered into force 5 January 2012) (‘Yekaterin-
burg Agreement’); African Union Convention on Cyber Security and Personal Data Protection 
(signed 27 June 2014) AU Doc EX.CL/846(XXV).

51 I am not sure whether the EU follows Rule 92 Tallinn Manual 2.0: ‘A cyber-attack is a cyber 
operation, whether offensive or defensive, that is reasonably expected to cause injury or death 
to persons or damage or destruction to objects’.
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consequential. In 2013, an international group of experts led by Professor Michael 
Schmitt published the Tallinn Manual on the International Law Applicable to Cyber 
Warfare.52 The Manual makes it clear that its text should be seen as reflecting the 
views of the experts themselves and not the states or institutions from which they 
originated – and thus it is considered to be a private codification initiative. The 
same goes for the Manual 2.0 from 2017, although it is telling that in the latter 
Manual forewords have been written by the president of the Republic of Estonia 
and the minister of foreign affairs of the Netherlands and it is indeed as Estonian 
President Ilves said ‘by far one of the most comprehensive analyses of international 
law applicable to cyber operations’. As stated explicitly by Schmitt, the Tallinn 
Manual 2.0 is not an official document; it is meant to be a reflection of the law as 
it existed at the time of the Manual’s adoption in 2016 – ‘an objective restatement 
of the lex lata’. Nevertheless, it has to be admitted that it would have been prefer-
able if the group of experts had included Russian and Chinese experts.

Not only state actors and experts are showing their willingness to bring about 
an impetus for international law, but there also were initiatives from the business 
sector. Foremost is Microsoft’s proposal, entitled International Cybersecurity 
Norms: Reducing Conflict in an Internet-Dependent World, was published in 
December 2014.53 From one particular perspective this is relevant: it shows a 
fundamental change in the theatre of international law: big multinational companies 
– such as Apple, Alphabet (Google, YouTube), Facebook, Microsoft, and Twitter 
– consider themselves to be relevant players with an international responsibility in 
a theatre that until recently was exclusively aimed at states and international orga-
nizations. It is challenging to ask the question whether the rules of multinational 
companies could be considered as ‘soft law’, relevant for international law on 
cyberspace (see Section 3.3.1 below).54

52 See inter.alia Eric Talbot Jensen, ‘The Tallinn Manual 2.0: Highlights and Insights’, 48(3) 
Georgetown.Journal.of.International.Law (2017) pp. 735-778; Wolff Heintschel von Heinegg, 
‘The Tallinn Manual and International Cyber Security Law’, in T.D. Gill et al. (eds.), Year-
book.of.International.Humanitarian.Law.2012, The Hague, T.M.C. Asser Press 2014, pp. 3-18, 
Nicholas Tsagourias, ‘The Tallinn Manual on the International Law Applicable to Cyber War-
fare: A Commentary on Chapter II – The Use of Force’, in T.D. Gill et al. (eds.), op.. cit., 
pp. 19-43, and Rain Liivoja and Tim McCormack, ‘Law in the Virtual Battlespace: The Tallinn 
Manual and the Jus.in.Bello’, in T.D. Gill et al. (eds.), op..cit., pp. 45-58.

53 Angela McKay et al., ‘International Cybersecurity Norms: Reducing Conflict in an Internet-
Dependent World’, Microsoft 2014, available at <http://aka.ms/cybernorms>.

54 Abid A. Adonis, ‘International Law on Cyber Security in the Age of Digital Sovereignty’, 
E-International. Relations 14 March 2020, available at <https://www.e-ir.info/2020/03/14/
international-law-on-cyber-security-in-the-age-of-digital-sovereignty/>.
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3. CYBERSPACE AS A COMMON CONCERN

3.1 A worldwide feature of modern society

Regulating cyberspace by international law was not self-evident from the begin-
ning. In 1996, cyber-libertarian John Perry Barlow started his famous declaration 
of the independence of cyberspace with the words: ‘Governments of the Industrial 
World, you weary giants of flesh and steel, I come from Cyberspace, the new home 
of Mind. On behalf of the future, I ask you of the past to leave us alone. You are 
not welcome among us. You have no sovereignty where we gather.’ In his opinion 
legal concepts of property, freedom of expression, identity, movement, and context 
do not apply to cyberspace. ‘They are all based on matter, and there is no matter 
here.’55 At best cyberspace could create new law and legal institutions of its own. 
That line of reasoning lost its appeal when it was realized that digital messages 
might have an immediate (and horrible) impact on the reality of flesh and steel.

However, we should bear in mind that – as Barlow suggested – thinking in terms 
of old material concepts might disturb the proper understanding of cyberspace. In 
almost all countries – an important exception might be North Korea – cyberspace 
is an inseparable component of financial, social, government, and political life.56 
Moreover, direct (trans-border) influence on individuals, not only by governments 
but also by private parties – whether they be business enterprises, NGO’s, writers 
and journalists or so-called influencers – has become easier and more sophisticated 
than ever before. In addition, the significance of data and information got a new 
meaning. The same Barlow wrote in 1993: ‘We begin to see that buying informa-
tion with other information is simple economic exchange without the necessity of 
converting the product into and out of currency.’57 And that is exactly the business 
model of Google that was founded three years later. It is a model that has evolved 
in what Shoshana Zuboff has called ‘surveillance capitalism’: prediction products 
are being developed and deployed by processing data on users’ behaviour via 
artificial intelligence, and later on, these predictions were followed by shaping 
(‘nudging’) the behaviour of users.58 The cycle is as relevant for the way Amazon 

55 John P. Barlow, ‘A Declaration of the Independence of Cyberspace’, 1996, available at <https://
www.eff.org/cyberspace-independence>; see also David R. Johnson and David Post, ‘Law 
and Borders: The Rise of Law in Cyberspace’, 48(5) Stanford.Law.Review (1996) pp. 1367-
1402, available at <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=535>; also discussed 
in  Lianne J.M. Boer and Wouter Werner, ‘Concepties van territorialiteit in het internationaal 
recht’, preadvies NJV, 149 Handelingen.Nederlandse.Juristen-Vereniging (2019), Alphen a/d 
Rijn, Wolters Kluwer, pp. 15-58.

56 See e.g. National Cyber Strategy of the USA, September 2018, at p. 1.
57 John P. Barlow, ‘Selling wine without bottles: the economy of mind on the global net’, in Peter 

Ludlow (ed.), High.Noon.on.the.Electronic.Frontier..Conceptual.issues.in.cyberspace, Cam-
bridge, MIT Press 1996, at pp. 9-34.

58 Shoshana Zuboff, The.Age.of.Surveillance.Capitalism, London, Profile Books 2019, at pp. 93-
96 and 337-338.
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and Booking are selling books and hotel arrangements, as for influencing pro-active 
behaviour by medical authorities and the Chinese government.

Because cyberspace has become a worldwide feature of modern society, this 
new domain could be considered a global resource or a ‘global commons’, not-
withstanding the heightened possibilities of influencing populations in other 
countries, which will be addressed in Section 4.2.3 below. Of course, there is an 
important difference with other legal commons (e.g. the high seas, outer space and 
Antarctica). These were pre-existing entities and not creations of mankind. More-
over, any legal arbiter of cyberspace would need to override the long established 
rights of sovereignty and property ownership recognised by the numerous domes-
tic jurisdictions involved.59 Nevertheless, cyberspace might be considered a 
common concern, with a view to the physical components of cyberspace as well 
as with a view to some non-physical components.

3.2 The physical component of cyberspace: the ICT infrastructure

Access to the Internet is usually provided by private Internet service providers 
(ISPs), which either connect directly to global network operators or use privately 
operated Internet nodes (Internet exchange points, IXPs) to connect to the global 
network. While the connection between user and ISP is often made wirelessly, the 
connection between the ISPs consists of a complex of cable and satellite connec-
tions.

Most network traffic by far goes through fibre-optic cables, usually provided 
by private companies. These cables – and thus the networked systems – have a 
certain level of vulnerability, as was shown during the earthquake near Taiwan in 
2006. However, because the Internet is decentralized with many possible connec-
tions, there are, ordinarily,60 technical possibilities to find detours in case of 
damage or disruption. If the world’s 223 international undersea cable systems were 
to suddenly disappear, only a minuscule amount of this traffc would be backed up 
by satellites, and the Internet would effectively be split between continents.61 Many 
countries have less than five external links. In Beverwijk, Katwijk and Eemshaven 
the cables enter the Netherlands from the trans-Atlantic highway.62 There are also 
overland telecommunication paths, for instance the TransTelecom, which connects 
London, Stockholm, Moscow, Ulan Bator, Beijing and Hong Kong, over a distance 
of merely 11,500 km.

59 Sean Kanuck, Sovereign Discourse on Cyber Conflict under International Law, 88(7) Texas.
Law.Review (2010) pp. 1570-1579.

60 The island of Tonga in the South Pacific, which is only connected to the Internet via a single 
submarine cable, had to fall back on a satellite connection with limited data volume when 
this cable was massively damaged in January 2019; see <https://www.bbc.com/news/world-
asia-46968752>.

61 Nicole Starosielski, The.Undersea.Network, Durham and London, Duke University Press 2015, 
at p. 16. Repairing undersea networks depends on a limited number of specialized cable ships.

62 Modderkolk, supra n. 24 at pp. 15-16.
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States have jurisdiction over the ICT infrastructure located within their territo-
ry.63 Without this infrastructure the international flow of information (including 
data-traffic that facilitates and enables trade and capital) would be impossible. That 
is one of the reasons why a state ‘must take measures to ensure the establishment 
of international telecommunications infrastructure that is required for rapid and 
uninterrupted international telecommunications’, according to Rule 61 Tallinn 
Manual 2.0, based on article 38 of the ITU Constitution. The state should establish 
this infrastructure, safeguard it and maintain it. According to article 3.1 International 
Telecommunication Regulations (Dubai, 2012) ‘Member States shall endeavour 
to ensure that authorized operating agencies cooperate in the establishment, oper-
ation and maintenance of the international network to provide a satisfactory 
quality of service.’

One might wonder how much can be asked of national authorities in this respect. 
On the other hand, national or even local agencies will have new, hidden powers, 
because they are able to determine which international routes are to be used, given 
that minimal force is needed to divert or reroute the currents at IXPs and given that 
these nodal points as well as the points of access are highly relevant for espionage 
and other vulnerabilities.64

The legal regime governing the critical submarine cyber infrastructure seems 
to be neglected, although submarine cables are arguably of interest to several 
international agencies. It is accepted that States, having laid submarine communi-
cations cables, or whose nationals have laid and/or operate them, retain the right 
to exercise their jurisdiction in accordance with the well-established principles of 
international law, i.e. under the passive nationality and protective principle.65 The 
United Nations Convention on the Law of the Sea of 10 December 1982, however, 
does not make it clear which states have jurisdiction over the interference with 
submarine cables that does not result in interrupting or obstructing telecommunica-
tions, for example for the purpose of wire-tapping. That is why Heintschel von 
Heinegg rightly argued that the protection of this critical submarine cyber infra-
structure will improve only if States agree to entrust this task to an international 
agency or organization, which will include the private cable industry.

One of these organizations is the International Telecommunications Union (ITU), 
the United Nations specialized agency for information and communication tech-

63 UNGGE report, supra n. 40, at para 28.
64 The government of Iraq shut down access to the Internet at the Gulf Bridge International (GBI) 

cable landing and a terrestrial waypoint on the Iraqi-Jordanian border in 2013. Armed groups 
have occasionally forced disruptions by cutting or bombing cables (e.g. Libya in 2013); see 
Jan Rydzak, ‘Disconnected: A Human Rights-Based Approach to Network Disruptions’, The.
Global. Network. Initiative May 2018, available at <https://globalnetworkinitiative.org/
wp-content/uploads/2018/06/Disconnected-Report-Network-Disruptions.pdf>.

65 Wolff Heintschel von Heinegg, ‘Protecting Critical Submarine Cyber Infrastructure: Legal 
Status and Protection of Submarine Communications Cables under International Law’, in 
Katharina Ziolkowski (ed.), Peacetime.Regime.for.State.Activities.in.Cyberspace..International.
Law,.International.Relations.and.Diplomacy,.NATO CCD COE Publication, Tallinn 2013, at 
pp. 291-348.
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nologies. It facilitates international connectivity in communications networks. The 
ITU plays a vital role regarding disaster preparedness, and early warning, rescue, 
mitigation, relief and response in case of disasters.66 The question is whether this 
is enough for the protection of the ICT infrastructure as a global commons, espe-
cially in times when international relations are under stress (see Section 4.1 below).

3.3 Common concern for non-physical components of cyberspace

Since the digital revolution of the 1990s, and especially after the coming into being 
of a wide range of platforms, an ever-increasing part of the real world has been 
made accessible by dematerialized means – the non-physical component of cyber-
space. For nation states, people and businesses nowadays it is difficult to find 
adequate substitutes for the platforms they use. In this context cyberspace is a 
common concern where human rights and the rule of law should fully apply. In 
UNGA-Resolution 70/125 (2015) it was reaffirmed, ‘as an essential foundation of 
the information society and as recognized in Human Rights Council resolution 
26/13 of 26 June 2014 and General Assembly resolution 69/166 of 18 December 
2014, that the same rights that people have offline must also be protected online.’ 
And it was recognized ‘that human rights have been central to the vision of the 
World Summit on the Information Society and that information and communica-
tions technologies have shown their potential to strengthen the exercise of human 
rights, enabling access to information, freedom of expression and freedom of assem-
bly and association.’67 However, as Secretary-General António Guterres said in his 
address at the opening of the UN General Assembly in 2017, ‘cybersecurity threats 
were escalating, and cyber war was now more able to disrupt relations between 
States, as well as the structures and systems of modern life.’68 In addition to the 
threat of cyberwar, cyber operations have resulted in the closure of hospitals, have 
taken electrical grids offline and brought a major city to a standstill.69 That is why 

66 ITU Resolution 34, ‘The role of telecommunications/information and communication technol-
ogy in disaster preparedness, early warning, rescue, mitigation, relief and response’, World 
Telecommunication Development Conference (WTDC-17), Buenos Aires 9-20 October 2017, 
Final Report, at p. 362, available at <https://www.itu.int/en/ITU-D/Conferences/WTDC/
WTDC17/Documents/WTDC17_final_report_en.pdf>.

67 UNGA Resolution 70/125, supra n. 47, at para. 43 (footnote omitted). See also UNGA Resolu-
tion 71/199, on the right to privacy in the digital age, which affirms, inter.alia, ‘that the same 
rights that people have offline must also be protected online, including the right to privacy’, UN 
Doc. A/Res/71/199, 19 December 2016, available at <https://undocs.org/en/A/RES/71/199>; 
and Human Rights Council Resolution 20/8, The promotion, protection and enjoyment of  
human rights on the Internet, UN Doc. A/HRC/RES/32/13, 1 July 2012, available at <https://
undocs.org/A/HRC/RES/32/13>.

68 UNGA, General Debate, 19 September 2017, Statement Summary, available at <https://
gadebate.un.org/en/72/secretary-general-united-nations>.

69 Deborah Brown and Anriette Esterhuysen, ‘Why cybersecurity is a human rights issue, and it 
is time to start treating it like one’, APCNews 28 November 2019, available at <https://www.
apc.org/en/news/why-cybersecurity-human-rights-issue-and-it-time-start-treating-it-one>; see 
also Alex Hern, ‘WannaCry, Petya, NotPetya: how ransomware hit the big time in 2017, The.
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a reflection on the misuse of cyberspace is due. Given that a cyber-specific system 
of rules of international law is absent, however, the question will first be addressed 
whether private parties are able to take care of the common interests.

3.3.1. Big.Tech.and.common.interests
Since the beginning of the Internet in 1990 the role of private actors in cyberspace 
has been a big one. The technical standards, which create the global and domestic 
basis for communication on the Internet, were developed by private actors. Foremost 
is the Internet Corporation for Assigned Names and Numbers (ICANN). It author-
itatively sets collectively binding rules for the Domain Name System (DNS) – the 
IP-addresses. The logical infrastructure of the Internet that consists of a series of 
standards and protocols was developed and made available by institutions such as 
the Internet Engineering Task Force (IETF), the Institute of Electrical and Electron-
ics Engineers (IEEE), and the World Wide Web Consortium (W3C).70

It is difficult for public international organizations to do more than invite and 
exhort member states to take care of the common concerns of cyberspace. In this 
perspective the responsibility about other than technical issues might also be shared 
with business enterprises – especially the big five major private companies in 
cyberspace: Apple, Alphabet (Google, YouTube), Facebook, Amazon, and Micro-
soft. Of course, others could be mentioned as well, based on the combined measure 
of page views (the Chinese Tmall, Baidu and Tencent), or because of their wider 
political, economic and cultural influence (Wikipedia, SWIFT, Instagram and Twit-
ter). However, the fundamental question has to be answered whether the main 
responsibilities for the commons should be given to other than state parties.

The particularity of the private companies in the digital age, which might give 
reason to consider them as relevant players in international public law, is that these 
companies have built platforms with which they seem to be building new global 
communities. If CEO Mark Zuckerberg authorizes a small change in Facebook’s 
design, the change will be seen by more than two billion users. Ultimately, the 
decisions in the board rooms of the companies that facilitate these communities 
are not made by the United Nations nor by the users, but by the owners, the share-
holders. This has to be remembered when assessing, in the context of international 
law, the rules these companies have laid down for their users.

At the beginning, it was straightforward capitalism of the new industry that 
blended very well with high-minded idealism into a libertarian outlook on the new 
phenomenon. One American law was especially important in backing this up. When 

Guardian 30 December 2017, available at <https://www.theguardian.com/technology/2017/
dec/30/wannacry-petya-notpetya-ransomware>; Pavel Polityuk, Oleg Vukmanovic and 
 Stephen Jewkes, ‘Ukraine’s power outage was a cyber attack: Ukrenergo’, Reuters 18 January 
2017, available at <https://www.reuters.com/article/us-ukraine-cyber-attack-energy-idUSK
BN1521BA>; and Swati Khandelwal, ‘Baltimore City Shuts Down Most of Its Servers After 
Ransomware Attack’, The.Hacker.News, 8 May 2019, available at <https://thehackernews.
com/2019/05/baltimore-ransomware-cyberattack.html>.

70 Daniel Voelsen, ‘Cracks in the Internet’s Foundation, The Future of the Internet’s Infrastructure 
and Global Internet Governance’, SWP.Research.Paper.2019/RP.14,.Stiftung.Wissenschaft.und.
Politik, November 2019, available at <https://www.swp-berlin.org/10.18449/2019RP14/>.
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Section 230 of the US Communications Decency Act was enacted in 1996, a pro-
vision was included in order to protect websites that tried to police their own 
networks. Apart from two specific exemptions (federal criminal law and intellectual 
property) the Internet was mostly left to govern itself.71 But while copyright cases 
and child pornography issues could be dealt with by the authorities, many cases 
concerning racism, bigotry and cyber bullying with all kinds of discriminatory 
insults, threats and harassments were left in the open. Twitter’s promise not to 
censor user content was removed from its mission statement only in 2015. Com-
panies that were not as strict as Twitter in avoiding intervention had problems of 
their own. When in 2007 YouTube tried to remove videos of Mexican drug cartels 
that featured mutilated bodies of their enemies, this also led to the deletion of 
videos of an Egyptian anti-torture activist.72 The Israel Defense Forces complained 
about the loss of exclusive footage when YouTube removed the video of an air 
strike on a dozen Hamas fighters in 2008.

The change came when in 2013-2014 the terrorist organizations Al Shabaab 
and ISIS started making an extensive use of Twitter. Twitter suspended the terror-
ist accounts,73 but for the terrorists it was easy to register new ones. That is why, 
in 2016, Facebook, Microsoft, Twitter and YouTube launched a shared database 
of ‘hashes’ – unique digital ‘fingerprints’ – in order to track and remove ‘violent 
terrorist imagery’, and later these videos could be automatically spotted and 
removed before a single user had flagged them.74 In the same year the companies 
expanded their definitions of hate speech and took effective steps towards the most 
virulent neo-Nazis and white supremacists. In July 2017, these four companies 
formally established the Global Internet Forum to Counter Terrorism, dedicated to 
disrupting terrorist abuse of its members’ digital platforms.

This private initiative was also a response to mounting legal and political pres-
sure. For example, in the aftermath of the November 2015 terror attacks in Paris, 
President Obama, US legislators and public officials around the world exhorted 
Google, Facebook and Twitter to identify and remove terrorist content. German 

71 Singer and Brooking, supra n. 25 at pp. 218-257.
72 Another example is a Facebook rule, adopted to improve counterterrorism, that prohibited any 

positive mention of ‘violence to resist occupation of an internationally recognized state’. It led 
to mass deletions from Palestine, Kashmir and Western Sahara; and the Myanmar Rohingya 
Muslims who tried to use Facebook to document a government-led ethnic cleansing campaign 
against them found some of their posts deleted because they were detailing the military atroci-
ties. See Singer and Brooking, supra n. 25 at p. 243.

73 Twitter mentioned in August 2016 an overall number of suspensions of 360,000 since the 
middle of 2015. See <https://blog.twitter.com/official/en_us/a/2016/an-update-on-our-efforts-
to-combat-violent-extremism.html>.

74 Rebecca Hersher, ‘Tech Companies Create Shared Database To Track, Remove ‘Violent Ter-
rorist Imagery’, NPR 6 December 2016, available at <https://www.npr.org/sections/thetwo-
way/2016/12/06/504554126/tech-companies-create-shared-database-to-track-remove-violent-
terrorist-imagery?t=1585906255513>; and see the announcement by The YouTube Team on 
Google’s Official Blog: ‘An update on our commitment to fight violent extremist content  
online, 17 October 2017, available at <https://youtube.googleblog.com/2017/10/an-update-on-
our-commitment-to-fight.html>.
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and Australian lawmakers passed bills in order to force the companies to promptly 
remove ‘illegal, racist or slanderous’ or ‘abhorrent violent’ material. Notwithstand-
ing the issues regarding freedom of expression, the European Commission has 
given billion-dollar fines to Google (inter.alia anti-trust law), Facebook (privacy-
law) and indirectly Apple (tax evasion) since 2016, although these tax rulings were 
recently annulled.75. The European Court of Justice found that Decision 2000/520 
on personal data transfers from the European Union to organizations established 
in the United States failed to comply with data protection laws;76 and it decided 
several cases based on the EU legislation concerning data protection, striking a 
balance between the protection of personal data and the freedom of information of 
Internet users, for example in cases regarding the de-referencing of sensitive data 
by search engine operators. These decisions only apply to queries arising from the 
territory of the member states; such an operator can’t be required to carry out a 
de-referencing on all the versions of its search engine.77 In reaction to this inter-
national pressure many of the ‘community standards’ – as Facebook likes to call 
its terms of use – have been amended and specified, and the same goes for other 
platforms. Of course, some of these have also been introduced as a direct reaction 
to the wishes of users, but the driving forces are definitely not only the voices and 
clicks of the users, but predominantly the role of political and legal pressure as 
well as money.

Big Industry cannot be missed, however, in protecting common interests in 
cyberspace. Given the aforementioned 2014 Microsoft-initiative and the Global 
Internet Forum, it accepts its responsibilities. Illustrative for the relevance of private 
initiatives for international law is the latest initiative of platforms to counter the 
dissemination of fake news (see Section 4.2.3 below). Some problems might even 
be better dealt with by private consortia or Big Tech than by sovereign states, if 
we think of attacks against the so-called cloud infrastructure or the SWIFT inter-
national banking system. These could cause global distress but are not specifically 
targeted at specific states. Of course, private interests are not always in sync with 
common concerns. Even if Big Tech or private consortia do their utmost to find 
common ground, it is clear that the rules of certain ‘communities’ in cyberspace 
differ from national values and ideas.78 An example is that some American com-
mentators question ‘Europe’s aggressive (some would even say fanatical) expansion 

75 EJC 15 July 2020, T-778/16, Ireland. and. Others. v.. European. Commission, and T-892/16, 
Apple. Sales. International. and. Apple. Operations. Europe. v.. European. Commission, 
ECLI:EU:T:2020:338, available at <http://curia.europa.eu/juris/celex.jsf?celex=62016TJ0778
&lang1=nl&type=TXT&ancre=>.

76 ECJ 6 October 2015, C-362/14 Schrems.v..Data.Protection.Commissioner, ECLI:EU:C:2015:650, 
available at <http://curia.europa.eu/juris/celex.jsf?celex=62014CJ0362&lang1=nl&type=TXT
&ancre=>.

77 ECJ 24 September 2019, C-507/17 Google.LCC.v..Commission.nationale.de.l’informatique.et.
des.libertés.(CNIL), ECLI:EU:C:2019:772, available at <http://curia.europa.eu/juris/celex.jsf?
celex=62017CJ0507&lang1=nl&type=TXT&ancre=>.

78 See also Molly K. Land, ‘The Problem of Platform Law: Pluralistic Legal Ordering on Social 
Media’, SSRN 15 September 2019, available at <https://ssrn.com/abstract=3454222>.
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of digital privacy and hate speech rules’. 79 Another example is how Dutch muse-
ums had difficulties with Facebook, because of the decent (according to Dutch 
general opinion) artworks containing nudity they wanted to display.80 The differ-
ence is that common concerns as defined by private enterprises ultimately have to 
give way to the laws of sovereign states, while these enterprises are free to formu-
late stricter rules within the confines of these laws.

3.3.2. The.Dark.Web:.a.common.threat?
Different from what is ordinarily meant when one is talking about the ‘tragedy of 
the commons’ the problem of cyberspace is not the risk of depletion – as in case 
of overharvesting, overfishing or the logging of rainforests – but of misuse of 
information technologies. Several Resolutions of the United Nations General 
Assembly have been established regarding criminal misuse of information tech-
nologies.81 Member States have to develop national law, policy and practice to 
combat this criminal misuse, taking into account the work and achievements of the 
UN and of other international and regional organizations.

The Council of the European Union adopted the following conclusion: ‘The EU 
stresses the importance of a global, open, free, stable and secure cyberspace where 
human rights and funda mental freedoms and the rule of law fully apply for the 
social well-being, economic growth, prosperity and integrity of our free and dem-
ocratic societies.’82 An important implementation is the collaboration of Member 
States of the European Union and the Council of Europe in the investigation of the 
so-called Dark Web. The Dark Web is part of the World Wide Web content that 
exists on darknets, which require specific software or authorization to access. These 
darknets include small, friend-to-friend peer-to-peer networks. There are some 
large, popular networks such as Tor (The Onion Router with its .onion domain), 
I2P and Freenet. The motivation behind these Dark Web networks was complete 

79 Mark Scott, ‘Goodbye internet: How regional divides upended the world wide web’, Politico 
15 December 2017, available at <https://www.politico.eu/article/internet-governance-facebook-
google-splinternet-europe-net-neutrality-data-protection-privacy-united-states-u-s/>.

80 See ‘Schilderij van Pyke Koch te bloot voor Facebook, NRC.nl 18 November 2016, available 
at <https://www.nrc.nl/nieuws/2016/11/18/schilderij-van-pyke-koch-te-bloot-voor-facebook-
5357390-a1532635>; and Roy van der Lee, ‘Museum Jan Cunen baalt: blote borsten worden 
steeds van Facebook verwijderd’, Brabants.Dagblad 24 January 2019, available at <https://
www.bd.nl/oss-e-o/museum-jan-cunen-baalt-blote-borsten-worden-steeds-van-facebook-
verwijderd~a8b801fc/>.

81 UNGA Resolutions 55/63 and 56/121 ‘Combating the criminal misuse of information technol-
ogies’, UN Doc. A/RES/55/63, 22 January 2001, available at <https://www.itu.int/ITU-D/cyb/
cybersecurity/docs/UN_resolution_55_63.pdf> and UN Doc. A/RES/56/121, 23 January 2002, 
available at <https://www.itu.int/ITU-D/cyb/cybersecurity/docs/UN_resolution_56_121.pdf> 
respectively. UNGA Resolution 57/239, Creation of a global culture of cybersecurity, invited 
Member States ‘to develop throughout their societies a culture of cybersecurity in the applica-
tion and use of information technology’, UN Doc. A/RES/57/239, 31 January 2003, available 
at <https://www.itu.int/ITU-D/cyb/cybersecurity/docs/UN_resolution_57_239.pdf>.

82 Council Conclusions on malicious cyber activities – approval, Brussels, 16 April 2018, 
7925/18, available at <http://data.consilium.europa.eu/doc/document/ST-7925-2018-INIT/en/
pdf>.
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anonymisation of information exchange on the Internet: anonymization of senders 
and servers along with complete message encryption.83 With this in mind, it was 
originally developed by the U.S. Office of Naval Research and Defense Advanced 
Research Projects Agency (DARPA).

The perceived high level of anonymity makes the Dark Web a place where 
illegal activity thrives. Reportedly, commercial darknet markets mediate transac-
tions for illegal drugs, child pornography and other illicit products.84 Many 
hackers sell their services either individually or as a part of groups. Moreover, the 
advent of technology-based money such as digital currencies like Bitcoin and its 
use under untraceable sites via the Dark Web are making money laundering and 
terrorism funding much easier than before.85 Notorious trading places on the Dark 
Web, like Silk Road (2013-2014), Alpha Bay (2017) and Wall Street Market (2019) 
are being closed regularly.86 Because these trading places – as well as relevant data 
in more common crime-investigations – are often stored beyond national borders, 
shared investigating practices are developing in Europe and around the world.

Notwithstanding the dominant idea of the Dark Web as a den for criminals, its 
anonymity also makes it possible for journalists, activists, and whistle-blowers to 
speak freely despite state monitoring of the Internet. While not a perfect means of 
anonymity, Tor has become widely used by journalists communicating with sources, 
human rights activists, and dissidents in war-torn areas such as Syria.87 For the 
same reason Facebook has set up its own self-contained onion domain so users 
could bypass censorship via the Tor network.

Although there is no doubt that terrorist and criminal goods, services and cap-
ital abound on the Dark Web – something that might very well be considered 
contrary to the common good – there is another side to its existence as well. Because 
the Dark Web cannot only be considered a common threat, it is hard to formulate 

83 Hal Berghel, ‘Which Is More Dangerous – the Dark Web or the Deep State?’, 53(7) Computer 
(July 2020) pp. 86-91, available at <https://www.computer.org/csdl/magazine/co/2017/07/
mco2017070086/13rRUwwslA4>.

84 Europol, Internet Organised Crime Threat Assessment (IOCTA) 2019, available at <https://
www.europol.europa.eu/activities-services/main-reports/internet-organised-crime-threat- 
assessment-iocta-2019>.

85 Geetha A. Rubasundram, ‘The Dark Web and Digital Currencies: A Potent Money Laundering 
and Terrorism Opportunity’, 7(5S) International.Journal.of.Recent.Technology.and.Engineer-
ing (2019) pp. 476-482, available at <https://www.ijrte.org/wp-content/uploads/papers/v7i5s/
ES2189017519.pdf>.

86 The latter encrypted platform had more than 1 million customer accounts, over 5,000 registered 
sellers and more than 60,000 sales offers, according to Frankfurt prosecutors and affidavits 
filed by US prosecutors in a federal court in Los Angeles. See ‘German police shut down one 
of the world’s biggest dark web sites’, The.Guardian 3 May 2019, available at <https://www.
theguardian.com/world/2019/may/03/german-police-close-down-dark-web-marketplace>.

87 John Borland, ‘For Tor, Publicity a Mixed Blessing’, Wired 28 December 2013, available at 
<https://www.wired.com/2013/12/tor-publicity-mixed-blessing/>; SecureDrop is a Dark Web 
service which is now being used by over 28 news outlets and activist organisations across the 
world, including the Guardian, the Washington Post and Al Jazeera; see <https://securedrop.
org>.
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what is to be wished for in general terms of a worldwide common concern, while 
national and regional cooperation are definitely needed in specific matters.

Ultimately, from a global point of view, the harmful use of cyberspace by indi-
viduals and non-State entities is less relevant than its positive potential for economic 
growth and development, for access to information and for strengthening the exer-
cise of human rights.

4. CYBERSPACE AND SOVEREIGNTY

4.1 Sovereignty and the Balkanisation of cyberspace

The principle of sovereignty is one of the fundamental principles of international 
law. States are equal and independent and hold the highest authority within their 
own borders. This implies that states enjoy internal and external sovereignty. 
Regarding cyberspace this means that a state is free to adopt any measure it consid-
ers necessary or appropriate with regard to cyber infrastructure or cyber activities 
within its territory unless prevented from doing so by a rule of international law. 
Secondly, it means a state is free to conduct cyber activities in its international 
relations, subject to any binding contrary rule of international law. The UNGGE 
of 2013 concluded that State sovereignty and the international norms and principles 
that flow from it apply to States’ conduct of ICT-related activities and to their 
jurisdiction over ICT infrastructure within their territory; States must meet their 
international obligations regarding internationally wrongful acts attributable to 
them.88 Cyber operations that prevent or disregard another state’s exercise of its 
sovereign prerogatives constitute a violation of sovereignty and are prohibited by 
international law. This is acknowledged with the general principle of due diligence, 
as it has been described in the Tallinn Manual 2.0: ‘A State must exercise due 
diligence in not allowing its territory, or territory or cyber infrastructure under its 
governmental control, to be used for cyber operations that affect the rights of, and 
produce serious adverse consequences for, other States’.89 It might be acknowledged 
that this particular cyber-related due diligence principle has not achieved lex.lata 
status, but as it derives from the principle of sovereignty it seems not to be over-
stretching international law to accept it as a reflection of a legal obligation.

In the West, the discourse on sovereignty in cyberspace evolved slowly. The 
cyber-libertarian ideas about cyberspace as one borderless, unregulated global 
commons might have found some support in the 1990s, but, as Boer and Werner 
have argued, these ideas do not fit with current international law.90 At best one 

88 UNGGE Report 2013, n. 40 supra at p. 2.
89 Rule 6 Tallinn Manual 2.0 with a reference to the Corfu Channel case, Judgment of 9 April 

1949, ICJ Reports 1949, p. 4, at 22. See also Rule 7: ‘The principle of due diligence requires a 
State to take all measures that are feasible in the circumstances to put an end to cyber operations 
that affect a right of, and produce serious adverse consequences for, other States’.

90 Boer en Werner, supra n. 55.
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could say that western states refrain from exercising their sovereignty over parts 
of cyberspace.91 Nevertheless, for years it was widely believed that an open Inter-
net – with standardized protocols but few regulations – would naturally serve the 
best interests of users, communities, countries and the global economy. But then 
discussions arose about the monopoly power for mega-platforms like Facebook 
and Google, the threats to privacy and the security of data and intellectual property 
and about the vulnerability to attacks on critical infrastructure, including financial-
market systems and electoral processes. That is when even western governments 
started legal regulation.

Notwithstanding their cultural and legal differences, the common position of 
the EU and the United States could be described as a ‘multi-stakeholder’ model, 
where management of the global Internet architecture rests in the hands of a clus-
ter of industry, academic, and non-governmental actors.92 The United Nations 
prominently took up the idea of multi-stakeholder governance by founding the 
Internet Governance Forum (IGF), which was launched at the Tunis World Summit 
in 2005. As a platform for discussions, the IGF brings various people and stake-
holder groups from all countries, including developing countries, to the table as 
equals to exchange information and share good policies and practices relating to 
the Internet and technologies. While the IGF may not have decision-making man-
dates – it does not adopt resolutions or create any binding treaties – it informs and 
inspires those who do. The IGF facilitates common understandings and knowledge 
exchange of how to maximize Internet opportunities and address risks and chal-
lenges.

This model differs substantially from the current ideas about cyber sovereignty 
in China, Russia and other countries. Their ‘multilateral’ approach to Internet 
management would give national governments a larger role in managing cyberspace. 
What that means differs: Chinese Internet management includes strict requirements 
according to the ‘Golden Shield’ philosophy: Facebook remains banned in China, 
and Google never operated in the Chinese market after refusing to comply with 
mandated censorship laws. Apple currently operates in the Chinese market under 
the condition that all Apple servers are located in the country and maintained by 
government-affiliated companies.93 Russia also enforced domestic data storage 

91 N. Tsagourias, ‘The Legal Status of Cyberspace’, in N. Tsagourias and R. Buchan (eds.), Re-
search. Handbook. on. International. Law. and. Cyberspace, Cheltenham (UK)/Northampton 
(US), Edward Elgar Publishing 2015, pp. 13-29.

92 Elliott Zaagman, ‘Cyber Sovereignty and the PRC’s Vision for Global Internet Governance’, 
The. Jamestown. Foundation. China. Brief 5 June 2018, available at <https://jamestown.org/
program/cyber-sovereignty-and-the-prcs-vision-for-global-internet-governance/> ; Global 
Commission on Internet Governance, Who.Runs.the.Internet?.The.Global.Multi-Stakeholder.
Model.of. Internet.Governance, GCIG Research Volume Two, 17 January 2017, available at 
<https://www.cigionline.org/publications/who-runs-internet-global-multi-stakeholder-model-
internet-governance>.

93 ‘Cyberbalkanization and the Future of the Internets’, Part I – Global, Medium/Skycoin 27 Au-
gust 2018, available at <https://medium.com/skycoin/cyberbalkanization-and-the-future-of-
the-internets-f03f2b590c39>.
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standards in 2015, forbidding Russian citizens’ data to leave the country. In 2019 
the Sovereign Internet law came into effect. It is designed as a defensive mechanism 
against any foreign attempts to harm the Russian Internet by cutting access to 
foreign (non-Russian) servers by establishing a shadow, Russia-only, DNS sys-
tem.94 It should be stressed that this is going much farther than using the existing 
power of sovereign states to temporarily suspend international telecommunication 
services partially or totally in emergency situations.95 In many countries authorities 
are halting the flow of online information – especially by social media restrictions 
– amid political turmoil, large-scale protests and other events. A Stanford researcher 
documented 400 to 450 cases of Internet blackouts between 2011 and 2019.96 But 
again, these exceptional and temporary measures are not to be confounded with 
the building of a de.facto separate Internet.

At the moment of writing not only the difficulties regarding the use of social 
media in the Russian-American relationship, but also the difficulties regarding 
trade and espionage in the Sino-American relationship – especially regarding the 
international aspirations of the big Chinese Tech firm Huawei – give reason for 
concern. They have wider implications, for example in the light of urgent requests 
addressed to the Netherlands regarding the export of (EUV-)machines97 for the 
mass production of complex computer-chips. Some think a bifurcation might take 
place into a Chinese-led Internet and a non-Chinese Internet led by America. Spec-
ulating along this line, President Macron mentioned that such a situation would 
call for an independent European path.98 Leaving the differences between the 
several approaches aside, it should be realized that the emphasis on national (or 
regional) sovereignty might lead to a loss of interoperability and thus the risk of 
so-called ‘Balkanisation’ of the Internet. That means a lot more than that the expe-
rience online is determined by national or regional regulation. Businesses 
operating in multiple jurisdictions now rely on seamless online connectivity. That 
will change if current global infrastructures start to crumble and web services, 
communication standards and hardware devices become incompatible. It is inter-

94 Kevin Townsend, ‘Cyberbalkanization and the Future of the Internet’, SecurityWeek 1 No-
vember 2019, available at <https://www.securityweek.com/cyberbalkanization-and-future-
internet>.

95 Art. 9 International Telecommunication Regulations (Dubai, 2012). An example might be Sri 
Lanka 2019.

96 ‘Sri Lanka attack: Internet shutdowns are more common than you think’, NBC. News 23 
April 2018, available at <https://www.nbcnews.com/news/world/sri-lanka-attack-internet-
shutdowns-are-more-common-you-think-n997301>; Jan Rydzak, ‘Disconnected. A Human 
Rights-Based Approach to Network Disruptions’, The.Global.Network.Initiative 2018, avail-
able at <https://globalnetworkinitiative.org/wp-content/uploads/2018/06/Disconnected-Report-
Network-Disruptions.pdf>.

97 These lithography machines use extreme ultraviolet (EUV) light at a wavelength of 13.5 nm 
to make chip features finer and finer down to a few nanometres in size, which enables the chip 
industry to work on a much smaller scale than before.

98 ‘IGF 2018 Speech by French President Emmanuel Macron’, 13 November 2018, available 
at <https://www.intgovforum.org/multilingual/content/igf-2018-speech-by-french-president-
emmanuel-macron>; and see Daniel Voelsen, supra n. 70 at p. 27.
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esting to note that not only Western academics, but also Chinese investors see the 
economic danger of this.99

With respect to the exercise by national states of their sovereign power there 
are other questions to be considered. Because governments that use cloud comput-
ing could store data outside their jurisdiction, they might run the risk of 
compromising national sovereignty by conceding control over information. That 
is why it might seem helpful – from the perspective of the internal concept of 
sovereignty – to think in terms of ‘national data sovereignty’. That could be defined 
as ‘Government’s exclusive authority and control over all virtual public assets, 
which are not in the public domain, irrespective whether they are stored on their 
own or third parties’ facilities and premises’.100 This definition immediately makes 
it clear, however, that from the external point of view it is questionable whether 
another state would have to respect the national data sovereignty of another coun-
try. This leads to the question under which circumstances we could speak of a 
violation of sovereignty from the perspective of international law.

4.2 Threats to sovereign states from cyberspace

According to Rule 4 of the Tallinn Manual 2.0 – and in general endorsed by the 
Dutch government101 – a violation of sovereignty in case of remote cyber opera-
tions has to be assessed on two different bases, 1) the degree of infringement upon 
the target state’s territorial integrity; and 2) whether there has been an interference 
with or usurpation of inherently governmental functions.102 As to the first base, the 
Tallinn experts looked at a) physical damage or injury, b) loss of functionality 
(according to the experts the Shamoon virus that required repair or replacement of 
thousands of Saudi Arabia’s oil company Saudi Aramco’s hard drives qualified as 
a violation of that state’s sovereignty) and c) infringement upon territorial integrity 
falling below the threshold of loss of functionality. As to the second base the experts 
mentioned examples including ‘changing or deleting data such that it interferes 
with the delivery of social services, the conduct of elections, the collection of taxes, 
the effective conduct of diplomacy, and the performance of key national defence 
activities’.103

99 A. Michael Spence and Fred Hu, ‘Preventing the Balkanization of the Internet, Council on 
Foreign Relations’, Council.on.Foreign.Relations 2018, available at <https://www.cfr.org/blog/
preventing-balkanization-internet>.

100 K. Irion, ‘Government Cloud Computing and National Data Sovereignty’, 4(3-4) Policy.and.
Internet 2013, pp. 40-71, available at <https://doi.org/10.1002/poi3.10>.

101 See Appendix, supra n. 39, at p. 1, with reference to Island of Palmas case (United.States.of.
America.v..The.Netherlands, PCA 4 April 1928, UN Reports of International Arbitral Awards, 
Vol. II, pp. 829-871); and see ICJ 27 June 1986, Nicaragua.v..United.States.of.America, ICJ 
Reports 1986, p. 14, at para. 292 sub (5) and (6), available at <https://www.icj-cij.org/files/
case-related/70/070-19860627-JUD-01-00-BI.pdf>.

102 Tallinn Manual 2.0, Rule 4 sub 10.
103 Tallinn Manual 2.0, Rule 4 sub 16.
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In Section 4.2.1 below, I will reflect on the main historical developments of 
cyberspace – as described in Section 1.2 above – with a view to possible breaches 
of sovereignty. Three different types of threats that occur by way of cyberspace 
will be discussed: spying and stealing secrets; causing damage in the real world; 
and spreading disinformation.

4.2.1. Cyber.espionage
According to Rule 32 Tallinn Manual 2.0 peacetime cyber espionage does not per 
se violate international law, but the method by which it is carried out might do so. 
This is in accordance with the absence of an international law prohibition of espi-
onage in general – notwithstanding the possibility of domestic legislation 
criminalising espionage. The term ‘cyber espionage’ refers to any act undertaken 
clandestinely or under false pretences that use cyber capabilities to (attempt to) 
gather information.104 The Tallinn experts have envisioned the debate as to whether 
cyber espionage has become so pervasive and detrimental that a new customary 
international law norm prohibiting it has crystallised, but they concurred that insuf-
ficient state practice and opinio.juris on the matter exist to conclude thus. It was 
noted that states may commit themselves to restricting espionage activities inter 
se. An example is the commitment between the United States and China in 2015 
to the effect that neither state’s government will engage in or support cyber-enabled 
theft of intellectual property.105

The severity of the consequences suffered by a target state by the loss of specific 
data does not make the espionage operation a violation of sovereignty according 
to lex.lata. No consensus amongst the experts was achieved regarding the situation 
in which the amount of stolen data is huge – when gigabytes of data are exfiltrated 
over a longer stretch of time. Nevertheless, specific uses of the stolen data might 
in themselves be considered a violation of international law.

The question whether the method used to obtain the data made the specific act 
a violation is even more difficult to answer. Other norms might be relevant. For 
example, the lawfulness of tapping a submarine communication cable depends 
inter.alia on whether the operation is conducted within or beyond the territorial 
sea of a coastal state (Rule 54). The question arises if, by analogy, it might be 
relevant for the lawfulness of stealthily obtaining data whether the data are located 
(in a cloud) on a server outside the national territory.

Another example corresponds with the breaches of sovereignty because of the 
loss of functionality of the infrastructure. If in the course of the cyber espionage 

104 The Tallinn Manual’s definition is thus even wider than the definition in the AIV/CAVV 
Advisory Report: ‘the clandestine gathering of information on networks or information 
systems by governments or enterprises to further their diplomatic, military or economic  
interests’, AIV/CAVV, ‘Cyber Warfare’, Advisory Report No. 77, AIV/No. 22, CAVV,  
December 2011, available at <https://www.advisorycouncilinternationalaffairs.nl/documents/
publications/2011/12/16/cyber-warfare>.

105 See Press Release, The White House, 25 September 2015 on President Xi Jinping’s State 
Visit to the United States, available at <https://obamawhitehouse.archives.gov/the-press-
office/2015/09/25/fact-sheet-president-xi-jinpings-state-visit-united-states>.
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operation such a loss occurred, the espionage itself might also be considered a 
breach (Rule 32, sub 6). This requires further interpretation. If a sovereign state 
realizes that malware has been planted in its operating system, usually it will take 
direct measures and stop the (unlimited) functioning of the system. In exceptional 
cases loss of functionality might be considered to exist when reinstallation of the 
operating system is necessary.106 One wonders whether this is sufficient to speak 
of a violation of sovereignty. The difference between penetration (entering, looking 
around and copying) and manipulation (‘preparing the environment’) of another 
system seems relevant – because functional loss seems to be intended in the latter 
case. Nevertheless, at the receiving end the difference might not be very big.107 
The same reasoning holds for the question whether cyber espionage qualifies as 
an intervention. In general, it will not, because it lacks a coercive element (Rule 
66 sub 33). However, the coercive element might be construed by taking into 
account that a sovereign state should not be forced to tolerate the existence of a 
(hostile and/or covert) botnet on its territory. In that perspective the depth of the 
penetration in the systems of the target state might be relevant.

A last example is the observation under Rule 32 that ‘if cyber operations that 
are undertaken for espionage purposes violate the international human right to 
privacy (Rule 35), the cyber espionage operation is unlawful’. Here, I think, neces-
sity is the mother of invention. If we just reflect on the 2013 hacking of the Office 
of Personnel Management – see Section 1.2.2 above – I find it hard to accept that 
the mere fact that an espionage operation leads to an infringement of the right to 
privacy of 22 million US people who, for example, have undergone background 
checks for security clearance makes it unlawful, while hacking the Lockheed and 
NASA companies does not do that. It is telling that when James Clapper, the 
American director of national intelligence, appeared in Congress and was asked 
about the theft of the federal employee data in the Office of Personnel Management, 
he insisted the whole incident was espionage, pure and simple, and therefore did 
not constitute an ‘attack’. When members of Congress objected that it looked like 
an attack on their constituents, Clapper said: ‘If we had the opportunity to do the 
same thing, we’d probably do it.’108 Of course, it is highly relevant and to be 
applauded that international human rights law applies to cyber-related activities 
(Rule 34), but I find it difficult to use the confidentiality of communications and 
other privacy rights in order to introduce a prohibition on specific types of espionage 
in international law.

In almost all cases examined in Section 1.2 above governments denied respon-
sibility for hacking operations – even in cases where taking this position seems to 
be very debatable. This is relevant, because the rule that cyber espionage does not 
per.se violate international law is limited to espionage by, or otherwise attributable 
to, States. In my opinion, however, this question of evidence is not the most impor-
tant reason to conclude that cyber espionage has become pervasive, but that, for 

106 Tallinn Manual 2.0, Rule 4 sub 13.
107 Sanger, supra n. 17 at p. 165.
108 Sanger, supra n. 17 at p. 116.
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the moment, there is reason to stick to this rule. The main reason is that there is no 
reasonable legal ground to criticize a state that tries to protect its national security 
and its citizens by obtaining secret or confidential information from other states. 
Further discussion is needed regarding intelligence gathering involving exploratory 
intrusions, when this might lead to loss of functionality of the objects of intrusion.

4.2.2. Damaging.the.real.world
Most of the Tallinn experts agreed that cyber operations constitute a violation of 
sovereignty in the event they result in physical damage or injury, as in the case of 
malware that causes the malfunctioning of the cooling elements of equipment, 
thereby leading to overheating that results in components melting down (Rule 4 
sub 11). Of course, Stuxnet comes to mind (see Section 1.2.2 above). The experts 
noted that such operations may also constitute prohibited intervention (Rule 66), 
an unlawful use of force (Rule 68), or an armed attack (Rule 71). This might seem 
obvious, because the principle of sovereignty clearly protects territorial integrity 
against physical violation. In the view of some experts, however, there may be 
situations involving physical damage or loss of functionality or injury that do not 
constitute a violation of sovereignty.

Some cyber attacks could fall under the banner of Article 2.4 of the UN Charter 
according to which states ‘shall refrain in their international relations from the 
threat or use of force against the territorial integrity or political independence of 
any state, or in any other manner inconsistent with the Purposes of the United 
Nations.’ The customary interpretation of this provision is that all forms of armed 
force are prohibited. However, such force is not restricted to the kinetic impact of, 
for instance, conventional weapons systems. The distinction between armed force 
and other forms of force depends on whether the force caused or could have caused 
death, injury or damage to goods or infrastructure.109 According to Moret and 
Pawlak, consequently, a cyber attack that cripples a country’s banking system or 
energy network, or causes significant damage otherwise could be comparable to a 
situation in which this infrastructure is attacked through conventional military 
methods.110 In the view of the Dutch government, it cannot be ruled out that a cyber 
operation with a very serious financial or economic impact may qualify as the use 
of force.111 Not every action resulting in damage will reach the threshold, however. 
It is interesting to note that, for example, the Iranian attack on the casino was merely 
considered to be a criminal act. Notwithstanding the ubiquitous rules in international 
law regarding warfare/armed conflicts, terrorism and crime, there is no clear inter-

109 AIV/CAVV Advisory Report 2011, supra n. 104.
110 Erica Moret and Patryk Pawlak, ‘The EU Cyber Diplomacy Toolbox: towards a cyber 

sanctions regime?’, European Union Institute for Security Studies (EUISS) July 2017, avail-
able at <https://www.iss.europa.eu/sites/default/files/EUISSFiles/Brief%2024%20Cyber%20
sanctions.pdf>.

111 See Appendix supra n. 39; see also AIV/CAVV Advisory Report 2011, supra n. 104.
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national law provision that makes a substantive distinction between these, except 
for the basic idea that State conduct should not be assimilated to criminal conduct.112

A few words on the law of war. There is a genuinely military dimension to 
cyberspace. Armed forces not only use cyberspace ‘to enable [...] military, intel-
ligence, and business operations, including the movement of personnel and 
material and the command and control of the full spectrum of military operations’,113 
but as we have seen with the attacks on Syria and Ukraine in 2014 and on Mosul, 
armies are integrating cyber capabilities into warfare. According to Rule 80 Tallinn 
Manual 2.0 cyber operations executed in the context of an armed conflict are sub-
ject to the law of armed conflict. The Tallinn experts did an enormous job in 
describing the law of cyber armed conflict. It is illustrative that almost half of the 
Rules (Rule 80 – Rule 154) deal with this subject. Again, the basic rules of inter-
national law and international humanitarian law are supposed to apply equally. The 
application of this regulatory framework in cyberspace is technically feasible and 
legally necessary since it applies to all hostilities regardless of the weapons or 
combat methods used.114

So, according to the Manual, the law of armed conflict did not apply when, in 
2007, Estonia was the target of persistent DDoS attacks, because the situation did 
not rise to the level of an armed conflict. But it did apply to the cyber operations 
that occurred during the international armed conflict between Georgia and Russia 
in 2008.115 It is the same differentiation which makes it hard to decide on the tak-
ing over of the air defence network in the Al Kibar case, although it was a 
conventional battlefield application – stymieing the weapon systems of the enemy. 
And with the propaganda on the Ukrainian and Mosul front we have seen uncon-
ventional applications by incorporating broader civilian elements, although the 
basic idea was not unlike propaganda warfare of earlier days. These examples do 
raise some hard questions about the legal matter of the cases, but not specifically 
because of the use of cyber operations. However, in a discussion about Stuxnet the 
Tallinn experts were divided as to whether the damage sufficed to meet the thresh-
old of armed force. But they agreed that cyber operations alone have the potential 
for crossing the threshold of international armed conflict (Rule 82 sub 15). I would 
say the widespread blackout in Ukraine on Christmas’ Eve 2015 might be an 
example of such a crossing.

Nevertheless, I would argue by way of contrast that sometimes a cyberattack 
on a specific goal might be an option short of kinetic warfare. A coherent legal 
approach to cyber security is not jeopardized by the distinction between cyber 
operations of states (that might look like cybercrimes) on the one hand and cyber-
crimes of private parties on the other. From that perspective, a distinction should 
be made between cyber operations that take place during an armed conflict and 
cyber operations that cannot be considered as part of real warfare. This latter, new 

112 See also Heintschel von Heinegg, supra n. 52.
113 Ibid., at p. 8.
114 AIV/CAVV Advisory Report 2011, supra n. 104, at p. 25.
115 Rule 80, sub 3.
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type of targeted measures invites us to think again about proportionality of coun-
termeasures in cyberspace (see Section 4.3 below). In my opinion it is very difficult 
to accept the proportionality of the North-Korean attacks on Sony, but I definitely 
would prefer a temporary DDoS attack on a group of Russian hackers during the 
American elections over an all-out war.

4.2.3. Disinformation.and.election.meddling
After World War II the interrelation of freedom of expression and obligations to 
stop war propaganda and hate speech became very clear. On the one hand the 
Universal Declaration of Human Rights as well as, for example, the European 
Convention on Human Rights contained provisions on freedom of expression. On 
the other hand article 2.4 of the UN Charter laid down the prohibition of the threat 
or use of force and the General Assembly condemned ‘all forms of propaganda, in 
whatsoever country conducted, which is either designed or likely to provoke or 
encourage any threat to the peace, breach of the peace or act of aggression’.116 
Moreover, several international legal instruments confirm the importance of the 
prohibitions on influencing nationals of another state towards civil strife or insur-
rection.117 Basically, it was considered to be an act in violation of foreign sovereignty, 
a foreign intervention or even an act of aggression, if a government sends disrup-
tive appeals to a foreign population.118

The tension between the two values is exemplified by the 1966 International 
Covenant on Civil and Political Rights (ICCPR). Following article 19 on freedom 
of expression, article 20 contains the prohibition of propaganda for war and 
hatred.119 However, freedom of expression prevailed and article 20 seems to have 
been slumbering for half a century.120 The majority of western states have entered 

116 UNGA Resolution 110(II) ‘Measures to be taken against propaganda and the inciters of a new 
war’, UN doc. A/RES/2/110, 3 November 1947, available at <http://www.un-documents.net/
a2r110.htm>.

117 Mark R. Leiser, ‘Regulating Computational Propaganda: Lessons from International Law’, 
8(2) Cambridge.International.Law.Journal 2019, pp. 218-240. UNGA Resolution 290(IV) ‘Es-
sentials of peace’, UN Doc. A/RES/290(IV), 1 December 1949, available at <https://undocs.
org/en/A/RES/290(IV)>; UNGA Resolution 2131(XX) ‘Declaration on the Inadmissibility of 
Intervention in the Domestic Affairs of States and the Protection of Their Independence and 
Sovereignty’, UN Doc. A/RES/2131(XX) 21 December 1965, available at <https://documents-
dds-ny.un.org/doc/RESOLUTION/GEN/NR0/218/94/img/NR021894.pdf?OpenElement> ; 
UNGA Resolution 2625 (XXV) ‘Declaration on Principles of International Law concerning 
Friendly Relations and Co-operation among States in accordance with the Charter of the United 
Nations’, UN Doc. A/RES/2625(XXV) 24 October 1970, available at <https://documents-dds-
ny.un.org/doc/RESOLUTION/GEN/NR0/348/90/img/NR034890.pdf?OpenElement>.

118 John B. Whitton, ‘Hostile International Propaganda and International Law’, 398(1) The.Annals.
of.the.American.Academy.of.Political.and.Social.Science (1971) pp. 14-25.

119 On hate speech see: Report of the Special Rapporteur on the promotion and protection of the 
right to freedom of opinion and expression, UN Docs A/74/486, 9 October 2019, available at 
<https://www.ohchr.org/Documents/Issues/Opinion/A_74_486.pdf>.

120 Andrei G. Richter, ‘Legal Response to Propaganda Broadcasts Related to Crisis in and Around 
Ukraine, 2014-2015’, 9 International.Journal.of.Communication (2015), Feature 3125-3145, 
available at <https://ijoc.org/index.php/ijoc/article/view/4149/1474>.
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reservations declaring that they would not be bound by the prohibition on warmon-
gering. Moreover, it should be noted that propaganda aimed at peaceful regime 
change is not covered by this prohibition, nor is subversion. Nevertheless, there 
have been judgments of the Rwanda Tribunal considering the role of radio and of 
music and print media in inciting genocide, while the Yugoslavia Tribunal’s empha-
sis on propaganda activities have been followed by giving significant relevance to 
speech acts and propaganda in the case law of the International Criminal Court.121 
Moreover, especially since the beginning of the 21st century, in cases of hate speech, 
the European Court of Human Rights has allowed restrictions on the freedom of 
expression and freedom of the media.122

The use of media in cyberspace differs essentially from traditional media in the 
sense that in cyberspace instant dissemination of ideas and images to anyone is 
possible, without the intervention of any editorial control. With billions of users, 
these uploads enhance the possibilities of spreading harmful speech as well as the 
impact of harmful uploads, including uploads that propagate war and hate or uploads 
that spread false information. Moreover, not only advertisers, but also political 
campaigners and foreign agents are increasingly capable of using Big Data analyt-
ics to influence opinions and voting through targeted messages. Of course, this 
would not be possible without the use of personal data in the analytics, which gives 
reason to strengthen the rules on such use.123 In addition, EU member States and 
hosting service providers are encouraged to take effective, appropriate and propor-
tionate measures to tackle illegal and especially terrorist content online.124 Thus, 
the self-regulatory standards of online platforms and leading social networks to 
fight disinformation are to be applauded.125 But in the international arena, the use 
of platforms by means of – often automated – targeted campaigns needs more than 
these regional and private initiatives. This means that the question arises again 
whether and/or under what conditions disseminating (dis)information may amount 
to a violation of sovereignty.

Above, in Section 4.2, Rule 4 Tallinn Manual 2.0 was already quoted. For the 
lawfulness of remote cyber operations, at least two issues have to be taken into 
consideration: (1) the degree of infringement upon the target State’s territorial 
integrity – on which the previous section focused – is relevant and (2) the question 

121 Michael G. Kearney, The.Prohibition.of.Propaganda.for.War.in.International.Law, Oxford, 
Oxford University Press 2007.

122 See Françoise Tulkens, ‘When to say is to do, freedom of expression and hate speech in the case 
law of the European Court of Human Rights’, in Freedom.of.Expression..Essays.in.Honour.of.
Nicolas.Bratza, Oisterwijk, Wolf Legal Publishers 2012, pp. 279-295.

123 Giovanni Buttarelli, European Data Protection Supervisor, Opinion 3/2018, ‘EDPS Opinion 
on online manipulation and personal data’, available at <https://edps.europa.eu/sites/edp/files/
publication/18-03-19_online_manipulation_en.pdf>. See also: Leiser supra n. 117.

124 See Commission Recommendation of 1.3. 2018 on measures to effectively tackle illegal con-
tent online, C(2018) 1177 final, available at <https://ec.europa.eu/digital-single-market/en/
news/commission-recommendation-measures-effectively-tackle-illegal-content-online>.

125 The Code sets out a wide range of commitments, from transparency in political advertising to 
the closure of fake accounts and demonetization of purveyors of disinformation. See <https://
ec.europa.eu/digital-single-market/en/news/code-practice-disinformation>.
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whether there has been an interference with inherently governmental functions or 
even an intervention.

The Tallinn experts agreed with regard to propaganda that its transmission into 
other states generally is not a violation of sovereignty, even though many instru-
ments stipulate that states in which other states’ broadcasts are available should 
have some degree of control over the information that is being transmitted into 
their territories (Rule 4 sub 29). Propaganda might violate other rules of interna-
tional law, however. From the point of view of the international community, the 
most worrisome cases of fake news are probably those where the news might lead 
to war. In Section 1.2.3 above, we have seen the example of the misunderstanding 
on the side of the Pakistani defence minister; if, however, a foreign state intention-
ally sends to the Navy a deepfake video of the sinking of one of its men-of-war, 
this particular type of warmongering can probably be considered as a violation of 
Article 2.4 UN Charter.

Meddling with national elections by way of cyberspace seems to be an even 
more urgent problem, and it might be considered an interference with the exclusive 
right States enjoy to perform inherently governmental activities on their own ter-
ritory.126 The question is, however, in which cases there is reason to consider such 
meddling as an exception to the general rule that the extensive State practice of 
engaging in both truthful and untruthful propaganda during foreign elections implies 
that election propaganda by cyber means does not violate a target State’s sover-
eignty.127 It is a difficult question, because – unlike tampering with online voting 
machines – doxing and disseminating (dis)information are cyber operations that 
manifest themselves on another State’s territory without causing physical damage 
or serious loss of functionality. Nevertheless, there are types of election meddling 
that might amount to interference. For example, the nature of the covert Russian 
doxing and troll operations in the run-up to the 2016 U.S.-election is such that it 
not only thwarts the electorate’s freedom of choice, but that it consequently also 
compromises and weakens the authority of the government of a State that consid-
ers itself to be fundamentally governed by democratic values.

The position might also be defended that election meddling is an unlawful 
intervention in the internal affairs of another State.128 Referring to the right of a 
State to choose its own political system, the ICJ observed in Nicaragua: ‘Interven-
tion is wrongful when it uses methods of coercion in regard to such choices, which 
must remain free ones.’129 Subsequently, the question is whether doxing and the 

126 Duncan Hollis, ‘The Influence of War; The War for Influence’, 32(1) Temple. International.
and. Comparative. Law. Journal (2018), available at <https://papers.ssrn.com/sol3/papers.
cfm?abstract_id=3155273>; Barrie Sander, ‘Democracy Under The Influence: Paradigms of 
State Responsibility for Cyber Influence Operations on Elections’, 18(1) Chinese.Journal.of.
International.Law (2019) pp. 1-56, available at <https://doi.org/10.1093/chinesejil/jmz003>.

127 Michael N. Schmitt, ‘‘Virtual’ Disenfranchisement: Cyber Election Meddling in the Grey 
Zones of International Law’, 19 Chicago.Journal.of.International.Law (2018) pp. 30-67, avail-
able at <https://chicagounbound.uchicago.edu/cjil/vol19/iss1/2/>.

128 Ibid.
129 ICJ, Nicaragua.v..U.S., 1986, supra n. 101, at p. 98.
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dissemination of disinformation can be considered as coercion. Again, it is a dif-
ficult question. If this type of propaganda is designed to incite civil unrest in another 
state, it would likely violate the prohibition of intervention (Tallinn 2.0 Rule 66). 
One might even be tempted to consider cross-border incitement to hatred and 
subversion as such violations. Generally, however, the reason to differentiate these 
operations from ordinary propaganda probably would have to be based on the 
covertness of the actor and the fact that the dissemination would be accompanied 
by theft and/or falsehood. In my opinion, that is not sufficient for coercion. In sum, 
I dare say that there is even more legal uncertainty with respect to regarding elec-
tion meddling as intervention in the internal affairs of the State holding the elections 
than with respect to regarding it as a violation of the target State’s sovereignty.

4.3 Responses

Article 51 of the United Nations Charter confirms the right of self-defence against 
armed attack. It is generally accepted that an armed attack may be carried out 
directly by a state’s armed forces or indirectly by armed groups operating under 
the authority or control of a state. (see also Rule 71). For the latter to be an armed 
attack, the ICJ ruled in the Nicaragua case130 that the scale and consequences of 
an indirect attack must be comparable to those of a direct, conventional, armed 
attack by a state.131 However, the threshold at which a cyber operation qualifies as 
an armed attack is unsettled and will be reached only in a minority of cases of ‘real 
damage’ (see Section 4.2.2 above).

If the cyber operation to which the target State wishes to respond cannot be 
considered as an armed attack, but qualifies as a breach of an international legal 
obligation, countermeasures may be taken according to international case law (Rule 
20-25).132 These countermeasures must be proportionate to the injury to which 
they respond, and, within the cyber context, be designed to cause the other State 
to desist from its ongoing unlawful cyber operations or to provide assurances, 
guarantees, or reparations. In most cases of cyber operations causing physical 
damage or loss of functionality countermeasures will be acceptable. In Sections 
4.2.1 and 4.2.3 above we reached the conclusion that in international law, in gen-
eral, cyber espionage is not unlawful, and that it is doubtful whether disseminating 
stolen or false information is. In certain cases of incitement of civil unrest, war-
mongering and the propagation of hatred it might be, and I have defended the 
position that some disseminating activities during the run-up of an election process 
might qualify as such. In those cases, countermeasures also would be acceptable.

Another response is based upon the plea of necessity (Rule 26). States may 
engage in cyber or non-cyber activities that otherwise would be unlawful when 

130 Ibid. 
131 AIV/CAVV Advisory Report 2011, supra n. 104, at p. 20.
132 ICJ, Nicaragua.v..U.S., 1986, supra n. 101; Gabčikovo-Nagymaros Project (Hungary.v..Slova-

kia), ICJ 25 September 1997, ICJ Reports 1997, p. 7, available at <https://www.icj-cij.org/files/
case-related/92/092-19970925-JUD-01-00-EN.pdf>.
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their essential interests face grave and imminent peril and taking the responsive 
measures is the only way to defend their interest.133 Maybe President Trump’s 
action against the Russian IRA during the midterm elections of 2018 could be 
considered as such, although this was not explicitly stated.134

The fourth type of response, retorsion, consists in unfriendly, but not unlawful, 
measures, with sanctions and expulsion of diplomatic personnel being the most 
emblematic and frequent. This type of response is especially relevant in cases in 
which it is not clear whether an internationally wrongful act is at stake. An exam-
ple is President Obama’s unilateral cyber sanctions against North Korean 
organizations and officials in 2015 after the attack on Sony Pictures.135

One of the main problems in deciding whether an internationally wrongful act 
is at stake is the question of attribution. Differences in legal culture may well exist 
with respect to proving a link between the actual attackers and a government: 
presumably a retaliatory action of JPMorgan or Sony by taking out a big server in 
Iran or North Korea would have been seen by these countries as state-sponsored 
attacks, while the U.S. considered the Iranian attack on the casino to be a mere 
criminal act. According to Rule 33, only in limited cases international law applies 
to cyber operations by non-state actors. Ordinarily, for an operation to be subject 
to sanctioning, it would have to have been executed under the effective control of 
a state and mere approval by the state authorities of the operation is not enough.136 
The Tallinn experts agreed that cyber operations conducted by non-state actors that 
are not attributable to states do not violate the sovereignty of the state into which 
they are launched, nor do they constitute an intervention, or amount to use of force, 
because these breaches can be committed only by states. Consequently, according 
to this line of reasoning states would be unable to resort to countermeasures if the 
link between the attackers and the government is not proven. In the off-line world, 
however, there seems to be increasing, albeit not universal, support for the appli-
cability of self-defence to attacks by non-State armed groups.137 A recent EU 
sanction system seems to fit in this new line of reasoning.

On 17 May 2019, the Council of the European Union established a framework 
which allows the EU to impose targeted restrictive measures to deter and respond 

133 Schmitt, supra n. 127.
134 Nakashima, supra n. 34.
135 The U.S. Treasury designated three state-run organisations and ten North Korean government 

officials, including the country’s intelligence agency, an arms exporter and a defence procure-
ment agency, for specific actions. See Dan Robert, ‘Obama imposes new sanctions against 
North Korea in response to Sony hack’, The.Guardian 2 January 2015, available at <https://
www.theguardian.com/us-news/2015/jan/02/obama-imposes-sanctions-north-korea-sony-
hack-the-interview>; and see Department of the Treasury Press Release, 2 January 2015, avail-
able at <https://www.treasury.gov/press-center/press-releases/Pages/jl9733.aspx>.

136 The international group of experts of the Tallinn Manual 2.0 agreed that breaches of sover-
eignty do not extend to the actions on non-State actors unless such actions are attributable to a 
State.

137 Terry D. Gill and Kinga Tibori-Szabo, ‘Twelve Key Questions on Self-Defense against Non-
State Actors’, 95 International.Law.Studies (2019), pp. 467-505, available at <https://digital-
commons.usnwc.edu/ils/vol95/iss1/15/>.
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to cyber attacks that constitute an external threat to the EU or its member states, 
including cyber attacks against third states or international organizations, where 
restricted measures are considered necessary to achieve the objectives of the Com-
mon Foreign and Security Policy.138 According to article 2 Council Regulation 
(EU) 2019/796 the factors determining whether a cyber attack has a significant 
effect include any of the following:

(a) the scope, scale, impact or severity of disruption caused, including to eco-
nomic and societal activities, essential services, critical State functions, pub-
lic order or public safety;

(b) the number of natural or legal persons, entities or bodies affected;
(c) the number of Member States concerned;
(d) the amount of economic loss caused, such as through large-scale theft of 

funds, economic resources or intellectual property;
(e) the economic benefit gained by the perpetrator, for himself or for others;
(f) the amount or nature of data stolen or the scale of data breaches; or
(g) the nature of commercially sensitive data accessed

Looking at the examples we have encountered above in Section 1.2, DDoS attacks 
in order to obstruct communications in peace time – as happened in Estonia in 
2007 – presumably will be considered by the EU to reach the threshold of a sig-
nificant effect. The 2020 Declaration by the High Representative on behalf of the 
European Union regarding the targeted cyber attack causing damage to the social 
and economic infrastructure of Georgia on 28 October 2019, seems to vindicate 
that opinion.139 The same presumption seems to be correct regarding the Stuxnet 
attack and the attacks on Ukraine.

The EU Regulation is a step forward in delineating which reactions are to be 
expected in cases where there is sufficient certainty regarding the origin of the 
attack and the identity of the author of the attack, but there is no conclusive evidence 
to attribute the operation to a state. That is why it is also highly relevant for future 
negotiations over the content of international cyber law. The Regulation allows the 
EU to impose sanctions on persons or entities that are responsible for cyber attacks 
or attempted cyber attacks, who provide financial, technical or material support 
for such attacks or who are involved in other ways. Sanctions may also be imposed 
on persons or entities associated with them. Restrictive measures include a ban on 

138 Council Regulation (EU) 2019/796 of 17 May 2019 concerning restrictive measures against 
cyber-attacks threatening the Union or its Member States, available at <https://eur-lex.europa.
eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0796&from=EN>. See also the Council 
decision of 14 May 2019 concerning restrictive measures against cyber-attacks threatening the 
Union or its Member States, available at <http://data.consilium.europa.eu/doc/document/ST-
7299-2019-INIT/en/pdf>.

139 Press Release by the Council of the European Union, 21 February 2020, available at <https://
www.consilium.europa.eu/en/press/press-releases/2020/02/21/declaration-by-the-high- 
representative-on-behalf-of-the-european-union-call-to-promote-and-conduct-responsible-
behaviour-in-cyberspace/>.
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persons travelling to the EU and an asset freeze on persons and entities. In addition, 
EU persons and entities are forbidden from making funds available to those listed. 
The EU acknowledges that attribution to a state or non-state actor remains a sov-
ereign political decision of individual member states. By implication, sanctions 
against entities and individuals can be imposed without attributing the cyber attack 
to another country.140 It does not even seem to be necessary to consider the failure 
of the state from where the attacks originated to terminate cyber operations con-
ducted by non-state actors as a breach of the requirement to exercise due diligence.

5. CONCLUSION

Since the mid 1990s, cyberspace has become a historical physical and non-phys-
ical reality in international relations. It is the reality of cables and satellites as well 
as the reality of a connective world of virtual platforms. The problems in cyberspace 
with relevance for international law started with foreign hacks into sensitive infor-
mation and the obstruction of communication by DDoS operations. Later real 
damage was engendered by means of cyber attacks and, especially since 2016, 
influencing public opinion in other states obtained a new meaning. Although inter-
national law applies in cyberspace, a coherent system of rules is still absent. 
However, aiming at such a specific system is too ambitious, given the deep differ-
ences in the approach of cyberspace from the perspective of a multi-stakeholder 
model on the one hand and cyber sovereignty on the other. And in my opinion, it 
is also not something to be aspired to. Working with offline rules presumably suf-
fices as the Tallinn Manual 2.0 illustrates.

Cyberspace can be considered a common concern where human rights and the 
rule of law fully apply. Although the role of private actors in the development of 
cyberspace has been and – considering the initiatives against the dissemination of 
fake news – still is tremendous, the idea that the common concern for cyberspace 
could be cared for by private organizations and companies has lost most of its 
appeal. That is why states must take measures to ensure the functioning of the 
international communications structure. This raises the question how much can be 
asked of national authorities in this respect. Nevertheless, cyberspace as a common 
concern means that we have to protect and consolidate the Internet as a global 
public resource. All over the world cyberspace is indispensable for political, per-
sonal and economic purposes. Of course, the misuse of cyberspace must be dealt 
with by strengthening international cooperation in clear cases of crime and terror-
ism, but from a global point of view the harmful use of cyberspace by individuals 
and non-State entities is less relevant than its positive potential for economic growth 
and development, for access to information and for strengthening the exercise of 
human rights.

140 Moret and Pawlak, supra n. 110.
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The principle of sovereignty is relevant where cyberspace is concerned. Its 
meaning varies, however. While Western states seem to hold on to a multi-stake-
holder model with a role to play for industry and non-governmental organizations, 
China, Russia and other states have an approach with a predominant role for national 
governments. The danger seems to loom that, as a result, the once common Inter-
net is ‘balkanising’ into several de.facto Internets, with nefarious consequences for 
international business. With a view to the importance of international connectivity, 
the physical infrastructure, the technical standards and the logical infrastructure of 
the Internet are to be considered a common concern for mankind. Given the current 
strengthening of national and regional claims, steps have to be taken urgently to 
protect cyberspace in this respect.

Whichever model is chosen, national states are being threatened by the new 
possibilities in cyberspace. Cyber espionage has become pervasive, but for the 
moment there is reason to stick to the line that cyber espionage does not per.se 
violate international law, because there is no reasonable legal ground to criticize a 
state that tries to protect its national security and its citizens by obtaining secret or 
confidential information from other states. Maybe not all cyber operations causing 
actual damage will reach the threshold of article 2.4 UN Charter, and certainly not 
all of these operations can be regarded as hostilities or the beginning of outright 
warfare. In most cases, nevertheless, countermeasures will be acceptable, if these 
operations can be attributed to national governments. Finally, there is the urgent 
problem of the covert dissemination of stolen and/or false information, especially 
in the run-up to elections. Some forms of propaganda – warmongering, incitement 
to hatred and subversion could be looked at as violations of the prohibition of 
intervention, but it is unlikely that all fake news and disinformation could be con-
sidered as such or as a violation of sovereignty. I am inclined to agree with the 
position that election meddling in the run-up to the actual elections by the covert 
dissemination of stolen and/or false information can be considered a violation of 
sovereignty. It should be noted, however, that the threshold is high.

Given these considerations regarding cyber espionage, cyber operations that 
cause real damage and the spreading of disinformation, a clear legal regime of 
responses is hard to establish. In many cases under current law the possibilities for 
countermeasures are few. A recent EU Regulation seems to have diminished the 
weight of this problem, however. It might inspire the continued dialogue about an 
additional system of restrictive measures to deter and respond to (cross-border) 
cyber attacks by individuals and entities, in cases where governmental responsibil-
ity is denied. Given the recent acts of President Obama and President Trump after 
(presumed) hostile operations, such a system is urgently needed in order to aim for 
international de-escalation and with a view to predictability and legal certainty.
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6. PROPOSITIONS AND POINTS FOR DISCUSSION

1. Aiming at a coherent specific system of cyber-specific rules is too ambitious, 
given the world-wide deep differences in the approach of cyberspace according 
to the multi-stakeholder model on the one hand and the national sovereignty 
model on the other. (See Sections 2 and 4.1.)

2. With a view to the importance of international connectivity, the physical in-
frastructure, the technical standards and the logical infrastructure of Internet 
are to be considered a common concern for mankind. (See Sections 3.3.1 and 
4.1.)

3. Peacetime cyber espionage does not violate international law, even if it causes 
a violation of the right to privacy of 22 million people. (See Section 4.2.1.)

4. The self-regulatory standards of online platforms and leading social networks 
to fight disinformation are relevant for the development of international law. 
(See Sections 3.3.1 and 4.2.3.)

5. The covert dissemination, via cyberspace, of stolen and/or false information 
in the run-up to elections can be considered a violation of sovereignty, be-
cause it interferes with the exclusive right States enjoy to perform inherently 
governmental activities on their own territory. (See Section 4.2.3.)

6. Council Regulation (EU) 2019/796 is a step forward in the continuous dialogue 
over the potential use of restrictive measures to deter and respond to (cross-
border) cyber attacks by individuals and entities. (See Section 4.3.)
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1. INTRODUCTION

I am greatly honoured to have been afforded the privilege of writing one of the 
2020 Reports for the Royal Netherlands Society of International Law’s debate on 
a current issue in the domain of international law (public and private). In this Report, 
I address the question whether international law is ready for the (already ongoing) 
digital age. The Report does so with perspectives from both private and public 
international law. I take this opportunity to express my sincere gratitude, and to 
congratulate the Society on having chosen such a relevant, but also challenging, 
topic. This initiative is a commendable, and important, step in elevating the status 
of Internet issues in the international law discourse.

The Internet is arguably the most international of all human creations. An unre-
flective first glance at this observation may lead to the assumption that the Internet 
is, thus, a natural fit with international law. However, the reality is quite the oppo-
site; the relation between, on the one hand, the Internet, and on the other hand, 
international law (both private and public) has been uneasy from the outset, and it 
seems justified to speak of the Internet as causing a crisis within international 
law.1

There are several explanations for this. The most important, and most commonly 
referred to, is the fundamental difference between a largely ‘borderless’ Internet, 
and a legal system anchored in territoriality. But on a deeper level it only seems 
fair to concede that, in fact, the very relationship between the Internet and the law 
in general has been uneasy. Indeed, in the earliest days of widespread Internet use, 
many of the leading thinkers on Internet regulation were directly hostile to the law 
in general, and perhaps, jurisdictional claims in relation to the Internet in particu-
lar.

Nevertheless, we are now well and truly at a stage where the Internet quite 
simply needs the law and the question is no longer whether the law applies online, 
but rather which law, how it applies and by whom it is applied. While these may 
appear like standard questions within both public and private international law,  
I caution against complacency. In fact, I would argue that the need for a better 
relationship between international law and the Internet has become a matter of 
urgency, and of unprecedented importance.

In more detail, I think the challenge before us can be divided into four distinct 
tasks, and this division has also guided the structure of this Report. First, we must 
ensure that the voice of international law is better heard in the discussions of Inter-
net regulation than currently is the case. At the same time, as the other side of that 
proverbial coin, we must ensure that the profile of Internet considerations is elevated 
within international law (Section 3). Second, the Internet prompts us to recognise, 
and seriously engage with, the deeply rooted conceptual complexity, not to say 

1 For an insightful discussion of how international law reacts to crises and whether or not crises 
in daily realities also cause crises within separate international legal sub-disciplines, see W. van 
Genugten and M. Bulterman, ‘Crises: Concern and Fuel for International Law and International 
Lawyers’, 44 Netherlands.Yearbook.of.International.Law.(2013) pp. 1-18.
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mess, of international law, particularly in public international law (Section 4). 
Third, we must finally accept that the jurisprudential core of jurisdiction is not to 
be found in territoriality (Section 5). Fourth, international law must find a more 
comfortable position in relation to competing regulatory forces such as Online 
Dispute Resolution (ODR) and terms of service (ToS) (Section 6). In addition to 
engaging with these four tasks, I want to take this opportunity to also gaze into my 
crystal ball and ponder how we may see international law relate to the Internet in 
coming years (Section 7). In Section 8, I provide some concluding remarks. A 
summary of my main propositions is then presented in Section 9.

To prepare the ground for all this, however, we must first make a few observa-
tions based on a broad-brushed picture of the landscape including the challenges 
we face (Section 2).

The topic I address is large, complex and multifaceted. For that obvious reason, 
I make no claim of completeness. I have had to be selective about on what I focus, 
which in turn leads to unavoidable subjectivity in the coverage.2 Nevertheless, 
while I both expect, and accept, the inevitable calls for additional topics to have 
been included, it is my hope that there is agreement that all that is included, deserves 
to be included.

I conclude these opening remarks by emphasising that, in writing this Report, 
I have neither sought to exaggerate, be alarmist or adopt entrenched positions for 
mere effect. Nor have I engaged in any attempts at sugar-coating the flaws as I see 
them. It is my hope that this approach provides a rich document for your important 
discussions.

1.1 Brief observations about the Report and our world at the time of 
writing

The task of writing this Report appeared easier when I accepted the invitation to 
do so back in November 2019 than it actually was at the time of writing some six 
months later. The pandemic-stricken lockdown world in which we now live was 
simply unimaginable when I agreed to write the Report.

2 For example, despite their importance and prominence, I do not here engage with topics such 
as ‘techno-regulation’ (see instead e.g. R. Leenes, ‘Framing Techno-Regulation: An Explora-
tion of State and Non-State Regulation by Technology’, 5(2) Legisprudence (2011) pp. 143-
169); cross-border cybercrime (see instead e.g. J. Kleijssen and P. Perri, ‘Cybercrime, evidence 
and territoriality: Issues and options’, 47 Netherlands.Yearbook.of.International.Law (2016) 
pp. 147-173); the substantial impact of encryption (see instead e.g. B. Koops and E. Kosta, 
‘Looking for some light through the lens of “cryptowar” history: Policy options for law en-
forcement authorities against “going dark”’, 34(4) Computer. Law.&. Security. Review:. The.
International.Journal.of.Technology.Law.and.Practice.(2018) pp. 890-900); or the cross-border 
transfer of DNA data (see instead e.g. H. Bentzen and D. Svantesson, ‘Jurisdictional Challeng-
es Related to DNA Data Processing in Transnational Clouds’, in D. Svantesson and D. Kloza 
(eds.), Trans-Atlantic. Data. Privacy. Relations. as. a. Challenge. for. Democracy, Cambridge, 
Intersentia 2017, pp. 241-262; and more generally about transborder dataflows: C. Kuner, 
Transborder.Data.Flows.and.Data.Privacy.Law, Oxford, Oxford University Press 2013).
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The practical complications – such as the fact that I have been unable to access 
some resources – are manageable. The bigger issue is the unpredictability. While 
change, as the saying goes, is the only constant, today, prolonged uncertainty is 
the only certain and unknowability the only known.

There is no point in writing this Report from the perspective of a pre-COVID-19 
world, naively pretending that nothing has changed. At the same time, at the time 
of writing, it is impossible to know exactly what the world will look like post-
COVID-19.

To deal with this, I have sought to include some speculations without (hopefully) 
going too far; and of course, I am acutely aware that my crystal ball is as clouded 
as are any others.

2. A BROAD-BRUSHED PICTURE OF THE LANDSCAPE

If you could only use the Internet when you are sure that you do not violate any 
legal rules anywhere, you could not use the Internet. Thus, all Internet use today 
involves a calculated risk of violating the law, and the reality is that our conduct 
online regularly violates laws around the world. Posting a satirical message that, 
by any imputation, innuendo, or insinuation, directly or indirectly, defiles the sacred 
name of the Holy Prophet Muhammad will, for example, violate Pakistan’s strict 
blasphemy rules,3 and comparing the appearance of Chinese leader Xi Jinping with 
that of Winnie the Pooh may result in censorship in China.4 The diversity is great 
and the risks can neither be predicted, nor be ignored.

In fact, it may be said the only reason law does not make impossible the opera-
tion of the Internet is found in the combined effect of, on the one hand, self-imposed 
state restraint in not applying their laws as widely as they could and, on the other 
hand, more pragmatically, enforcement difficulties. Worryingly, it seems to me that 
the latter of these factors plays a considerably larger role than does the former.

To see the extent of the challenge, we need only consider the number of coun-
tries’ laws that may apply to something as mundane as an unflattering social media 
post about another person. In most instances, it seems beyond intelligent dispute 
that the person making the posting will have to take account of the law of the 
country he/she (hereinafter she) is in at the time of making the posting. But that is, 
of course, not the end of the matter. She may also need to consider the law of the 
country in which she habitually resides (and/or has domicile) and, if different, the 
law(s) of her country or countries of citizenship. Then she will probably also need 
to consider US law, as most major social media platforms are based in the US 
(although there is also a considerable uptake in social media – such as the Chinese 
platform TikTok – from other parts of the world). We are here already confronted 

3 Pakistan Penal Code (Act XLV of 1860), § 295-C, available at <https://www.oecd.org/site/
adboecdanti-corruptioninitiative/46816797.pdf>.

4 S. McDonell, ‘Why China censors banned Winnie the Pooh’, BBC.China.Blog 17 July 2017, 
available at <https://www.bbc.com/news/blogs-china-blog-40627855>.
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by a few, potentially very different, legal systems providing laws with which the 
person making the posting is meant to comply.

Given that our hypothetical posting relates to another person, we may also need 
to consider the laws of that person’s location, residence, domicile and citizenship(s). 
And, in addition, we may need to consider the laws of any other countries in which 
that person has a reputation to protect.

Furthermore, under the law of many, not to say most, countries focus may be 
placed on where content is downloaded or read; two distinct, but often conflated, 
activities.5 This means that the person making the posting will also need to com-
ply with the laws of all the countries in which her Facebook ‘friends’ or LinkedIn 
‘connections’ are found; and less predictably, the laws of all the countries in which 
they may be located when reading her posting. It goes without saying that the 
number of additional legal systems to be considered grows with the number, and 
geographical diversity, of her friends or connections, and in light of the mobility 
of people, may never be fully ascertained at the time of posting.

As if the complexity alluded to so far was not enough, things get even messier 
when we confront the liability that may stem from re-publications; that is, to map 
out the full extent of potentially applicable laws, we must also take account of the 
laws of all the countries in which re-posted versions of the original posting may 
be downloaded or read. Here the original poster obviously loses all possibilities of 
predicting the scope of laws to which she may be exposed.

Finally, content placed on social media platforms is often stored in ‘the cloud’, 
and while we as users may not necessarily be able to find out where our content is 
located, we may be legally obligated to consider the laws of the country in which 
it is stored.

This legal situation, of extraordinary complexity, is what billions of social media 
users face on a daily basis. For the absolute majority, their postings will not lead 
to any legal drama. However, the thought of being exposed to potential legal liabil-
ity in a large number of countries should be a concern to anyone. And of course, 
the very idea that, strictly speaking, you should inform yourself of all those laws 
you are meant to follow is daunting indeed.

The scenario canvassed here also points to a diminishing nexus, and at times 
proportionality, between action and effects. The effects of an action can occur 
virtually anywhere and can be quite out of proportion with the action giving rise 
to it. This causes a widening of some of the jurisdictional rules, such as those 
focused on the ‘place of damage’ as the damage may be global, or nearly global.

Looking at the example above, it is clear that Internet users are exposed to a 
complex matrix of legal systems. Thus, to speak of their legal system in a meaning-
ful manner, I have suggested that we need to introduce the concept of a ‘contextual 
legal system’, by which I refer to the system of legal rules from all sources that 

5 See e.g. Dow.Jones.&.Company.Inc..v..Gutnick (2002), High Court of Australia 10 December 
2002, 210 CLR 575. See further D. Svantesson, Private.International.Law.and.the.Internet,.
3rd ed., Alphen a/d Rijn, Kluwer Law International 2016, at pp. 444-453.
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purport to apply to the conduct of the person in question in the setting in which 
she is acting.6

In the scenario above, the contextual legal system was complex indeed. Yet, 
that is not always a necessity. Imagine for example that a company in Japan sends 
an e-mail to a company in Italy containing personal data of Japanese citizens. In 
such a situation, the contextual legal system may consist of rules from Japanese 
law only, or perhaps from Japanese and Italian law.

Similarly, offline, when we choose to drive over the speed limit, our contextual 
legal system is typically only that of the country in which we are driving. But if 
we, in country A, post a letter to someone in country B defaming someone in 
country C, the contextual legal system may – depending on the applicable choice 
of law rules – be made up of the relevant aspects of the laws of at least countries 
A, B and C.

Where this reasoning is accepted, it is clear that the contextual legal system 
Internet users face often is made up of parts of the laws of many different countries. 
In this context, we must note a difference between domestic legal systems and the 
contextual legal system I have described. The legal rules of a domestic legal system 
are typically structured to avoid situations where one legal rule demands something 
that another legal rule prohibits. Where a contextual legal system consists of legal 
rules from different states – as is typically the case in relation to online activities 
– no such coordination can be presumed. As a result, it is not uncommon online 
for one legal rule, within a relevant contextual legal system, to require something 
that another legal rule within the same contextual legal system prohibits. This lack 
of legal harmonisation, while familiar to international lawyers and while natural 
considering how the world is organised, is a major hurdle, as it creates an environ-
ment in which ensuring legal compliance is difficult, or even impossible, leaving 
the Internet user with the perilous exercise of selecting with which law to comply 
and which to ignore.

Elsewhere,7 I have described this as a situation of ‘hyperregulation’ character-
ised by the following conditions:

1. the complexity of a party’s contextual legal system (i.e. the combination of 
all laws that purport to apply to that party in a given context) amounts to an 
insurmountable obstacle to legal compliance; and

2. the prospect of legal enforcement of (at least parts of) the laws that make up 
the contextual legal system is more than a theoretical possibility.

6 D. Svantesson, ‘The Holy Trinity of Legal Fictions Undermining the Application of Law to 
the Global Internet’, 23(3) International.Journal.of.Law.and.Information.Technology (2015) 
pp. 219-234.

7 D. Svantesson, ‘Are we Stuck in an Era of Jurisdictional Hyper-regulation?’, in P. Wahlgren 
(ed.), 50.Years.of.Law.and.IT.(65 Scandinavian.Studies.in.Law (2018)), Stockholm, Stockholm 
Institute for Scandinavian Law 2018, pp. 143-157.
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For lawyers, this draws attention to something important. While the conventional 
way in which we approach the choice of law questions is to ask which state’s law 
is the applicable law, the online environment makes such an approach obsolete; it 
is clearly not a matter of identifying the applicable law, it is a matter of assessing 
which of many applicable laws actually matter. In other words, it is largely a risk 
assessment exercise. I will have reason to return to this matter in more detail below 
(Section 7). Here, it suffices to make a few observations about the practical chal-
lenges facing everyone, from the ordinary Internet user to the largest Internet 
companies.

As noted for example by Crawford: ‘There is no assumption (even in criminal 
cases) that individuals or corporations will be regulated only once, and situations 
of multiple jurisdictional competence occur frequently.’8 In other words, we have 
no legitimate expectation of being governed by just one state’s laws. However, the 
hyperregulation to which we are exposed online is unique to the online environ-
ment; a fact we must not overlook when discussing law reform in relation to the 
Internet.

In this context, it may be noted that the stakeholder survey of the Internet & 
Jurisdiction Global Status Report 20199 – the world’s first comprehensive map-
ping of Internet jurisdiction-related policy trends, actors and initiatives – found 
that 95% of the surveyed experts see cross-border legal challenges on the Internet 
becoming increasingly acute in the next three years.10 There can be no doubt that 
this is a pressing issue.

Discussing the consequences of hyperregulation, we may usefully recall Fuller’s 
well-known eight ‘distinct routes to disaster’ in law-making which he used to 
highlight as an ‘inner morality of law’:

The first and most obvious lies in a failure to achieve rules at all, so that every is-
sue must be decided on an ad hoc basis. The other routes are: (2) a failure to pub-
licize, or at least to make available to the affected party, the rules he is expected to 
observe; (3) the abuse of retroactive legislation, which not only cannot itself guide 
action, but undercuts the integrity of rules prospective in effect, since it puts them 
under the threat of retrospective change; (4) a failure to make rules understandable; 
(5) the enactment of contradictory rules or (6) rules that require conduct beyond the 
powers of the affected party; (7) introducing such frequent changes in the rules that 
the subject cannot orient his action by them; and finally, (8) a failure of congruence 
between the rules as announced and their actual administration.11

8 J. Crawford, Brownlie’s.Principles.of.Public.International.Law, 8th ed., Oxford, Oxford Uni-
versity Press 2012, at p. 457.

9 The Report is based on a large-scale data contribution from 150 key stakeholders from the 
Internet & Jurisdiction Policy Network from: states, internet companies, technical operators, 
civil society, academia and international organisations. A full list of the contributing experts 
is provided in the Report (D. Svantesson, Internet.&.Jurisdiction.Global.Status.Report.2019, 
supra.n. **, at pp. 9-13).

10 Ibid. at p. 28.
11 L. Fuller, The.Morality.of.Law,.2nd ed., New Haven, Yale University Press 1969, at p. 39.
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If we accept Fuller’s framework as the benchmark, the consequence of our current 
degree of hyperregulation is nothing less than the complete bankruptcy of the legal 
system as applied to the online environment.

Our example above illustrated that a person making a posting on social media 
typically is unable to know what states’ laws she is expected to abide by. Yet, even 
if we managed to identify all the states whose laws we need to consider, how would 
we access those laws?12 And even where the laws are available online, they may 
be in a language we do not understand. Thus, it is questionable whether the situa-
tion we are in survives Fuller’s second and fourth routes to disaster in law-making: 
hyperregulation involves a ‘failure to publicize, or at least to make available to the 
affected party, the rules he is expected to observe’, and it represents a ‘a failure to 
make rules understandable’.

Finally, if all the aforementioned obstacles were overcome – and I cannot see 
how they could be – how can the average citizen possibly understand the exact 
operation of complex, and sometimes contradictory, legal texts, cases, and other 
documents from a diverse range of different states? Such texts, cases, and other 
documents upon whose meaning not even trained lawyers and judges can agree. 
Here, we may go beyond Fuller’s framework and connect with the concept of ‘the 
rule of law’. As noted by Ireland-Piper, the rule of law is a contested concept.13 
Yet, as she also notes, one of the bare minimum requirements it incorporates is that 
the law must be readily knowable, certain, and clear.14 As has been demonstrated, 
the jurisdictional claims of our era of hyperregulation are not knowable, nor are 
they certain or clear.

The concerns here go to the core of law. As important as it may be for a func-
tioning legal system, in the context of the Internet, the principle that ‘ignorance of 
the law is no excuse’15 clashes with other equally fundamental ideas. This is clear, 
for example, when we consider the idea that ‘Ought implies can’, typically associ-
ated with Immanuel Kant; in other words, the law should not ask us to do something 
that is impossible, and through the principle that ‘ignorance of the law is no excuse’, 
the law is in fact asking us to do something impossible when we engage in activi-
ties online.

12 For particularly insightful discussions of means for the ascertainment of foreign law, highlight-
ing the complications involved, see Y. Nishitani (ed.), Treatment.of.Foreign.Law.–.Dynamics.
towards.Convergence?, Cham, Springer International Publishing AG 2017; L. Teitz, ‘The chal-
lenge of accommodating foreign law in domestic courts’, in F. Ferrari and D. Arroyo (eds.), 
Private.International.Law:.Contemporary.Challenges.and.Continuing.Relevance, Cheltenham 
(UK)/Northampton (US), Edward Elgar Publishing 2019, at p. 434; Y. Nishitani, ‘Foreign law 
in domestic courts: challenges and future developments’, in F. Ferrari and D. Arroyo (eds.), 
supra, at p. 412.

13 D. Ireland-Piper, Accountability. in.Extraterritoriality, Cheltenham (UK)/Northampton (US), 
Edward Elgar Publishing 2017, at p. 5.

14 D. Ireland-Piper, supra n. 13, at p. 6.
15 ‘Ignorantia.juris.non.excusat’,.‘ignorantia.legis.neminem.excusat’.or.‘nemo.censetur.ignorare.

legem’.
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In concluding this section, I want to highlight a slightly different, but related, 
issue. Instances where we conclude that a particular existing legal rule applies in 
the same manner online as it applies offline are typically portrayed as the mere 
application of that legal rule. In actual fact, however, a finding that a certain exist-
ing legal rule applies in the same manner online as it applies offline expands that 
legal rule’s application into a new environment in relation to which it was previ-
ously not known whether or not it applies. This is important and should prompt us 
to exercise great care in how we assess the appropriateness of applying existing 
law to the new online environment.

3. THE TASK OF RAISING THE PROFILE OF INTERNATIONAL 
LAW AND INTERNET CONSIDERATIONS IN RELATION TO 
EACH OTHER

At least up until the end of the 1990s, thoughts on Internet regulation were pre-
dominantly characterised by great hope with people dreaming of the WWW-driven 
Internet as a new frontier, open to everyone and regulated by no one. It was initially 
an era of freedom during which the abbreviation WWW might just as well have 
stood for the ‘Wild Wild Web’. A defining moment took place in 1996 when John 
Perry Barlow famously unveiled his ground-breaking ‘Declaration of the Indepen-
dence of Cyberspace’, which included claims such as that: ‘Governments of the 
Industrial World, you weary giants of flesh and steel, I come from Cyberspace, the 
new home of Mind. On behalf of the future, I ask you of the past to leave us alone. 
You are not welcome among us. You have no sovereignty where we gather...’16

The somewhat enigmatic quality of this ‘Declaration’ may make it look amus-
ingly eccentric, or even utterly absurd, today. However, it must be remembered 
that it was presented to a world very different from the world of today, at least as 
far as Internet use is concerned. We have since long passed the point at which it 
was still possible to differentiate between the ‘real’ bricks and mortar world, on 
the one hand, and the ‘virtual’ world of Cyberspace on the other. Twenty-five years 
ago, people would actively decide to go online for a specific period of time. Today, 
due to our smart-homes, our constant presence on social media, and not least due 
to ‘man’s best friend’ – our smartphones – the distinction between Cyberspace and 
the ‘real’ world is very much blurred.

While the strongest cyberlibertarian claims have subsided, they do re-emerge 
from time to time on a smaller scale, and they no doubt continue to exercise some 

16 J.P. Barlow, ‘A Declaration of the Independence of Cyberspace’, Electronic Frontier Foun-
dation (8 February 1996) available at <https://www.eff.org/cyberspace-independence>. 
Similar sentiments were expressed and debated in the academic literature; see in particular  
D.R.  Johnson and D. Post, ‘Law and Borders – The Rise of Law in Cyberspace’, 48(5) Stanford.
Law.Review (1996) pp. 1367-1402.
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degree of influence on the discussions.17 Thus, the difficulties we witness in the 
context of applying (public and private) international law to the online environment 
must be understood in the light of this bigger picture.

Yet, as observed in the introduction, the Internet needs law and the application 
of law to the Internet must be guided by private and public international law. Against 
this background, it seems to me that an important task that remains to be completed 
is to recalibrate the debate from one of a clash between (international) law and the 
Internet, to one focused on how international law can better help facilitate a desir-
able online environment.

In this context, it is unhelpful that law in general, but public and private inter-
national law in particular, treats Internet issues as an exotic side dish to the main 
course taken for granted as being the offline – physical – world. Anyone doubting 
this claim need only take a glance at the tables of content of textbooks and journals 
in those respective fields: Internet issues do feature but typically only to a very 
limited, subsidiary, extent. Approaching Internet-related legal issues in this manner 
is unsustainable in today’s world where cyber is such a big part of our lives.

In 2019, online retailer Amazon surpassed Walmart to become the world’s larg-
est retailer,18 and tech companies feature prominently on lists ranking the world’s 
most powerful companies. For example, already in 2016, in a Foreign Policy’s list 
of ‘25 companies that are more powerful than many countries’19 ten of the com-
panies listed are from the tech industry, and a table ranking the 100 largest 
corporations and countries on the basis of their revenues in 2016 put Apple before 
Belgium.20

The world’s most populous states – China and India – have an estimated 1.39 
and 1.35 billion citizens respectively; but Facebook has a ‘population’ of 2.45 bil-
lion active users. Thus, a rule introduced in the laws of China directly affects just 
over half as many people as does a rule introduced in Facebook’s Terms of 
Service!21 The important role played by the terms of service of the Internet plat-
forms is explored in more detail below (Section 6).

17 An important topic in this context is the extent to which different regions and countries around 
the world have shaped different aspects of the Internet regulation narrative at different points 
in time. Much could be said, for example, about the role of the EU in ensuring privacy and 
data protection on the Internet (on that topic, see instead H. Hijmans, The.European.Union.
as.Guardian. of. Internet.Privacy:.The. Story. of.Art. 16.TFEU, Cham, Springer International 
Publishing 2016).

18 L. Debter, ‘Amazon Surpasses Walmart As The World’s Largest Retailer’, Forbes 15 May 
2019, available at <https://www.forbes.com/sites/laurendebter/2019/05/15/worlds-largest-
retailers-2019-amazon-walmart-alibaba/#73195cc24171>.

19 P. Khanna, ‘These 25 Companies Are More Powerful Than Many Countries’, Foreign.Policy 
15 March 2016, available at <https://foreignpolicy.com/2016/03/15/these-25-companies-are-
more-powerful-than-many-countries-multinational-corporate-wealth-power/>.

20 M. Babic, E. Heemskerk and J. Fichtner, ‘Who is more powerful – states or corporations?’, The.
Conversation 10 July 2018, available at <https://theconversation.com/who-is-more-powerful-
states-or-corporations-99616>.

21 See further: Bygrave’s interesting discussion of, what he terms, ‘lex Facebook’ in Chapter 5 of 
L. Bygrave, Internet.Governance.by.Contract, Oxford, Oxford University Press 2015.
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A recent study has shown that: ‘As of 2019, the average daily social media usage 
of internet users worldwide amounted to 144 minutes per day’,22 and social media 
is of course only one of the many purposes for which we rely on the Internet. 
Further, no other communications media comes even close to the Internet’s ability 
to facilitate cross-border interactions – interactions that frequently have legal impli-
cations. In addition, as noted, there is a clear ongoing trend that borders between 
the online data-driven world and the physical world are eroding. In the Internet of 
Things (IoT) era,23 however, the speed with which these borders erode is increas-
ing dramatically, with effects for all aspects of society.24 Put simply, the offline 
world is no longer offline, and law’s priorities must move along with this develop-
ment.

To all this may be added observations stemming from the situation created by 
the, at the time of writing, ongoing pandemic. With large parts of the physical world 
currently in lockdown, it may be said that the online world is now working better 
than does its offline counterpart. Many of us work from home, doing most of our 
work online. Our social lives are lived online more than ever. Many children, and 
indeed university students, receive their education online. We buy our products, 
both physical and digital, online. Routine medical appointments are increasingly 
replaced with telemedicine. The list goes on.

Our currently increased reliance on online at the expense of the offline may well 
affect behaviour patterns in the long term, meaning that we will continue to live 
an even greater segment of our lives online in the future, also after the world has 
overcome the pandemic. This is an aspect of a broader phenomenon that may be 
termed ‘COVID-19 driven trend acceleration’; that is, already existing trends are 
significantly accelerated due to the COVID-19 pandemic and how society adjusts 
to it.

At any rate, the message stemming from the above is clear, loud and beyond 
intelligent dispute – cross-border Internet-related legal issues are central matters 
in society and need to be treated as such also in private and public international 
law. I will have reason to revisit this theme in Section 6 below, when discussing 
the task of positioning international law within competing regulatory powers.

To finish on a positive note, I am hopeful that we are at a turning point and that, 
as Pertegás called for in her inaugural lecture, law will take inspiration from the 
connectivity of technology so as to also become more ‘connected’.25

22 J. Clement, ‘Daily social media usage worldwide 2012-2019’, Statista 26 February 2020, avail-
able at <https://www.statista.com/statistics/433871/daily-social-media-usage-worldwide/>.

23 See further e.g. B. Zhao, ‘Unraveling home protection in the IoT age: Smart living, mixed real-
ity, and home 2.0.’, 21(1) The.Columbia.Science.and.Technology.Law.Review.(2020) pp. 1-38.

24 D. Svantesson,.Internet.&.Jurisdiction.Global.Status.Report.2019, supra.n. **, at p. 47.
25 Connectivity. in.Private. International.Law, inaugural lecture of prof. dr Marta Pertegás ap-

pointed as Professor of ‘International and Transnational Private Law’ at the Faculty of Law of 
Maastricht University, 22 May 2019 (forthcoming).
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3.1 The Hague Conference on Private International Law26

In the public international law domain, several bodies engage with, and seek to 
address, Internet issues. Yet, in the Internet & Jurisdiction Global Status Report 
2019 only 15 per cent of the experts surveyed believed that we already have the 
right institutions to address the cross-border legal challenges on the Internet.27 
Furthermore, 79 per cent considered that there is insufficient international coordi-
nation.28 Such statistics are alarming, but perhaps not surprising.

In the context of private international law, the most significant body, by far, is 
the Hague Conference on Private International Law (‘Hague Conference’). Given 
its standing, relevance, and the international respect it deservedly attracts, I want 
to make a few observations specifically as to the relationship between the Hague 
Conference and the Internet. More specifically, it is illustrative to examine how 
the Internet has impacted, and been impacted by, the Hague Conference’s work.

Examples can be found of how information technology has been used as a sup-
port tool29 and as a dispute resolution tool30 in the work of the Hague Conference, 
as well as of how Internet activity has been an indirect object of the Hague Confer-
ence’s regulatory influence.31 It is particularly interesting, however, to examine 
Internet activity as a direct object of the Hague Conference’s regulatory influence.

In this context it is encouraging to reflect on the fact that the Hague Conference, 
for example, co-organised a round table on e-commerce and private international 
law already in September 1999, and through detailed works such as Haines’ excel-
lent 2002 report on the impact of the Internet on the Judgments Project,32 started 

26 This section draws and expands, in particular, on research to be published: D. Svantesson, 
‘The (uneasy) relationship between the HCCH and information technology’, in Rishi Gulati, 
Thomas John and Ben Koehler (eds.), Elgar.Companion.on. the.Hague.Conference.on.Pri-
vate.International.Law, Cheltenham (UK)/Northampton (US), Edward Elgar Publishing 2020 
(forthcoming).

27 D. Svantesson,.Internet.&.Jurisdiction.Global.Status.Report.2019, supra.n. **, at p. 33.
28 Ibid. at p. 35.
29 For example, in order to facilitate uniform application of the Hague.Convention.of.25.October.

1980.on.the.Civil.Aspects.of.International.Child.Abduction,.and in an effort to be of value to 
Judges, Central Authorities, Legal Practitioners, Researchers, the Media and other interested 
parties, the Hague Conference created a database on the Internet giving access to many of the 
leading judicial decisions taken by national courts around the world on the topic of the men-
tioned Convention. The International Child Abduction Database (INCADAT) is available at 
<https://www.incadat.com>.

30 See e.g. ‘Conference “Jurisdiction and Dispute Resolution in the Internet Era: Governance and 
Good Practices” Geneva (17-18 June 2015)’, details available at.<https://www.hcch.net/en/
news-archive/details/?varevent=459>.

31 Examples can be found of situations where the Internet has complicated the Hague Confer-
ence’s work on distinctly offline matters. A clear example of this is found in the Hague Confer-
ence’s work on Cross-Frontier Surrogacy. ‘Cross-Frontier Surrogacy Issues Added to HCCH 
Work Programme’, HCCH.Press.Release 8 April 2011, available at <https://www.hcch.net/de/
news-archive/details/?varevent=216>.

32 A. Haines, ‘The Impact of the Internet on the Judgments Project: Thoughts for the Future’, 
HCCH.Preliminary.Document.No.17 (February 2002), available at <https://www.hcch.net/de/
publications-and-studies/details4/?pid=3501&dtid=35>.
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to seriously engage with Internet law issues earlier than did the private international 
law community in general.33 While somewhat patchy over the years since, the 
Hague Conference’s efforts directed at the relationship between its instruments 
and information technology are now being reenergised.34

Arguably the biggest challenge is found in the difference in speed with which 
law on the one hand, and information technology on the other hand, develops. In 
the past, technological developments were typically slow, gradual and relatively 
sporadic. In the online environment, however, major technological developments 
are fast, dramatic and numerous. This puts significant stress on the, traditionally 
slow-moving, law-making apparatus and demands a degree of ‘future-proofing’ 
that goes far beyond what has historically been required.

To give an indication of just how dramatic the difference in speed of develop-
ment between law and technology is, it is illustrative to examine how much 
information technology evolved and matured during the years that work was car-
ried out on the Judgments Project 1.0.35

Preparatory work on a Judgments Convention was initiated in 1992, and for the 
purpose of this exercise we may view the Choice of Court Convention36 as the 
end-product of that initial round of work. At the time work commenced in 1992, 
Internet activities were largely confined to e-mails and so-called bulletin board 
systems (BBSs), while just a year earlier the National Science Foundation Network 
(NSFNET) had withdrawn its restriction on commercial use of the Internet.

Viewing the Choice of Court Convention as a result of the initial Judgments 
Project, we can note how in the thirteen years it took for the Convention to be 
finalised, e-commerce and Internet usage went from its infancy to a boom, then 
into recovery resulting in the blossoming and multifaceted communications medium 

33 To see that this is so, one need only visit a library and glance through the leading texts on 
private international law from this era. The word Internet is largely absent. In fact, even lead-
ing scholars engaged at the centre of the Hague Conference’s work, who at the time wrote 
directly on the Judgments Project largely ignored the Internet implications (see e.g. P. Nygh, 
‘The Preliminary Draft Hague Convention on Jurisdiction and Foreign Judgments in Civil and 
Commercial Matters’, in P. Borchers and J. Zekoll (eds.), International.Conflict.of.Laws.for.the.
Third.Millennium.–.Essays.in.Honor.of.Friedrich.K..Juenger, Ardsley, Transnational Publish-
ers Inc. 2001, pp. 261-287. This having been said, exceptions, of course, can be found of lead-
ing private international law scholars who engaged with Internet issues from an early stage. See 
e.g. the works of Pedro De Miguel Asensio, Thomas Schultz, Ulf Maunsbach, Michael Bogdan, 
Lorna Gillies and Peter Stone.

34 E.g. the HCCH a/Bridged Edition 2019, The HCCH Service Convention in the Era of Electron-
ic and Information Technology (2019), held in The Hague on 11 December 2019, details avail-
able at <https://www.hcch.net/en/instruments/specialised-sections/service/hcch-a-bridged/>.

35 The Judgments Project denotes work by the Hague Conference to develop and adopt a global 
convention for the recognition and enforcement of cross-border judgments in civil and com-
mercial matters. The Hague Convention on the Recognition and Enforcement of Foreign 
Judgments in Civil and Commercial Matters was finalised and adopted on 2 July 2019 in The 
Hague. A related project concerned with possibly developing a set of direct grounds of jurisdic-
tion commenced in February 2020.

36 Hague Convention on Choice of Court Agreements. (adopted on 30 June 2005, entered into 
force 1 May 2015), 44 ILM 1294.
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we have today. Expressed in numbers, the development is simply staggering. In 
1992, there were approximately 1,000,000 Internet hosts, compared with 400,000,000 
in 2005 when the Choice of Court Convention was concluded. Furthermore, there 
were only about 50 websites on the Internet in 1992, compared with over 100 mil-
lion in 2005.

The dramatic change highlighted by these figures makes clear that, in drafting 
complex international agreements, the drafters are well advised to adopt technology-
neutral language, as e.g. the Hague Conference has expressly done for a range of 
its instruments. It would, for example, have been unsuitable for the drafters of the 
Judgments Project to include provisions dealing specifically with bulletin board 
systems, as the function of such systems has been largely replaced by websites, 
blogs and social networking sites. The importance of taking a technology-neutral 
approach has been widely acknowledged and has been adopted in the work on 
several international instruments as well as national initiatives. Yet the aim of 
technology-neutral solutions has not only gained praise but has also been the object 
of justified criticism. After all, a good technology-neutral solution of today is not 
guaranteed to be fit to regulate a future technology simply because it is technology-
neutral. Rather, it is exactly because a given law is technology-neutral that there 
is a risk it may apply to future technologies it is poorly equipped to regulate.

At any rate, it is clear that the law ought not seek to emulate the speed at which 
technology develops. Like a successful Sunday roast, making good law takes time. 
And while technology can recover from rushed premature product releases such 
as that of Samsung’s ‘explosive’ Galaxy Note 7,37 rushed law-making has long-
lasting and potentially devastating implications. Indeed, where law-making is 
rushed, there may not be time for adequate consultation. This may undermine the 
legitimacy of the resulting law.

During discussion of the work on the Judgments Project, it has repeatedly been 
stressed that the Internet and e-commerce have a two-fold impact: ‘On the one 
hand, the Internet environment adds to the complexity of the issues to be resolved 
in specific provisions; on the other hand, it reinforces the common need for a global 
framework on jurisdiction and recognition and enforcement in civil and commer-
cial matters.’38 This is an observation of the utmost importance and its application 
goes well beyond the Judgments Project. Indeed, it goes to the very core of the 
relationship between the Internet and international law.

37 S. Hollister, ‘Dear Tech Companies: Stop Shipping Unfinished Shit’, CNET. 27 December 
2016, available at <https://www.cnet.com/au/news/stop-shipping-unfinished-products/>.

38 Permanent Bureau, ‘Some Reflections on the Present State of Negotiations on the Judgments 
Project in the Context of the Future Work Programme of the Conference’, HCCH.Prelimi-
nary.Document.No.16 (February 2002), available at <https://www.hcch.net/en/publications-
and-studies/details4/?pid=3500>. See also H. van Loon, ‘Towards a global Hague Convention 
on the Recognition and Enforcement of Foreign Judgments in Civil or Commercial Matters’,  
1 Nederlands. Internationaal. Privaatrecht (2020) pp. 4-18, available at <http://www.nipr-
online.eu/pdf/2020-134.pdf>.
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4. THE TASK OF OVERCOMING ARTIFICIAL REGULATORY 
CHALLENGES39

In the context of applying international law to Internet activities or situations there 
are numerous instances of competing legitimate interests; State A’s protection of 
free speech may be difficult to reconcile with State B’s restrictions on hate speech, 
and so on. On a slightly more general level, we may observe that broad claims of 
jurisdiction may unreasonably interfere with the rights of people in other States, 
while restrictive approaches to jurisdiction may render a victim without realistic 
access to justice. Thus, the difficulties we experience in applying international law 
to the Internet stem from the fact that the ‘genuine regulatory challenges’ we need 
to work with are both numerous and go to the depth of involving the most funda-
mental legal notions. Yet this does not fully explain the complexity of our situation.

The application online of the pre-Internet legal concepts that make up public, 
and private, international law often involves decisions on the appropriate analogies 
and metaphors. The impact of such decisions is frequently on display in litigation. 
For example, in the 2016 Supreme Court of Canada hearing in the Equustek case,40 
McDowell (representing Google Inc.) suggested that Google search was akin to a 
librarian who managed one of several card catalogues. In contrast, Justice Kara-
katsanis suggested a different analogy, comparing Google search to the person 
behind the counter of a bookstore. The choice of analogy would clearly impact the 
question of responsibility. However, Google’s role is neither a perfect fit with that 
of a librarian nor with that of a person behind the counter of a bookstore. Thus, as 
I have been arguing for the past fifteen years, we must try to avoid inappropriate 
reliance on metaphors and analogies.41

More broadly, in the survey that formed the base for the Internet.&.Jurisdiction.
Global.Status.Report.2019, several interviewed experts emphasised the concern 
that, in the jurisdiction field, legal concepts are old-fashioned and outdated.42 
Furthermore, one of the survey questions posited that we already apply the right 
legal concepts to address cross-border legal challenges on the Internet. Among the 
experts surveyed, 46 per cent either disagreed or strongly disagreed, 36 per cent 
indicated that they neither agreed nor disagreed, and 18 per cent either agreed or 
strongly agreed.43

This, it is submitted, hints at what may be termed ‘artificial (i.e. manmade) 
regulatory challenges’ in that the frameworks and concepts being applied are insuf-
ficient to address the issues with which we are confronted. In general, it seems that 

39 The meaning of the term ‘regulation’ has been discussed and debated in detail by many others 
and we shall not enter that quagmire here.

40 Google.Inc..v..Equustek.Solutions.Inc., Supreme Court of Canada 8 June 2017, 2017 SCC 34, 
[2017] 1 S.C.R. 824.

41 D. Svantesson, ‘The characteristics making Internet communication challenge traditional mod-
els of regulation – What every international jurist should know about the Internet’, 13(1) Inter-
national.Journal.of.Law.and.Information.Technology (2005), pp. 39-69.

42 D. Svantesson, Internet.&.Jurisdiction.Global.Status.Report.2019, supra.n. **, at p. 29.
43 Ibid. at p. 30.
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international lawyers are looking at all changes taking place in today’s world through 
the lens of vested concepts such as extraterritoriality, sovereignty etc. They want 
the world to be guided by reference to these concepts. Yet, perhaps it should be the 
other way around – the concepts we use should be guided by how the world is in 
fact. While, of course, we ought to make use of those concepts that truly remain 
useful, we must also be prepared to develop new concepts if reality so requires. In 
other words, the inadequacy of the tools may cause regulatory challenges prevent-
ing, or at least limiting, progress. We need to distinguish these ‘artificial regulatory 
challenges’ from the previously mentioned ‘genuine regulatory challenges’. Indeed, 
to be able to adequately address the genuine regulatory challenges, we first need 
to address the artificial regulatory challenges.

It seems to me that the Internet jurisdiction debate these days is focused on 
tackling the most imminent day-to-day issues (some of the ‘genuine regulatory 
challenges’), at the expense of attention being directed at the underlying conceptual 
mess (the ‘artificial regulatory challenges’). This is natural of course, given the 
very real impact these challenges have for society. However, real progress can only 
be made where we also tackle the ‘artificial regulatory challenges’. I will now 
proceed to briefly outline a selection of examples of the artificial regulatory chal-
lenges we face and must address.

4.1 The binary distinction between territorial and extraterritorial

The terms ‘extraterritorial’ and ‘extraterritoriality’ are commonly used in the con-
text of matters falling within the discipline of public international law and are also 
found – albeit seemingly to a lesser degree – in writings on private international 
law (or ‘conflict of laws’). Extraterritoriality is, of course, as much an issue in 
private international law as it is in public international law. For example, where a 
court, in a civil matter, claims jurisdiction over a foreign defendant based on the 
fact that the defendant’s writings have been read in the country claiming jurisdic-
tion, it is indeed making a jurisdictional claim with extraterritorial effect. Similarly, 
when a court in such a case decides to apply its domestic law to the foreign conduct 
by the foreign party, it is giving extraterritorial effect to its law. In fact, the central-
ity of the role played by extraterritoriality is such that it is difficult to think of any 
private international law case of note that does not involve some dimension of 
extraterritoriality.

At any rate, the binary distinction between territorial and extraterritorial is one 
of the most central concepts under stress in the online environment. Like other 
binary simplifications, such as the distinction between day and night, it works for 
certain purposes, but it is inadequate for other important purposes. Much like the 
failure of the day/night distinction to take into account dusk and dawn, and indeed 
the many nuances in between, viewing the strength of jurisdictional claims from 
the binary perspective of territorial versus extraterritorial does not adequately reflect 
the nuances involved.
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Put simply, convention would have us believe that jurisdictional claims are 
either territorial or extraterritorial, with the latter type often described as relating 
to ‘the exercise of jurisdiction by a State over activities occurring outside its bor-
ders’.44 And one of the key consequences of the centrality of the territoriality 
principle is that a great deal of focus has been directed at distinguishing between 
situations involving ‘territorial’ jurisdictional claims from jurisdictional claims that 
are ‘extraterritorial’.45 Yet it seems clear that to mark the difference in this way is 
to invite confusion, and there are at least two serious problems with this distinction. 
Firstly, as noted by numerous commentators, there are obvious difficulties in cat-
egorising the extraterritorial scope of domestic law.46 Indeed, too often, it is not 
possible to draw a distinction between ‘territorial’ and ‘extraterritorial’ jurisdictional 
claims. A relatively recent article by Scott provides a great illustration of this 
problem. She discusses a set of new jurisdictional ‘triggers’ in European Union 
law and seeks to view them through the lens of the traditional binary distinction 
between what is territorial and what is extraterritorial. Because of the flaw in that 
method, she frequently must concede that ‘the distinction between territorial and 
extraterritorial legislation is often unclear.’47

As Crawford cautiously – perhaps overcautiously – puts it: ‘[W]hat amounts to 
extra-territorial jurisdiction is to some extent a matter of appreciation.’48 This tells 
us something important: there is an undeniable tension between, on the one hand, 
the legal framework we apply with its attempt at a sharp distinction between what 
is territorial and what is extraterritorial and, on the other hand, reality. And where 
such tension exists it would seem prudent to prima.facie assume that it is the legal 
framework that needs adjustment.

Secondly, even if we were able to draw a sharp line between jurisdictional claims 
that are territorial and those that are extraterritorial, identifying a jurisdictional 
claim as being extraterritorial tells us little, or nothing, of value. Some extraterrito-
rial claims can be indisputably legitimate and useful (after all they may be based 
e.g. on the widely recognised nationality principle), while other extraterritorial 
claims are equally indisputably illegitimate and excessive.49 Yet too often – espe-

44 D. Senz and H. Charlesworth, ‘Building Blocks: Australia’s Response to Foreign Extraterrito-
rial Legislation’, 2(1) Melbourne.Journal.of.International.Law (2001) pp. 69-121, at p. 72.

45 The International Law Commission has defined ‘extraterritorial jurisdiction’ as ‘an attempt to 
regulate by means of national legislation, adjudication or enforcement the conduct of persons, 
property or acts beyond its borders which affect the interests of the State in the absence of such 
regulation under international law’, International Law Commission, Report on the Work of its 
Fifty-Eighth Session (1 May – 9 June and 3 July – 11 August 2006), UN Doc. A/61/10, Annex 
E, at para. 2.

46 D. Ireland-Piper, supra n. 13, at p. 5.
47 J. Scott, ‘The New EU “Extraterritoriality”’, 51(5) Common. Market. Law. Review (2014) 

pp. 1343-1380, at p. 1345.
48 J. Crawford, supra n. 8, at p. 457.
49 See further D. Svantesson, ‘Extraterritoriality and targeting in EU data privacy law: the weak 

spot undermining the regulation’, 5(4) International.Data.Privacy.Law (2015) pp. 226-234; 
and C. Kuner ‘Extraterritoriality and regulation of international data transfers in EU data pro-
tection law’, ibid. pp. 235-245.
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cially in the Internet context – the ill-advised territorial/extraterritorial distinction 
is used as shorthand for legitimate (i.e. territorial) claims versus illegitimate (i.e. 
extraterritorial) claims of jurisdiction.50 Such oversimplifications are misguided 
and unhelpful, and invariably create obstacles for a fruitful debate. Indeed, in his 
insightful book Jurisdiction.in.International.Law, Ryngaert concludes that, because 
the term ‘extraterritorial’ is tainted by pejorative connotations acquired over the 
years, the term ought to be avoided.51 I wholeheartedly agree.

To conclude, the law has tried and failed to draw, and maintain, a meaningful 
distinction between what is territorial and what is extraterritorial. This venture was 
worthwhile, but it has failed, and we should now accept this failure and move on; 
a continued use of this distinction is both a source, and a sign, of confusion. All 
that remains is to note that if, as has been demonstrated, the conceptual distinction 
between territoriality and extraterritoriality does not fully work, the usefulness of 
the territoriality principle is undermined. I will have reason to return to the central-
ity of territoriality in Section 5 below.

4.2 Sovereignty

International law, and commentaries on international law, are replete with absolut-
ist statements that are better suited for the political arena than they are for law; 
statements that can be (ab)used in the pursuit of particular positions in legal discus-
sions. Consider, for example, the following well-known, and often cited, statement 
made by the Permanent Court of Arbitration in the Island.of.Palmas.case: ‘Territo-
rial sovereignty, as has already been said, involves the exclusive right to display 
the activities of a State.’52 Such a statement is clearly overly broad and open to 
abuse. To see that this is so, we need only consider that it arguably is incompatible 
with the nationality principle and the so-called effects doctrine (more on that below).

Attempts at applying the concept of sovereignty to the online environment have 
resulted in debates going to the very core of that concept. Most prominently, there 
is a healthy debate as to whether sovereignty is itself a binding rule of international 
law, or rather a principle of international law that guides state interactions but does 
not dictate results under international law.53

Furthermore, the pursuit of sovereignty is one of the causes for technological 
measures such as ‘data localisation’ requirements. Data localisation refers to a 
mandatory legal or administrative requirement directly or indirectly stipulating 
that certain data be physically stored or processed, exclusively or non-exclusively, 

50 For an example of such a point of view, see J. Scott, supra n. 47, at p. 1345.
51 C. Ryngaert, Jurisdiction.in.International.Law, 2nd ed., Oxford, Oxford University Press 2015, 

at p. 8.
52 United.States.of.America.v..The.Netherlands, PCA 4 April 1928, UN Reports of International 

Arbitral Awards, Vol. II, pp. 829-871, at p. 839.
53 Important aspects of the current debate are showcased with great clarity and excellently in 

T. Ginsburg, ‘Introduction to Symposium on Sovereignty, Cyberspace, and Tallinn Manual 
2.0’, 111 AJIL.Unbound (American.Journal.of.International.Law) (2017) pp. 205-206, avail-
able at <https://doi.org/10.1017/aju.2017.58>.
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within a specified jurisdiction. This practice has emerged as a major issue in, and 
obstacle to, transborder data flows.54

To this may be added the strong resurgence in calls for ‘informational sover-
eignty’, ‘information sovereignty’, ‘technological sovereignty’ and ‘data sovereignty’ 
– terms often used without any clear consensus on their precise meaning. While 
they are not new,55 as calls for these forms of sovereignty intensify, there is an 
obvious need to consider questions such as the extent to which they in fact have a 
meaningful connection to the international law concept of sovereignty or whether 
they are mere political slogans without legal meaning.

4.3 Public international law’s three categories of jurisdiction

In public international law, tradition points to there being three different types of 
jurisdiction – prescriptive, adjudicative and enforcement jurisdiction.56 While we 
routinely pretend that these categories are distinct, well understood and a natural 
categorisation, that is not actually so.57 Just ask yourself which of these types of 
jurisdiction was in dispute in the most prominent of all jurisdiction cases in inter-
national law, the Lotus case.

Amongst many others, Crawford, for example, approaches the Lotus case as a 
matter of prescriptive jurisdiction.58 However, if one looks at the decision itself, 
things are not quite as clear as such commentators seem to suggest. For example, 
under the Special Agreement between the Government of the French Republic, 

54 See further D. Svantesson, ‘Data Localisation – Trends, Challenges and Solutions’ (OECD 
2020) (forthcoming).

55 Österdahl traces back the origin of ‘information sovereignty’ to a former Soviet concept imply-
ing ‘that the State has a right to control the dissemination of information within its territory. The 
State according to this doctrine has the right to control the news flowing out of the country and 
the news coming in’. I. Österdahl, Freedom.of.Information.in.Question:.Freedom.of.informa-
tion.in.international.law.and.the.calls.for.a.New.World.Information.and.Communication.Order.
(NWICO), Uppsala, Iustus Förlag AB 1992, at p. 137. Kuner points to an even earlier origin for 
some of these concepts, placing them in the context of 1970s concerns about data flows giv-
ing rise to the concept of ‘informational sovereignty’, which, it was believed, was endangered 
through the uncontrolled flow of personal data: C. Kuner, ‘The governance of globalized data 
flows – current trends and future challenges’, 9 June 2015, OECD Preliminary Draft Report, 
9 June 2015, DSTI/ICCP/REG(2015)3, available at <https://one.oecd.org/document/DSTI/
ICCP/REG(2015)3/en/pdf>, at p. 7.

56 This terminology can also occasionally be found in private international law.
57 Consider, for example, Hall’s suggestion that ‘[t]here are two types of jurisdiction: prescrip-

tive and enforcement [rather than three]’. S. Hall, Principles.of. International.Law, 4th ed., 
Chatswood, LexisNexis 2014, at p. 318 (emphasis added)). In sharp contrast, we can note how 
Oster, in his leading text on European and International Media Law, actually goes as far as to 
expressly extend the Harvard Draft principles to adjudicative jurisdiction. J. Oster, European.
and.International.Media.Law, Cambridge, Cambridge University Press 2017, at p. 115; and 
how Putnam’s interesting book is devoted to judicial jurisdiction: T.L. Putnam, Courts.Without.
Borders:.Law,.Politics,.and.U.S..Extraterritoriality, Cambridge, Cambridge University Press 
2016 – precisely the type of jurisdiction Hall leaves out completely.

58 J. Crawford, supra n. 8, at p. 457.

https://one.oecd.org/document/DSTI/ICCP/REG(2015)3/en/pdf
https://one.oecd.org/document/DSTI/ICCP/REG(2015)3/en/pdf
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and the Government of the Turkish Republic, the Court was to answer ‘the question 
of judicial.jurisdiction which had arisen between the two Governments’.59

Further, each of these types of jurisdiction is associated with unclear and vague 
criteria. For prescriptive jurisdiction, there is a set of commonly referenced prin-
ciples in the Harvard Draft Principles60 (discussed in more detail in Section 5 
below) with the addition of the so-called ‘effects doctrine’. The criteria are less 
clear for adjudicative and enforcement jurisdiction.

I would go as far as to suggest that our sleepwalking-like routine reliance on 
these categories may obscure what really is at stake. When it is deconstructed,61 
we see that this categorisation is attempting to bring attention to a single truth – the 
greater the potential a jurisdictional claim has of interfering with the interests of 
another state, the greater the reason to contain, or limit, the exercise of jurisdiction. 
And this is a principle we may more readily apply in the absence of a categorisation 
forcing us to pigeonhole jurisdictional claims as being either prescriptive jurisdic-
tion, adjudicative jurisdiction, or enforcement jurisdiction.

If we are to keep relying on this categorisation, however, Internet-related legal 
issues have highlighted that there is a need for at least one additional category of 
jurisdiction. Since 2012, I have argued for the need of a category of ‘investigative 
jurisdiction’ separate from enforcement jurisdiction.62 A classic example of enforce-
ment jurisdiction is found in the well-known Eichmann case63 involving one 
country kidnapping a person in another country. Now imagine instead that law 
enforcement in state A has lawfully gained access to a laptop belonging to a citizen 
of state A. When they examine that laptop, they find that some relevant files are 
stored in ‘the cloud’ on servers in state B. According to convention, the question 
of accessing the files – although dramatically different from the Eichmann case 
– would also fall within enforcement jurisdiction.

59 SS ‘Lotus’, France. v.. Turkey, Permanent Court of International Justice 7 September 1927, 
PCIJ Series A, No. 10, ICGJ 248, Dissenting Opinion by Mr. Moore, at para. 232, available 
at <http://www.worldcourts.com/pcij/eng/decisions/1927.09.07_lotus.htm> (emphasis added). 
For a detailed discussion see D. Svantesson, Solving. the. Internet.Jurisdiction.Puzzle, supra.
n. **, at pp. 162-164.

60 ‘Introductory Comment to the Harvard Draft Convention on Jurisdiction with Respect to 
Crime’. 29 The.American.Journal.of.International.Law,.Supplement:.Research.in.International.
Law (1935) pp. 443-447, at p. 445.

61 See further D. Svantesson, Solving.the.Internet.Jurisdiction.Puzzle, supra.n. **, at pp. 164-165.
62 D. Svantesson, ‘Extraterritoriality in the context of data privacy regulation’, 7(1) Masaryk.Uni-

versity.Journal.of.Law.and.Technology (2012) pp. 87-96. In fact, I found evidence of an emerg-
ing application of what I termed ‘investigative jurisdiction’ in a Canadian decision already from 
2007, Lawson.v..Accusearch.Inc..dba.Abika.com, [2007] 4 FCR 314, at paras. 28, 42 and 43. 
See also e.g. Weltimmo.s.r.o..v..Nemzeti.Adatvédelmi.és.Információszabadság.Hatóság, CJEU 
1 October 2015, C-230/14, ECLI:EU:C:2015:639.

63 Attorney-General.of.the.Government.of.Israel.v..Eichmann, Supreme Court of Israel 29 May 
1962, 36 International.Law.Reports (1968), p. 277 (English translation). See further ‘Eich-
mann Supreme Court Judgment 50 years on, its significance today’, Amnesty. International.
Publications (2012), available at <https://www.amnesty.org/download/Documents/24000/
ior530132012en.pdf>.
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The problem is obvious: the policy considerations present in an assessment of 
jurisdiction in the latter scenario are fundamentally different from those involved 
in the former scenario. To then bundle the two together under the same heading so 
as to apply the same jurisdictional threshold to both is a sign of an unacceptable 
lack of sophistication and adds to the artificial regulatory challenges we must 
combat.

4.4 The relationship between private and public international law

Tradition would have us draw rather a sharp line between what is public interna-
tional law and what is private international law. Maintaining such a distinction is 
increasingly untenable, however, and important Internet-related fields such as data 
privacy are not able to be neatly categorised as belonging exclusively to one or the 
other.64 A case heard by the CJEU in 2019 provides an illustration of other Internet 
fields that overlap. Case C-18/18 involved an Austrian politician who sought to 
have third-party content removed, and future content blocked, by Facebook Ireland 
Limited with worldwide effect.65 Even at the time of the hearing, the lawyer for 
the politician variously described the matter as one of defamation (predominantly 
an issue of private international law) and one of hate speech (predominantly an 
issue of public international law). Further, as noted by Crawford: ‘[A]s civil juris-
diction is ultimately reinforced by criminal sanctions through contempt of court, 
there is in principle no great difference between the problems created by assertion 
of civil and criminal jurisdiction over aliens.’66

McDougal and Jasper correctly observed that both public and private interna-
tional law are aimed at ‘allocating among states of the world the competence to 
make and apply law to the transnational events that affect them’.67 Indeed, as 
pointed out by Nagan in a particularly insightful article from the early 1980s:

64 D. Svantesson, Extraterritoriality. in. Data. Privacy. Law, Copenhagen, Ex Tuto Publishing 
2013. See also M. Brkan, ‘Data protection and European private international law: observing 
a bull in a China shop’, 5(4) International.Data.Privacy.Law (2015) pp. 257-278; B. Alsenoy 
and M. Koekkoek, ‘Internet and jurisdiction after Google.Spain: the extraterritorial reach of the 
“right to be delisted”’, 5(2) International.Data.Privacy.Law (2015) pp. 105-120; P. Hert and 
M. Czerniawski, ‘Expanding the European data protection scope beyond territory: Article 3 of 
the General Data Protection Regulation in its wider context’, 6(3) International.Data.Privacy.
Law (2016) pp. 230-243; and M. Taylor, ‘The EU’s human rights obligations in relation to its 
data protection laws with extraterritorial effect’, 5(4) International.Data.Privacy.Law (2015) 
pp. 246-256.

65 Eva. Glawischnig-Piesczek. v.. Facebook. Ireland. Limited, CJEU 3 October 2019, C-18/18, 
ECLI:EU:C:2019:821.

66 J. Crawford, supra n. 8, at p. 471.
67 M. McDougal and R. Jasper, ‘The Foreign Sovereign Immunities Act of 1976: Some Suggested 

Amendments’, in M. Landwehr (ed.), Private.Investors.Abroad.–.Problems.and.Solutions.in.
International.Business. in. 1981, New York, M. Bender 1982, as referred to in W.P. Nagan, 
‘Conflicts Theory in Conflict: A Systematic Appraisal of Traditional and Contemporary Theo-
ries’, 3(3) NYLS.Journal.of.International.and.Comparative.Law (1982) pp. 343-545, at p. 361 
(footnote omitted).
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From a functional point of view, the distinction between public and private inter-
national law would appear to be at best artificial, as both public and private inter-
national law ultimately deal with the myth and practice of responding to claims 
for the allocation of the good as well as the undesirable things in the world social 
processes. [...] [P]ublic and private international law are in reality complementary 
and indispensable components of a larger and more inclusive conception of world 
public order.68

I have no doubt that the jurisdictional challenges that face the Internet, as well as 
the jurisdictional challenges facing our modern world more generally, would be 
much better, and more efficiently, addressed if we managed to break down the 
illusion of a dividing barrier between jurisdictional issues arising within private 
international law and those arising within public international law.69 The future 
will tell, and just how far apart private and public international lawyers currently 
are is well illustrated by the perhaps trivial fact that both disciplines use the abbre-
viation ‘PIL’ to refer to their respective disciplines, seemingly unaware – or at least 
with total disregard for the fact – that the other discipline uses it as well!70

4.5 The impact of conceptual complexity

The above has pointed to a systematic problem in international law, and as the 
selection of examples hints at, it is my view that these issues are more prominent 
in public international law than they are in private international law. I argue that, 
as far as matters of jurisdiction are concerned, international law is characterised 
by conceptual inconsistencies and unnecessary complexity resulting in a dysfunc-
tional system. Further, I suggest that the international law community, to too great 
a degree, has been content to pretend that the illogical makes sense and have opted 
to turn a blind eye, rather than their attention, to these issues. A possible contribut-
ing factor to this is arguably found in the very structure of international law as a 
discipline. Through Article 38 of the Statute of the International Court of Justice, 
scholars in the field of international law are taught deference to ‘the teachings of 
the most highly qualified publicists of the various nations’.71 While such teachings 

68 W.P. Nagan, supra n. 67, at p. 361.
69 See further D. Svantesson, ‘The Relation between Public International Law and Private In-

ternational Law in the Internet Context’, 9 Yearbook.of.New.Zealand.Jurisprudence,.Special.
Issue (2006) pp. 153-159; A. Mills, The.Confluence.of.Public.and.Private.International.Law, 
Cambridge, Cambridge University Press 2009; H. van Loon, ‘The Global Horizon of Private 
International Law Inaugural Lecture, Private International Law Session, 2015’, 380 Collected.
Courses.of. the.Hague.Academy.of. International.Law (2015) pp. 9-108; M. Pertegás, supra 
n. 25.

70 If we are to continue treating these two disciplines as separate, perhaps we could agree to 
abbreviate private international law as ‘PrIL’ and use the abbreviation ‘PuIL’ for public inter-
national law.

71 Statute of the International Court of Justice, Art 38(1). Art. 38(1) provides that ‘[t]he Court 
shall apply [inter alia] the teachings of etc.’ See further H. Thirlway, The.Sources.of.Interna-
tional.Law, Oxford, Oxford University Press 2014, at pp. 126-128.
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are merely a subsidiary means for the determination of rules of law, I suspect that 
Article 38 creates a different attitude – a different mentality – to the writings of 
high-level commentators than what is typically seen in other fields of law. This 
may have had the effect of raising the bar for when international lawyers – not 
least those regarded as being junior – are prepared to challenge entrenched concepts, 
frameworks and approaches.

It is, of course, entirely predictable that these claims will be met by opposition. 
However, even the sternest defenders of the current landscape of international law 
must admit that the artificial as well as the genuine regulatory challenges create 
rather a high barrier for entry; that is, it prevents the ‘uninitiated’ from contributing 
to the debate, and risks making this field the exclusive domain of a small group of 
specialist lawyers. Indeed, more than once has it struck me that some may in fact 
favour this situation exactly for the very reason that it creates the noted barrier to 
entry.

Having attended a range of conferences, workshops and other meetings relating 
to the way we should approach Internet-related legal matters, it seems to me that 
the label ‘international law’ is sometimes used as a lawyer’s version of the well-
known children’s game ‘Simon says’. In that game, all proposed actions are to be 
ignored unless prefaced with the phrase ‘Simon says’, in which case the instruc-
tions must immediately be complied with. At conferences, workshops and other 
meetings, I have too often seen the phrase ‘international law says’ play a very 
similar role. Too often, proposed actions are ignored – regardless of their intrinsic 
value, merit or sensibility – while at the same time, any instructions prefaced with 
the phrase ‘international law says’ are treated as almost holy – regardless of their 
lack of intrinsic value, lack of merit and lack of sensibility. The problems caused 
by this are augmented by the lack of scrutiny directed at whether international law 
also ‘says’ other things that in fact contradict and clash with the first statement as 
to what ‘international law says’.

The other side of this proverbial coin is that, when confronted with matters 
affected by international law, the Internet community often only pays lip service 
to the relevant law. This is often done via a mantra-like repetition of key terms 
such as sovereignty, effects doctrine or comity without any real attempt at applying 
those concepts or even signalling a proper understanding of their potential impact.

The noted artificial regulatory challenges also regularly result in misunderstand-
ings and miscommunication. Furthermore, they create an environment in which 
discussions are characterised by overly broad and simplistic claims, leading to 
locked positions; too often, the legal concepts are not debated in a systematic man-
ner. Instead, there is a tendency to pick and choose concepts that support any given 
position.

A proponent of a claim of jurisdiction may, for example, feel vindicated by the 
‘effects doctrine’ (while ignoring all other principles), while an opponent to the 
same claim may feel vindicated by the ‘comity principle’ (while ignoring all other 
principles). Thus, flaws in their respective approaches may be hidden, and because 
they both feel supported by law, the likelihood of agreement – or even of a con-
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structive discussion – is low. This highlights a clear need for a simpler legal 
framework of foundational principles in which to anchor the discussion. I will 
return to this topic immediately below (Section 5).

Addressing these artificial regulatory challenges must be made a priority.

5. THE TASK OF MOVING PAST TERRITORIALITY AS THE 
JURISPRUDENTIAL CORE OF JURISDICTION72

While territoriality features prominently in public international law, its role in 
private international law is less apparent. Yet, its presence is plain to see in practices 
such as how private international law, in deciding the question of jurisdiction over 
contractual disputes, may attach significance to the location where a contract was 
formed.73

There is widespread and growing recognition that we cannot anchor Internet 
jurisdiction in the outdated, typically overstated, and often misunderstood, territo-
riality principle.74 This is particularly so given that the society of today is 

72 This section draws and expands, in particular, on research published in D. Svantesson, Solving.
the.Internet.Jurisdiction.Puzzle, supra.n. **.

73 See further D. Svantesson, Private. International. Law. and. the. Internet, supra. n. **, at 
pp. 436-437. Here we may usefully also consider what brought about a territorial focus in pri-
vate international law. Looking at the Common Law system, for example, Nygh points to origi-
nally practical considerations relating to the inability of the common law courts to take notice 
of facts and customs occurring or prevailing outside the realm with the jury being called from 
the neighbourhood in which the facts at issue had occurred, rather than any solid theoretical 
foundation: P. Nygh, ‘The Territorial Origin of English Private International Law’, 2 University.
of.Tasmania.Law.Review (1964) pp. 28-40, at pp. 29-30.

74 See e.g. G. Handl et. al. (eds.), Beyond. Territoriality, The Hague, Martinus Nijhoff 2012; 
C. Ryngaert, supra n. 51; A. Mills, ‘Rethinking Jurisdiction in International Law’, 84(1) British.
Yearbook.of.International.Law (2014) pp. 187-239; A. Slaughter, ‘The Future of International 
Law Is Domestic (or, The European Way of Law)’, 47(2) Harvard.International.Law.Journal 
(2006) pp. 327-352; P. Schiff Berman, Global.Legal.Pluralism:.A.Jurisprudence.of.Law.be-
yond.Borders, Cambridge, Cambridge University Press 2014; J. Oster, ‘Rethinking Shevill. 
Conceptualising the EU private international law of Internet torts against personality rights’, 
26(2-3) International.Review.of.Law,.Computers.&.Technology (2012) pp. 113-128; T. Schultz, 
‘Carving up the Internet: Jurisdiction, Legal Orders, and the Private/ Public International Law 
Interface’, 19(4) European.Journal.of.International.Law (2008) pp. 799-839; D. Cooper and 
C. Kuner, ‘Data Protection Law and International Dispute Resolution’, 382 Recueil.des.Cours.
of.the.Hague.Academy.of.International.Law (2017) pp. 1-174; C. Ryngaert and M. Zoetekouw, 
‘The End of territory? The e-emergence of community as a principle of jurisdictional order in 
the Internet era’, in U. Kohl (ed.),.The.Net.and.the.Nation.State:.Multidisciplinary.Perspec-
tives. on. Internet.Governance, Cambridge, Cambridge University Press 2017, pp. 185-201; 
M. Keyes, Jurisdiction. in. International. Litigation, Sydney, The Federation Press 2005, at 
p. 181; B. Ubertazzi, Exclusive.Jurisdiction.in.Intellectual.Property, Tübingen, Mohr Siebeck 
2012; D. Cooper et.al. (eds.) ‘Data protection law and international dispute resolution’, 382 
Recueil.des.Cours.of.the.Hague.Academy.of.International.Law (2017); and A. Orakhelashvili, 
‘State Jurisdiction in International Law: Complexities of a Basic Concept’, in A. Orakhelashvili 
(ed.), Research.Handbook.on.Jurisdiction.and.Immunities.in.International.Law, Cheltenham 
(UK)/Northampton (US), Edward Elgar Publishing 2015, Chapter 1.



140

characterised by constant, fluid, and substantial cross-border interaction, not least 
via the Internet. Yet few realistic alternatives have been advanced so far.

At least when focusing on modern times, the two authorities that have cemented 
territoriality’s status as the crown jewel of jurisdictional principles are the so-called 
‘Harvard Draft’ from 1935 and the Permanent Court of International Justice’s 1927 
decision in the Lotus case.75 These are by far the most frequently referenced author-
ities for the position of territoriality, and they are thus the two most obvious 
obstacles for reform moving away from anchoring jurisdiction in territoriality. In 
the light of this, I would like to make a few brief observations regarding the Harvard 
Draft and the Lotus case so as to prepare ground for a reform proposal.

The influence of the ‘Harvard Draft’ has been nothing less than phenomenal 
and must surely have exceeded the drafters’ wildest ambitions. It is fair to say that 
the structure put forward in the Harvard Draft has represented public international 
law’s approach to jurisdiction ever since. Essentially, the lasting legacy of the 
‘Harvard Draft’ is that it identified and articulated a set of five grounds for jurisdic-
tion to varying degrees recognised under international law at the point in time it 
was drafted. Of these, the territoriality principle was clearly the most prominent. 
However, it should be recalled that:

(1) the ‘Harvard Draft’ was intended to be strictly limited in that (a) it summa-
rises and restates the legal practices at the time in the form of five general 
principles on which jurisdiction is claimed by states as of 1935, (b) it con-
siders jurisdiction only in penal matters, (c) the five principles are accepted 
to varying degrees, and (d) its principles govern prescriptive (or legislative) 
jurisdiction only;76 and

(2) as is appropriately acknowledged in the ‘Introductory Comment to the Har-
vard Draft’, the grounds for jurisdiction were reached by a series of compro-
mises and simplifications.77

The most obvious reason the Harvard Draft has had such an enormous influence 
is, of course, found in the fact that it represents a sterling research effort performed 
by top scholars, resulting in a convenient summary of a complex topic and published 
in a prestigious outlet at the right moment in time. Nothing either could, or should, 
detract from that. Further, it remains true that the central position of territoriality 
sits well with dominant legal and political state-focused theories in general. How-
ever, the Harvard Draft principles were articulated at a time when the territoriality 
principle was much more easily applied than it is today. In addition, it may be 
suspected that there is also another important, more practical, and less flattering, 
reason for the Harvard Draft’s longstanding influence; that is, it is quite simply a 

75 SS ‘Lotus’, France.v..Turkey, supra n. 59.
76 ‘Introductory Comment to the Harvard Draft Convention on Jurisdiction with Respect to Crime 

1935’, 29 The.American.Journal.of. International.Law (Supplement) (1935) pp. 443-447, at 
p. 445.

77 Ibid. at pp. 475, 487, and 497.
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textbook writer’s dream come true in that it offers a convenient (and superficially 
convincing) simplification of a complex topic. Students of international law will 
no doubt have appreciated this at exam time. On the whole, however, it has done 
a disservice to the advancement of jurisdictional issues under international law, at 
least in recent years, when the need for reform increased in intensity.

The Lotus case stemmed from the collision between a French mail steamship 
(the Lotus) and a Turkish collier steamship (Boz-Kourt) and the matter before the 
Court primarily related to whether Turkey’s claim of jurisdiction was in conflict 
with the principles of international law. Much has been made of this case. At the 
same time, several leading scholars – such as Ryngaert and Mann – have questioned 
whether the Lotus decision remains good law.78 Furthermore, it may be observed 
that:

(1) The Lotus case was decided with no less than half the members of the Court 
expressing dissenting opinions;

(2) The Lotus case involved vastly different facts to what we see in the online 
environment and as lawyers we are used to treating different cases differ-
ently. In fact, the majority opinion in Lotus emphasised the need to focus on 
‘precedents offering a close analogy to the case under consideration; for it is 
only from precedents of this nature that the existence of a general principle 
applicable to the particular case may appear’;79 and

(3) The majority opinion in Lotus does not address how one identifies the loca-
tion at which a State is exercising jurisdiction which typically is the crucial 
issue in the Internet context.80

I suspect a key reason why Lotus has gained such an importance is found in what 
may be termed ‘regulatory only-child syndrome’; that is, due to the lack of other 
relevant authorities on the matter this case has taken on a bigger role than it should 
have had.

The problem we now face is that we have allowed the ‘Harvard Draft’ and the 
Lotus case to become cementations of 1920s-30s thinking about the world. Outdated 
principles – principles of a different world – are governing and, to great detriment, 
restricting our thinking today. As an unsurprising consequence, the principles found 
in the Harvard Draft are now a part of the problem more than they are a part of the 
solution. Nowhere is this truth more obvious than in the context of jurisdictional 
claims in relation to the Internet. Some may interpose that the fact that legal norms 
or principles are old does not mean they are outdated. This is, of course, true. But 
it is equally true that the fact that legal norms or principles are old does not neces-

78 C. Ryngaert, supra n. 51, at p. 34, and F. Mann, ‘The Doctrine of Jurisdiction in International 
Law’, in K.M. Meessen (ed.), Extraterritorial.Jurisdiction.in.Theory.and.Practice, Alphen a/d 
Rijn, Kluwer Law International 1996, at pp. 64 and 66.

79 SS ‘Lotus’, France.v..Turkey, supra n. 59, PCIJ Series A, No. 10, at p. 21.
80 I have analysed the Lotus case, and its relevance for the Internet, in more detail in D.  Svantesson, 

Solving.the.Internet.Jurisdiction.Puzzle, supra.n. **, at pp. 15-24.
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sarily mean they are beyond being called into question. As astutely noted by Van 
Genugten: ‘International law is about concepts and norms that in several ways have 
reached the status of global law, but even there one has to be aware that such norms 
are not necessarily a given “for eternity” and do deserve constant critical reflection 
and adaptation to changing circumstances’.81

There are several problems with treating the territoriality principle as the juris-
prudential core of jurisdiction. For example, the territoriality principle cannot alone 
be the jurisprudential core of jurisdiction or we would not need additional grounds 
like the nationality principle.82 Further, a strict application of territoriality is 
destructive,83 and state practice has already moved beyond territoriality, territorial 
sovereignty, and the Harvard Draft principles.84 Put simply, we need a different 
jurisprudential grounding for jurisdiction.

Five years ago, I proposed a, then, ‘new’ jurisprudential framework of jurisdic-
tion:

In the absence of an obligation under international law to exercise jurisdiction, a 
state may only exercise jurisdiction where:
(1) there is a substantial connection between the matter and the state seeking to ex-

ercise jurisdiction;
(2) the state seeking to exercise jurisdiction has a legitimate interest in the matter; 

and
(3) the exercise of jurisdiction is reasonable given the balance between the state’s 

legitimate interests and other interests.85

Space limitations prevent a detailed discussion of the framework here, but I have 
discussed it in detail elsewhere.86 At a minimum it should be noted that these are 
merely core principles on the basis of which more detailed jurisdictional rules and 
tests may be formulated. For example, territoriality may well carry on as a test in 
some settings where it signifies all three core principles being met (such as e.g. in 
relation to a speeding offence occurring on the roads of a specific territory). Further, 
this framework, that has already started gaining a degree of traction,87 unites pub-
lic and private international law in that it is to constitute the common core of both 
– traditionally distinct – disciplines.

81 W. van Genugten, ‘Public International Law: A Forerunner in the Field of Global(ization of) 
Law’ 17 Tilburg.Law.Review (2012) pp. 159-167, at p. 166.

82 D. Svantesson, Solving.the.Internet.Jurisdiction.Puzzle, supra.n. **, at pp. 30-33.
83 Ibid. at pp. 33-34.
84 Ibid. at pp. 34-40.
85 D. Svantesson, ‘A New Jurisprudential Framework for Jurisdiction: Beyond the Harvard 

Draft’, 109 AJIL.Unbound (American.Journal.of.International.Law) (2015) pp. 69-74.
86 D. Svantesson, Solving. the. Internet. Jurisdiction. Puzzle, supra. n. **; and R. Polcak and 

D. Svantesson, Information.Sovereignty:.Data.Privacy,.Sovereign.Powers.and.the.Rule.of.Law, 
Cheltenham (UK)/Northampton (US), Edward Elgar Publishing 2017.

87 See e.g. ‘UN Special Rapporteur on the Right to Privacy, ‘Recommendation on the Protec-
tion and Use of Health-Related Data’, 6 November 2019, available at <https://www.ohchr.org/
Documents/Issues/Privacy/SR_Privacy/FINALHRDDOCUMENT.pdf>.
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No individual component of this framework is new. I consciously sought to rely 
on recognised legal concepts, while avoiding those (e.g. comity) that are overbur-
dened by a history of controversy and disagreement. Thus, as noted by Ryngaert:

[W]hat is new is that he [Svantesson] upgrades these criteria [connection/interest/
reasonableness] to first-order jurisdictional criteria. […] Put differently, in the clas-
sic view, connection/interest/reasonableness only come into play once an assertion 
can be preliminarily be [sic] justified on the basis of a traditional permissive princi-
ple, in particular territoriality. In Svantesson’s approach, we skip the first step and 
directly apply his core principles of connection/interest/reasonableness[.]88

The ‘territoriality-agnostic’, or perhaps even a ‘territoriality-nihilist’, approach I 
advocate may seem to place me in the same camp as the Cyber-libertarians, such 
as Barlow89 and Johnson and Post.90 However, I can only subscribe to some of the 
ideals they famously promoted. Most importantly, I am not advocating treating the 
Internet as being beyond the law. In fact, my proposal is clearly and distinctly 
supportive of applying law to the online environment. Nevertheless, commentators 
such as Goldsmith and Wu, who clamour for the supremacy of territoriality, would 
presumably still accuse me of failing ‘to understand the many faces and facets of 
territorial governmental coercion’.91 In response, however, should one be needed, 
I would suggest that they are failing to properly distinguish ‘law’, on the one hand, 
and ‘power’ on the other. As noted by Hurrell, ‘All states and social orders need 
to gain the authority and legitimacy that the possession of crude power can never 
on its own secure. All major powers face the imperative of trying to turn a capac-
ity for crude coercion into legitimate authority.’92

6. THE TASK OF POSITIONING INTERNATIONAL LAW WITHIN 
COMPETING REGULATORY POWERS

Given the cost and complications of cross-border legal actions, it is not surprising 
that forms of alternative dispute resolution (ADR) have been, and are being, pursued 
in the online environment, characterised as it is by high volumes of transactions 
of small value. At least under current structures it is simply unrealistic for private 
and public international law to cope with the enormous numbers of legal disputes 

88 C. Ryngaert, ‘An Urgent Suggestion to Pour Old Wine Into New Bottles: Comment on “A New 
Jurisprudential Framework for Jurisdiction”’, 109 AJIL.Unbound (American.Journal.of.Inter-
national.Law) (2015) pp. 81-85, at p. 82.

89 J. Barlow, ‘A Declaration of the Independence of Cyberspace’, Electronic.Frontier.Founda-
tion, 8 February 1996, available at <https://www.eff.org/cyberspace-independence>.

90 D.R. Johnson and D. Post, supra n. 16, at p. 1392.
91 J. Goldsmith and T. Wu, Who.Controls.the.Internet?.Illusions.of.a.Borderless.World, Oxford, 

Oxford University Press 2006, at p.184.
92 A. Hurrell, ‘International Law 1989-2010: A Performance Appraisal’, in J. Crawford and 

S. Nouwen (eds.), Selected.Proceedings.of.the.European.Society.of.International.Law,.Vol. 3 
2010, Oxford, Hart Publishing 2012, pp. 3-30, at p. 10.
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that unfortunately, but unavoidably, arise due to the even more enormous number 
of Internet interactions. Put simply, there is an imbalance between the ease and 
cost-effectiveness of engaging in cross- border contacts online on the one hand, 
and the difficulty and expense of solving cross-border disputes (which can be the 
result of those contacts) on the other hand.

6.1 Generally about self-regulation as a competitor of international law

Some of these ADR initiatives for the online world utilise the very technology the 
use of which has led to the dispute. But despite the high hopes attached to ODR, 
many such schemes have not had the impact hoped for. It is fair to say that, despite 
much work and some successes, further work lies ahead in the field of ODR. 
Importantly for the topic of this Report, more work is also needed in the context 
of the interaction between various ODR schemes on the one hand, and international 
law on the other hand. Both private and public international law have much to 
contribute to the development of ODR.

That having been said, the undoubtedly greatest success story in the arena of 
more or less self-regulatory Internet-related ADR schemes is one that effectively 
excludes international law altogether. The well-known Internet Corporation for 
Assigned Names and Numbers (ICANN)93 Uniform Domain Name Dispute Res-
olution Policy (UDRP) adopted by ICANN-accredited registrars in all gTLDs, is 
a longstanding tool to resolve disputes in the domain name sphere.94 When regis-
tering a domain name, the registrant must commit to following this policy. In other 
words, one cannot register a domain name without becoming bound by the policy 
and its dispute resolution mechanism. Thus, both the question of what rules should 
determine such disputes (choice of law) and what body should make the decision 
(jurisdiction) are predetermined without any input from private international law. 
Even more significantly, as ICANN controls the technical infrastructure in question, 
it can unilaterally, and without delay, put into effect decisions rendered under the 
UDRP (enforcement) such as the transfer of a given domain name from the regis-
trant to the complainant. Also, this is done without any reliance on, or input from, 
international law.

Thus, under this model, law makers have no involvement in setting the rules, 
and courts are needed neither for resolving the disputes, nor for enforcing the 
resulting outcomes. Without commenting on the desirability of such a development, 
and while acknowledging that it is widely accepted that private international law 
is irrelevant in areas where uniform law prevails, it should be apparent that with a 
proliferation of this model, the role and influence of international law decreases.

93 ICANN is the organisation tasked with, amongst other things, the administration of certain 
responsibilities associated with Internet Domain Name System root zone management, such as 
generic (gTLD) and country code (ccTLD) Top-Level Domains.

94 For an insightful study of the regulation of generic top-level domains, see T. Mahler,  Generic.
Top-Level. Domains. –. A. Study. of. Transnational. Private. Regulation, Cheltenham (UK)/
Northampton (US), Edward Elgar Publishing 2019.
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In these examples, law is merely occupying a kind of ‘fallback position’ with 
the primary sources of rules and mechanisms for dispute resolution being found 
elsewhere. This is perhaps not unique to the online environment. Indeed, for many 
situations it is arguably the appropriate state of matters. However, the guardians 
of the role played by international law should take care to ensure that law does not 
fall too far out of the picture. Where tools such as the UDRP – with its almost 
complete exclusion of international law – become the model of choice for Internet 
regulation, international law will struggle to find its relevance in shaping the online 
environment. I think that would be a lost opportunity.

Arguably, this is part of a broader trend in which traditional legal instruments 
are found to be too inefficient for the online environment and are being replaced. 
An illustration of this, of relevance within international law, is found in the work 
on improved structures for law enforcement, in one country, gaining access to 
digital evidence held in another. In this context, the traditional Mutual Legal Assis-
tance (MLA) system is being relegated from a leading role to a similar fallback 
position alluded to above.95

6.2 Platform terms of service as a competitor of international law

Here we may usefully proceed to consider the significant role and influence of 
platform terms of service (ToS), already alluded to in Section 3. When making 
postings on social media (such as Facebook, YouTube or Twitter), when making 
purchases on eBay or Amazon, and when booking accommodation (Airbnb) or a 
car service (Uber), we are more directly regulated by the respective platforms’ ToS 
than we are by law. Indeed, platforms have already started implementing oversight 
boards to address complex cases, thereby introducing platform- or company-specific 
escalation mechanisms not entirely unlike ‘courts of appeal’.96 The importance of 
such bodies will only ever increase if the platforms reach agreements to ‘pool’ 
resources into cross-company oversight boards for content decisions.97

In this context, it seems that the loss of state influence cannot so much be attrib-
uted to external factors; rather in their constant calls for platforms to take on greater 

95 See further the amendments to the Budapest Convention, the EU’s e-evidence reform, the US 
Clarifying Lawful Overseas Use of Data Act (CLOUD Act) (H.R. 4943) (2018), and more gen-
erally the work of Internet & Jurisdiction Policy Network’s Data & Jurisdiction Contact Group, 
available at <https://www.internetjurisdiction.net/work/data-jurisdiction>. It is interesting to 
observe, however, how these new arrangements must confront similar issues as have been 
confronted by the existing structures they largely replace (see e.g. A. Osula, and M. Zoetekouw, 
‘The notification requirement in transborder remote search and seizure: Domestic and inter-
national law perspectives’, 11(1) Masaryk.University.Journal.of.Law.and.Technology.(2017) 
pp. 103-128).

96 See in particular Facebook’s Oversight Board, available at <https://www.oversightboard.
com/>.

97 D. Svantesson, ‘Between a rock and a hard place – an international law perspective of the 
difficult position of globally active Internet intermediaries’, 30(4) Computer.Law.&.Security.
Review (2014) pp. 348-356, at p. 353.
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regulatory responsibilities, state influence has largely perished due to conduct 
resembling a form of ‘influence hara-kiri’.

The increasing responsibility bestowed on private operators98 – through laws 
that make Internet platforms the gatekeepers of content, as well as the voluntary 
assumption of responsibility – has occurred in numerous fields. This trend is par-
ticularly discernible in certain fields and has evolved far in the context of e.g. 
terrorism, extremism and hate speech – fields in which some laws demand a fast 
response in content blocking.99

The role of – and possible protection for – Internet intermediaries is often 
approached from extremist points of view. Some seek to impose an uncompromis-
ing free speech regime, under which Internet intermediaries impose no restrictions 
on what Internet users upload. Others see Internet intermediaries as little more than 
useful tools for government control of Internet content and activities. Such extreme 
views are ultimately unhelpful, and we need to strive for an appropriate balance.

Historically, Western countries have viewed Internet intermediaries as crucial 
for the development of the Internet, and have therefore afforded them extensive 
protection – for example, in the form of the well-known § 230 of the US Com-
munications Decency Act of 1996 and through Articles 12-15 of the EU’s 
E-Commerce Directive.100 Both of these instruments provide Internet intermediar-
ies with protection against liability in certain circumstances, but this attitude seems 
to be changing with increasing calls to hold Internet intermediaries responsible for 
the third-party content they handle.

There can be no doubt that Internet platforms can, and do, perform useful reg-
ulatory functions both in setting standards and in enforcing those standards. An 
example of the former is found in how the Internet intermediaries took the lead in 
combatting non-consensual distribution of sexually explicit videos and images of 
an individual, before many states had legislated against such conduct.101 As an 
illustration of the latter, it can be noted that on 24 October 2018, Facebook announced 
that, using previously undisclosed software that helps flag potential child abuse 
material for its reviewers, it had removed 8.7 million child abuse images in the 
previous three months.102

98 I am here addressing the regulatory role the law imposes on Internet platforms. However, in 
addition, such actors have become common targets in litigation; see further e.g. M. Husovec,  
Injunctions. Against. Intermediaries. in. the. European. Union:. Accountable. But. Not. Liable?, 
Cambridge, Cambridge University Press 2017; and G. Frosio (ed.),. Oxford. Handbook. of.
Online.Intermediary.Liability, Oxford, Oxford University Press 2020.

99 D. Svantesson, Internet.&.Jurisdiction.Global.Status.Report.2019, supra.n. **, at p. 65.
100 Directive 2000/31/EC of the European Parliament and Council, 8 June 2000, on certain legal 

aspects of information society services, in particular electronic commerce, in the Internal Mar-
ket [2000] OJ L178/1.

101 D. Svantesson, Internet.&.Jurisdiction.Global.Status.Report.2019, supra.n. **, at p. 86.
102 Internet & Jurisdiction Policy Network, I&J Retrospect Database October 2018: ‘Facebook 

announces it has removed 8.7 million child abuse images in past three months thanks to pre-
viously undisclosed software’, available at <https://www.internetjurisdiction.net/publications/
retrospect#eyJ0byI6IjIwMjAtMDYifQ==>.
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Equally, there can be no doubt that Internet platforms are subject to the law and 
may be ordered by legislation and court decisions to become the censors and gate-
keepers of speech. This is a role for which they are typically ill-suited, however, 
and it is questionable whether society should assign such a crucial role to private 
entities.

Further, the laws with which the Internet intermediaries are tasked to decide the 
legality of content and ultimately censor online speech are often vague. In such a 
situation, one could argue that the Internet intermediaries are set up to fail due to 
the risk of both ‘false negatives’ and ‘false positives’. It may also be noted that 
Internet intermediaries are charged with fulfilling such quasi-judicial functions at 
a fast pace. While the judiciary may take months or even years to reach a decision 
on a certain matter, an Internet intermediary may be required to decide the same 
matter within minutes given the volume of decisions it needs to make.

Some may point to the fact that newspapers, radio and TV broadcasters have 
long acted as censors in deciding what content to make available. But the role of 
the Internet intermediary is so fundamentally different that one cannot, and should 
not, draw such a comparison. The reality is that no intermediaries in history have 
had to manage the volume of user-generated content that Internet intermediaries 
do today. The role of Internet intermediaries must therefore be approached with 
fresh eyes, free from preconceived notions based on comparisons with the roles of 
offline intermediaries – we must aim for the best suited solution rather than neces-
sarily the one most similar to how other intermediaries are regulated. And in 
determining the extent to which Internet intermediaries – as private actors – may 
assume the role of fulfilling quasi-judicial functions (either voluntarily or invol-
untarily), we must be acutely aware that ultimately it is both the right, and the 
responsibility, of states to regulate the online environment. As governments divert 
responsibilities and decision-making to the online platforms, making them the 
Internet’s gatekeepers, governments are also transferring power to these platforms. 
This may undermine accountability,103 transparency and, indeed, justice.

In the end, the key complication – as far as international law issues are concerned 
in this context – comes down to the fact that, while most people would expect 
Internet intermediaries to abide by the law of their respective countries, they prob-
ably would not want them to abide by all laws of all other countries in the world. 
In the end, such compliance would force Internet intermediaries to prioritise the 
most restrictive laws from all the countries in the world and such a ‘race to the 
bottom’ is certainly an unhealthy direction for the Internet, and for cross-border 
interaction. And given that such a direction is undesired, there is a need to consider 

103 The issue of accountability is receiving an increasing degree of attention. The Institute for 
Accountability in the Digital Age (I4ADA), for example, was founded with the mission to 
ensure that online breaches of norms and values do not undermine the Internet’s potential  
to increase access to knowledge, spread global tolerance and understanding, and promote  
sustainable prosperity. To that end, I4ADA is working on a set of principles – the Hague Global 
Principles for Accountability in the Digital Age – with significant implications for the cross-
border legal challenges on the Internet (see further Institute for Accountability in the Digital 
Age, available at <https://i4ada.org/> ).
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whether a globally active Internet intermediary can ever be excused for not com-
plying with all the laws around the world that claim to apply to its conduct.104 If 
stakeholders answer that question in the affirmative, how should a globally active 
Internet intermediary decide which laws to abide by? These are, to a degree, novel 
questions in international law.

6.3 The important issue of ‘scope of jurisdiction’

At a minimum, we must engage more extensively with what I have termed the 
question of ‘scope of jurisdiction’.105 When private international law lawyers dis-
cuss jurisdiction, focus is typically placed primarily on personal jurisdiction, and 
secondarily on subject matter jurisdiction. Scope of jurisdiction – or scope of 
remedial jurisdiction as preferred by the Court of Appeal for British Columbia106 
– relates to the appropriate geographical scope of orders rendered by a court that 
has personal jurisdiction and subject matter jurisdiction. This question has gained 
far less attention to date than the other two types of jurisdiction. Yet, to understand 
its significance we need only consider the fact that, any time a court orders an 
Internet actor to block, delist, deindex, de-reference, delete, remove, or takedown 
content, it will need to consider whether to grant that order only in relation to 
publications in the state where the court sits, or to extend the order more widely 
– perhaps even globally. Thus, it is unsurprising that scope of jurisdiction has 
emerged as one of the most hotly contested ‘battle grounds’ in the intersection 
between international law and the Internet.107 Here, international law – both pub-
lic and private – will play a crucial role. In fact, if international law opts for a path 
of global scope of jurisdiction as the standard, that will pose an existential threat 
to the Internet of today.108

Before moving on to a few brief comments as to how we ought to approach the 
scope of jurisdiction issue, a few observations must be made about the relatively 
recent phenomenon of what has been termed ‘stay-up’, or ‘must carry’, orders; that 

104 See further D. Svantesson, supra n. 97.
105 D. Svantesson, ‘A Third Dimension of Jurisdiction’, LinkedIn, 3 May 2015, available at 

<https://www.linkedin.com/pulse/third-dimension-jurisdiction-dan-jerker-b-svantesson/>, fol-
lowed by D. Svantesson, ‘Jurisdiction in 3D – “scope of (remedial) jurisdiction” as a third 
dimension of jurisdiction’, 12(1) Journal.of.Private.International.Law (2016) pp. 60-76.

106 Equustek.Solutions.Inc..v..Google.Inc., Court of Appeal for British Columbia 11 June 2015, 
2015 BCCA 265, at para. 69.

107 Consider cases such as Joined Cases eDate.Advertising.GmbH.v..X and Olivier.Martinez.v..
MGN. Limited,.CJEU 25 October 2011, C-509/09 and C-161/10, ECLI:EU:C:2011:685; X.
v..Twitter,. Inc., Supreme Court of New South Wales 28 September 2017, 95 NSWLR 301; 
Google.Inc..v..Equustek.Solutions.Inc., supra n. 40, Google.LLC.v..Commission.nationale.de.
l’informatique. et. des. libertés, CJEU 24 September 2019, C-507/17, ECLI:EU:C:2019:772; 
Eva.Glawischnig-Piesczek.v..Facebook.Ireland.Limited, supra n. 65; Swami.Ramdev.&.Anr..
v..Facebook,.Inc..&.Ors..on.23.October,.2019, High Court of Delhi at New Delhi 23 October 
2019, CS (OS) 27/2019.

108 See further D. Svantesson, ‘Scope of jurisdiction online and the importance of messaging – lessons 
from Australia and the EU’, 38 Computer.Law.and.Security.Review (2020) (forthcoming).
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is, orders typically requiring Internet platforms to reinstate content that has been 
taken down, delisted, deindexed, de-referenced, deleted, blocked, or removed. In 
her leading research on the topic, Keller has pointed to such orders from, for 
example, Brazil and Germany and observed that: ‘These rulings are, so far, unusual. 
But the fact that they were issued at all reflects important divergences in legal 
culture and understanding of free-expression rights.’109

As ‘stay-up’, or ‘must carry’, orders become more common, Internet platforms 
will increasingly be placed in the impossible position of having to choose between 
complying with the take down order of one country or the stay up order of another. 
This is a precarious situation for the Internet platforms affected, but it is also 
unhelpful for the individuals affected by these decisions, and it signals a failure of 
international law as a system.

The Internet & Jurisdiction Policy Network’s 2019 Global Status Report found 
that its stakeholders generally are of the view that:

1. Global content restrictions are justified for certain content, at least for child 
abuse materials.

2. Apart from such content, the violation of local law should not, by default, be met 
with global content restrictions.

3. The appropriate scope of jurisdiction for content restrictions is context specific. 
One size does not fit all.

4. There is value in monitoring content restrictions in order to provide transparency 
and opportunities to challenge content restrictions.110

These are important observations that ought to inform courts as a coherent frame-
work for scope of jurisdiction evolves. Unfortunately, current developments in 
Europe are more a source of concern than of comfort. As recently as October 2019, 
the CJEU handed down a ruling111 that international media,112 and indeed some 
courts,113 have interpreted as a proclamation that Internet platforms can be forced 
to police and remove illegal content worldwide under EU law.114 With Europe, and 

109 D. Keller, ‘Who do you sue? State and platform hybrid power over online speech’, Aegis.Series.
Paper.No..1902 (29 January 2019) pp. 1-38, available at <https://www.hoover.org/research/
who-do-you-sue>, at p. 12.

110 D. Svantesson, Internet.&.Jurisdiction.Global.Status.Report.2019, supra.n. **, at p. 152.
111 Eva.Glawischnig-Piesczek.v..Facebook.Ireland.Limited, supra n. 65. The CJEU held that the 

European Union’s Directive on electronic commerce does not preclude a court of a Member 
State from ‘ordering a host provider to remove information covered by the injunction or to 
block access to that information worldwide within the framework of the relevant international 
law’. Unlike AG Szpunar, the Court saw no reason to consider the application of the Brussels 
Regulation to such an order.

112 See e.g. M. Baca, ‘Facebook can be ordered to remove content worldwide, E.U. says’, Washington.
Post 4 October 2019, available at <https://www.washingtonpost.com/technology/2019/10/03/
facebook-can-be-ordered-remove-content-worldwide-eu-says/>.

113 See e.g. Swami.Ramdev.&.Anr..v..Facebook,.Inc..&.Ors..on.23.October,.2019, supra n. 107.
114 Some leading commentators have sought to show that the real meaning of the judgment 

is less far-reaching (see e.g. G. van Calster, ‘Steady now. Eva Glawischnig-Piesczek v  
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in particular the CJEU, being so influential in this sphere, this direction is, in my 
view, a serious mistake.

Put simply, if European countries insist that speech restriction decisions rendered 
under their domestic laws – laws that are not even harmonised within the European 
Union – must be enforced globally by the affected Internet platforms, it becomes 
hard to object when influential, but undemocratic, countries such as China and 
Russia demand global speech restrictions based on their domestic laws. In this 
context it should be noted that enforcement difficulties do not necessarily provide 
any protection for freedom of speech. Imagine, for example, that a Dutch citizen 
in the Netherlands posts something on a US social media site. The posting, while 
perfectly legal in both the Netherlands and in the US, is seen to be offensive to the 
Communist Party of China and a Chinese authority orders its removal. If the US 
social media company complies, the removal is effective without the need for any 
enforcement action either in the Netherlands or in the US. In fact, the laws and 
legal systems of these countries do then not feature in the equation at all.

The threats to free speech posed by this scenario are beyond intelligent dispute. 
However, things get much worse when we consider that the CJEU recently adopted 
an approach under which Internet platforms are not only ordered to remove posted 
content, but also to block – potentially with worldwide effect – future content that 
is ‘equivalent’ to the content removed.115 Applying this to the China-related exam-
ple above, we are heading towards a situation in which e.g. Chinese law may stifle 
regime critics from other countries to the degree that their postings, while lawful 
where the person resides, are censored by non-Chinese Internet platforms. In such 
a situation, the private international law of the state in which the person or the 
platform are based, has no influence. Further, it is doubtful that public international 
law as it stands provides sufficient protection, at least if the interpretation of the 
relevant rules of public international law are left to the country wishing to effect 
the censorship as suggested by the CJEU.116

Facebook. The CJEU on jurisdiction and removal of hate speech’, available at <https://
gavclaw.com/2019/10/10/steady-now-eva-glawischnig-piesczek-v-facebook-the-cjeu-on- 
jurisdiction-and-removal-of-hate-speech/>.) I will not engage in that discussion here, but note 
the importance of courts taking great care in the message they send (see further D. Svantesson, 
supra n. 108).

115 Eva.Glawischnig-Piesczek.v..Facebook.Ireland.Limited, supra n. 65. For a detailed analysis of 
the free speech aspects of the case, see D. Keller, ‘Dolphins in the Net: Internet Content Fil-
ters and the Advocate General’s Glawischnig-Piesczek.v..Facebook.Ireland.Opinion’, Stanford.
Center.for.Internet.and.Society 4 September 2019, available at <https://cyberlaw.stanford.edu/
files/Dolphins-in-the-Net-AG-Analysis.pdf>.

116 The CJEU emphasised that it is ‘up to Member States to ensure that the measures which they 
adopt and which produce effects worldwide take due account of those rules [the rules of rel-
evant international law]’, Eva.Glawischnig-Piesczek.v..Facebook.Ireland.Limited, supra n. 65, 
at para. 52.
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7. THE POTENTIAL FOR A BRAVE NEW FRONTIER: THE ROLE OF 
ARTIFICIAL INTELLIGENCE117

From the above it may be expected that both private and public international law 
will undergo change over the coming years to remain relevant. Speculating about 
this brave new future could usefully occupy a lot more of our time moving forward. 
Here, I will constrain myself, however, to one particular topic; that of how artificial 
intelligence (AI) may support international law. This topic is no longer the domain 
of science fiction. In fact, I would say that such a discussion is already overdue.118

More specifically, I want to make a few observations about how AI may be 
utilised in the not too distant future to enhance the role, and operation, of private 
international law, and I will here reconnect to the observations above about the 
need to think in terms of a ‘contextual legal system’ that applies to a given person 
in a given context.

As was noted in the discussion of that topic above, Internet users currently face 
unsurmountable hurdles in (a) determining what legal norms apply to us in our 
given context,119 (b) accessing the applicable norms, and (c) translating them where 
they are in a foreign language. All of these are tasks for which AI is eminently 
suited, although admittedly not yet ready at present. Further, this set of tasks is 
something that could be ‘outsourced’ to AI without much controversy.

However, if we allow ourselves to ‘dream big’, we need not stop there. In the 
modelling of private international law rules that is necessary to make them intel-
ligible to AI, we could perhaps consider adopting what may be termed a ‘user 
perspective’120 rather than the traditional ‘court perspective’ that dominates private 
international law thinking. From a ‘user perspective’ – whether that of an indi-
vidual Internet user or a major Internet company – the challenge is not just to 
identify whether a particular court will claim jurisdiction and determine which 
country’s law will be applied (as the task typically is from a ‘court perspective’). 
Rather the challenge involves identifying, accessing, understanding and complying 

117 This section draws, and expands, in particular, on research published in D. Svantesson, 
‘A Vision for the Future of Private International Law and the Internet – Can Artificial Intel-
ligence Succeed Where Humans Have Failed?’, Harvard.International.Law.Journal (Online.
Perspectives) 4 August 2019, available at <https://harvardilj.org/2019/08/a-vision-for-the-
future-of-private-international-law-and-the-internet-can-artificial-intelligence-succeed-where-
humans-have-failed/>.

118 Some leading commentators have already started addressing this matter, however. See e.g. 
M. Pertegás Sender, ‘Applying Private International Law through Artificial Intelligence’,  
presentation at University of Johannesburg, South Africa,.28 October 2019.

119 Important projects focused on modelling private international law rules are already under way 
at the University of Bologna/EUI under the leadership Professor G. Sartor ( <http://www.inter
lexproject.eu/>, and <https://compulaw.eui.eu/>  ), and at Japan’s National Institute of Infor-
matics under the leadership of Professor K. Satoh ( <http://research.nii.ac.jp/~ksatoh/>  ).

120 Compare to what Lindahl, in his fascinating book, discusses as ‘an actor-centred perspective’: 
H. Lindahl, Authority. and. the.Globalisation. of. Inclusion. and.Exclusion, Cambridge, Cam-
bridge University Press 2018, at p. 48.
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with the norms from the contextual legal system; norms that may directly contra-
dict each other.

Perhaps we could put AI to work in reconciling as far as possible all the norms 
that together make up our contextual legal system for a given situation; that is, AI 
could help us with the complicated endeavour of forming those norms into a coher-
ent system. Taking this thought to its full extent, we could even imagine allowing 
the AI system to balance those norms where they conflict. Such a balancing exer-
cise would need to be anchored in broadly accepted, pre-determined and 
transparent principles. But even so, any move in such a direction would, of course, 
be highly controversial and would indeed require fundamental changes to how we 
see the role of international law.121

I acknowledge that, any time one writes about the future, the line between 
optimism and naivety is a thin one. On the one hand, one should not downplay the 
challenges of embarking on the mission to construct an AI-driven system to help 
revolutionise private international law. On the other hand, however, it would be a 
missed opportunity not to start envisioning what may be achieved when the tech-
nology makes such a mission more feasible.

8. CONCLUSION

As it turns out, the Internet is not a fad after all. It is not just here to stay; it is here 
to dominate our lives. If one looks at news reports, and indeed society in general, 
this is obvious. Yet looking at legal literature in general, and international law in 
particular, it is not adequately reflected. This is unsustainable and those who take 
pride in proclaiming that they do not deal with Internet issues are escapists at risk 
of becoming irrelevant. What is worse, much could have been achieved in creating 
better Internet regulation – and ultimately a better world – had more experts from 
non-technology fields been more willing to engage with these novel legal issues 
as they became apparent. I hope the 2020 Royal Netherlands Society of International 
Law’s debate on a current issue in the domain of international law can help create 
real awareness and initiate more discussion of these issues, at least for the Neth-
erlands – a longstanding leader in progressive, constructive, and creative thinking 
in international law – but hopefully more broadly.

This is made all the more important by currently ongoing, and due to the noted 
COVID-19 driven trend acceleration, accelerated, changes to the world. In 2007, 
Bernasconi correctly observed that:

Globalization is overwhelmingly a matter of private initiative, characterized by ex-
panding markets, growing mobility, and instant sharing of information through the 
mass media and the Internet. People are engaging in more cross-border relation-
ships, and companies are more and more easily doing business across borders and 

121 For some initial thoughts on this, see D. Svantesson, supra n. 117.
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even on a global scale. One of the effects of this phenomenon is an increase of is-
sues relevant to the principles and instruments of private international law.122

I think this observed increase of issues relevant to private international law also 
holds true in relation to public international law. But unlike in 2007, increased – or 
indeed sustained – globalisation is no longer a given for our physical world. Yet, 
it remains so for the online world. In other words, the rate of globalisation online 
differs from the rate of globalisation offline. People and companies are engaging 
in comparatively more online cross-border relationships, and comparatively less 
offline cross-border relationships (and perhaps also trade). This is a change with 
far-reaching implications for international law. For one, the effect of an increase 
of issues relevant to the principles and instruments of private international law that 
Bernasconi observed may end up being limited to international law’s application 
to the Internet.

But as noted by Juenger: ‘[T]urmoil is bound to happen whenever old principles 
clash with new realities’,123 and in few other areas has this so clearly proven to be 
the case as it has when private and public international law principles are applied 
to the online environment. Much remains to be done to improve the relationship 
between international law and the Internet, and the tasks that lie ahead – tasks for 
us all – are huge indeed. But they are neither unsurmountable, nor are they optional.

9. PROPOSITIONS AND POINTS FOR DISCUSSION

I acknowledge the truth in Machiavelli’s observation that ‘there is nothing more 
difficult to take in hand, more perilous to conduct, or more uncertain in its success, 
than to take the lead in the introduction of a new order of things.’124 Thus, I realise 
that change in dominant assumptions, flawed as they may be, will require broad 
and sustained support. Such support cannot be taken for granted. As Machiavelli 
continues: ‘the innovator has for enemies all those who have done well under the 
old conditions, and lukewarm defenders in those who may do well under the new.’125 
Perhaps we are not there yet, and perhaps we might never ‘be there’, as it will 
always be a process, a struggle. However, in an attempt to help facilitate the much-
needed discussion of how we can improve international law’s readiness for the 
already ongoing digital age, I wish to outline here a selection of what I see as 
particularly pertinent propositions and points for reform discussion.

122 C. Bernasconi, ‘Some Observations from the Hague Conference on Private International Law’, 
101 American.Society.of.International.Law.Proceedings (2007) pp. 350-353, at p. 350.

123 F. Juenger, ‘American and European Conflicts Law’, 30(1) The.American.Journal.of.Compara-
tive.Law (1982) pp. 117-133, at p. 131.

124 Niccoló Machiavelli, The.Prince (1532), Chapter VI, at p. 2, available at <https://pagebypage
books.com/Nicolo_Machiavelli/The_Prince/index.html>.

125 Ibid.
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1. We must acknowledge that international law, as structured and applied online 
today, creates a situation of ‘hyperregulation’ characterised by the following 
conditions:

 (a) the complexity of a party’s ‘contextual legal system’ (i.e. the combination 
of all laws that purport to apply to that party in a given context) amounts to 
an insurmountable obstacle to legal compliance; and

 (b) the prospect of legal enforcement of (at least parts of) the laws that make 
up the contextual legal system is more than a theoretical possibility.

 This situation is a poor fit with the Rule of Law and with generally held views 
of what is expected from the law by way of accessibility and predictability.

2. Due to the central role the Internet already plays in society, the international 
law community – as well as key international law institutions – must do more 
to engage with and prioritise Internet-related legal issues and must seek to 
increase the profile of international law in the Internet regulation community.

3. We must acknowledge that the complexity of international law stems in part 
from the fact that the frameworks and concepts applied were developed in 
other eras and under other conditions resulting in them being insufficient to 
address the issues with which we are confronted now at the beginning of the 
21st century. To tackle the many important and urgent challenges international 
law can help address, we must also address the conceptual challenges that are 
limiting progress. Thus, we must always be willing to re-evaluate also the most 
entrenched frameworks and concepts, rather than to merely apply them out of 
habit. This is particularly important in attempts at applying international law 
in a new arena such as in relation to the Internet.

4. In the light of Proposition 3, some of the concepts that most urgently ought 
to be revaluated include:

 (a) the binary distinction between territorial and extraterritorial;
 (b) the concept of sovereignty;
 (c) public international law’s categorisation of jurisdiction; and
 (d) the relationship between private and public international law.

5. As an elaboration of points (a) and (c) of Proposition 4, while long overdue, 
the Internet has forced us to finally reconsider the centrality of the territoriality 
principle. We must recognise that, not least in relation to the online environ-
ment, characterised as it is by constant, fluid, and substantial cross-border 
interaction, the time has come to find a new jurisprudential grounding for 
jurisdiction. Thus, for example, the following framework could usefully be 
recognised as the jurisprudential core of jurisdiction:

 In the absence of an obligation under international law to exercise jurisdiction, 
a state may only exercise jurisdiction where:
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 (a) there is a substantial connection between the matter and the state seeking 
to exercise jurisdiction;

 (b) the state seeking to exercise jurisdiction has a legitimate interest in the 
matter; and

 (c) the exercise of jurisdiction is reasonable given the balance between the 
state’s legitimate interests and other interests.

 As this framework applies to both private and public international law, it can 
be seen to also impact point (d) of Proposition 4.

6. Especially for the Internet environment, we must make it a priority to address 
the issue of ‘scope of jurisdiction’; that is, the question of the appropriate 
geographical scope of orders rendered by a court that has personal jurisdic-
tion and subject matter jurisdiction. Global content restrictions are justified 
for certain content, at least for child abuse materials. Apart from such content, 
the violation of local law should not, by default, be met with global content 
restrictions. Rather, the appropriate scope of jurisdiction for content restric-
tions is context-specific. One size does not fit all. It must be understood that, if 
international law opts for a path of global scope of jurisdiction as the standard, 
that will pose an existential threat to the Internet of today.

7. In the arena of more or less self-regulatory Internet-related ADR schemes, 
examples can already be found that effectively exclude international law126 
altogether. We must recognise that, with a proliferation of such schemes, the 
role and influence of international law decreases. State influence, and with 
it the relevance of international law, will also decrease as states increasingly 
outsource quasi-judicial functions to Internet intermediaries, making them the 
gatekeepers of content. It must be understood that this transfer of power may 
undermine accountability, transparency and, indeed, justice.

8. The international law community ought to do more to engage with large, 
forward-looking, questions such as how AI may support, and indeed reform, 
how we work with international law. In this context, we must be brave enough 
to be willing to reconsider also the most entrenched notions.

126 If one excludes uniform law from this category.
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